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Introduction

About the Manual

This handbook is available as PDF file and as online help.

The PDF file is installed in the documentation directory. Adobe Reader can be used
to read the document on-screen, to quickly search for particular terms, or to
completely or partially print it.

You can quickly open and look up topics online at your workstation in
enaio® administrator using the F1 key or the Help menu.

The handbook describes enaio® administrator, enaio® enterprise-manager and
additional administrative configuration such as logging and encryption as well as
installation and configuration of the viewer services and optional components.

About enaio® administrator

enaio®

With enaio® administrator you can manage the Enterprise Content Management
system enaio®. To start using enaio® administrator, you need to have successfully
installed enaio®. enaio® administrator can only be started if the database is set up
and enaio® server is running.

With enaio® administrator, you can:
§  Set up users and configure various workstations

§ Set up the security system. Distribute access rights to archive objects and
administrative applications of enaio®

§ Configure templates and applications for Windows document types

§ control audit-proof archiving. Archiving is an automatic action, which,
once configured, can take place at specific times or in cycles

8 Configure the import and export of data. enaio® provides numerous
interfaces which can be used, for example, to access, import, and
automatically index legacy data or data created in other systems

enaio® administrator is started from the enaio® application group or the
\clients\Admin directory.

After initial installation, log in with the user name 'root’ and the password
‘optimal’.

For security reasons, delete the root/optimal user account immediately after
having started enaio® administrator for the first time.

enaio® administrator blocks all data spaces which are currently being edited. Other
users can view such blocked data spaces but cannot edit it.
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enaio® manager-for-log files is used to log all components (see 'Introduction to
Logging").

About enaio® enterprise-manager

enaio®

enaio® enterprise-manager is particularly used to administer enaio® licenses,
servers and archiving media for server groups.

On top of that, enaio® enterprise-manager offers significant technical insight into
system processes and can therefore be useful for system optimization and problem
analysis.
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Configuring the Archiving System

Introduction to the Archiving System

The basic configuration of the system is done when installing enaio® via setup. The
setup program writes the required data to the registry and to the as.cfg
configuration file in the \etc directory of the data directory.

enaio® administrator allows further configuration only if the enaio® installation has
been successful and if the database and enaio® server are running.

Configuration settings of the entire system range from setting up a background
image for enaio® client to the integration of libraries, which may, for example, be
required for import and export of data.

Changes to the configuration can have far-reaching consequences. For that reason,
only qualified personnel are recommended to perform changes. In case of doubt,
please contact the OPTIMAL SYSTEMS support team first.

Entire System Settings

enaio®

The following tabs allow you to make changes to the entire system:
‘Start’ tab

‘Database’ tab

‘Additions' tab

‘LDAP Configuration’ tab

‘Documents' tab

‘Events’ Tab tab

‘Web Directory' Tab tab

‘Print Labeling' tab

‘Notes' tab

w W W W W W W W W

You open the tabs with either the Entire system button in the toolbar or via
¥_| the Entire system entry in the Configuration menu.

The initial settings found in the tabs are either defaults or have been set by the setup
program.

'Start' Tab
On the Start tab, you can configure the enaio® startup properties, particularly login.
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General enaio configuration “
Documents ] Events ]Web directory ]Prirrt labeling ]Notes ]
Start l Database ] Additions ] LDAP configuration ]
Wallpaper
[ Use wallpaper image Select
#® Single image Tile horizontally
Position
Login
Maode
(O)Diglog (@) Automatic Security level

[ Check for new version at start
[ Activate case-sensitivity

[ Autosearch (only retrieval ware)

Cancel Help

You can add a Wallpaper. The wallpaper must be a bitmap with a maximum of 24
colors as JPG, TIFF or PNG. The color with the RGB value 255,0,255 is transparent.

The Select button will open a file selection dialog to choose the wallpaper. The
image file will then be copied to the \etc directory of the data directory and,
irrespective of the file format, named background.bmp.

The two options Single image and Tile horizontally allow you to customize the view
of your wallpaper. In single image mode, you can freely position the image on the
workspace. Valid position values range from -10; -10 (top left), and 10; 10 (bottom
right).
For user login to enaio® client and related applications, choose between the
options:
§ Dialog

Users enter their enaio® user names and enaio® passwords into a login dialog.

If user passwords are managed with an LDAP directory service (see "LDAP
Configuration' Tab") users enter their LDAP passwords into the login dialog.

§ Automatic

Users are automatically logged in with their network login, as long as their
network names correspond to enaio® user names. Otherwise, a login dialog will
open.

Using the Security level button, open the Configure security level dialog and
select whether the application should be closed after three failed logins, or
whether it should be locked.

All enaio® components can check during start whether there is a more recent
version available in the \etc\update directory of the data directory. If so, the new
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version is copied to the respective directory and will then start. You can get
information on updated versions from Consulting and Support.

You can decide whether passwords are case-sensitive by activating the Activate
case-sensitivity checkbox.

After receiving an update version, copy it into the respective directory and activate
the Check for new version at start checkbox. It is recommended to disable the
automatic update after its completion, which is performed by starting all
components affected by the update once at each workstation.

If you have activated the Check for new version at start option, it is possible to
specify users in the as.cfg file in the \etc directory of the data directory for which
the automatic update will not be performed.

Add the following entry to the [SYSTEM] section:
NOUPDATEUSER=0SECM user name,OSECM user name
When specifying more than one user, separate them by commas.

It is also possible to specify users for whom the automatic update will be
performed, even if the Check for new version at start option is not activated:

UPDATEUSER=0SECM user name,OSECM user name

'Database’ Tab

General enaio configuration H

Documents ] Events ]Web directory ] Print labeling ]Notes ]
Start Database ]Addi‘tions ] LDAP configuration ]

Database (server settings)

DSN: dokuteam&10

User: 23

Parser: autrodbe dil
Settings

Umlaut check: [ on/off

Indexing
[] Corfimation dialog

Basic parameters
Allow query

User namas
[] Mlow special characters

Query behaviar
[] Mways include objects without register assignment

Cancel Help

tab

The Database tab indicates data source name (DSN), the user account of the
database, and the parser. These entries cannot be modified here.
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Activate the Umlaut check only if the database has been set up with a non-German
character set, but enaio® client is using the German character set. The umlaut check
will slow down system performance.

The Confirmation dialog checkbox activates system-wide confirmation when
saving the index data on data sheets. Regular users cannot disable these
confirmation dialogs.

Search forms querying Basic parameters from the archive area can be hidden if you
do not want users to perform this type of query. However, users with the system
role ‘Administrator: Start' can always query basic parameters.

Instead of disabling searches over basic parameters, you can limit them. In this case,
users must leave the fields Creator, Modified, and Owner empty or enter their own
names. The Properties cannot be limited. This limitation does not apply to users
with the system role 'Administrator: Start'.

To do so, add the following line to the [System] section of the \etc\as.cfg file of
the data directory: SHOWBAS 1 SPARAMETER=2

User names that contain the special character ‘@' can cause errors when logging in
using the COM interface. For the user account creation in enaio® administrator
you can forbid the ‘@' character usage by deselecting the Allow special characters
checkbox option.

Do not use the special character '@' or other special characters for the user name as
otherwise search queries cannot be carried out correctly.

Define for the Query behavior of integrated scripts whether or not to show
documents without register assignment — documents that are not contained in any
register — in the hit list of a search, which queries register and document data. This
setting will not have any effect as long as the query behavior is specified in the script
itself.

For searches in enaio® client, users can configure the query behavior in the Query
behavior section of their personal settings dialog.

Queries in the Index Data History

A query refers to the index data of the current object version. If an index data
history for an object type is created with the respective property in enaio® editor,
users can query against these data, too.

To do so, the Shift key must be pressed while starting the query.

An SQL query can take significantly more time. That is why this feature is
deactivated by default.

This feature can be activated with the following entry in the file \etc\as.cfg in the
data directory:

[SYSTEM]
QUERYALL INDEXDATAVERSIONS=1
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'Additions’ Tab

General enaio configuration H

Set up extension-DLLs

Documents ] Everts ]Web directory ] Prirtt labeling ]Notes ]
Start ] Database Additions

l LDAP configuration ]

axacmvar.dll
axaccach dll
axaccl di
axaccleantrash.dll
aacarch.dl
axacwiharch dl
aacwtow dil
axacicke.dl
aacvexp.di
axacexec.dl
axactarc.dll

e et All

Standard user for automatic actions:

ROOT v

Entire System Settings

You use the Additions tab to register libraries for automatic actions (see

'Introduction to Automatic Actions') with the system.

The libraries can be found in the .\clients\admin directory.

The following libraries are automatically integrated at installation:

axacimp.dll Data/ document import
axacexp.dll Data/ document export
axacpdfa.dll PDF/A validation
axacscript.dll Run script

axacarch.dll Archive

axacidx.dll Full text indexing

axacdirectorysync.dll

Directory synchronization

axacdok2tif.dll

Rendition

Some libraries must be licensed to the workstations via a module assignment (see

'‘Adding Modules").

Optionally, a Standard user can be defined for any automatic action. The
information can be evaluated by scripts or external applications which you

integrate. A standard user is not evaluated internally.

The user for automatic actions that are started from enaio® administrator is always
the logged in user. enaio® start (see 'enaio® start") expects the user name and
password when first starting and uses these login details later on.

enaio®
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Users with accounts used for editing documents should close the area with the list
of recently edited objects while executing the respective actions in enaio® client.
The continuous refreshing of this area would slow the system.

‘LDAP Configuration' Tab

If you use an LDAP directory service, the users can log in with the password
administered there — automatically or via a dialog.

It is however necessary to pass the user names to the user administration of the
enaio® security system (see 'Setting Up Groups").

Only users who are listed in both the LDAP directory service and the enaio® user
administration can log in with LDAP authentication.

You can use the automatic action 'User Import' for the transfer (see 'Import User
and Group Data'").

Group-specific access rights and system roles can only be specified from within the
enaio® security system.

General enaio configuration H

Documents ] Events ]Web directory ] Print labeling ]Notes ]
Start ] Database ] Additions LDAP corfiguration

LDAP server: | |

Port:

Binding string:

MName LDAP attribute Output
EJESIE 2F )

[ LDAP authorization active

Admin name:

Password:

Select the LDAP Authentication Active checkbox.
Enter the name of the LDAP Server and its Port.
Enter the Binding string.

You can enter several entries for server, port and binding string, separated by
semicolons. Servers will be queried in sequence. Data of the first server that is
reached will be used for user administration.

Page 15




enaio® Administration Entire System Settings

enaio®

To import users from the directory service into the enaio® user administration,
assign the LDAP attribute, which you are using as a unique user indication, to the
user indication 'Name'.

Optionally, you can assign the identifiers 'Full name' and ‘Comment’ to LDAP
attributes in order to automatically hand over this data to the enaio® user
administration.

Each name to which an LDAP attribute is assigned can be used within the user
administration in order to search for those users who are meant to be passed to the
security system.

It is possible to set up further assignments when searching for users in the LDAP
directory service. However, respective data will not be imported into the user
administration.

This is how to create assignments:
1. Click on the first line of the name field.

2. Select an attribute for data handover from the list or enter any other
attribute for search purposes.

3. Enter the LDAP attribute in the next column.

4. Select'yes' or 'no’ in the 'Output’ column.
Therewith, you are specifying whether or not to display this attribute in the hit
list of an LDAP user search.

5. Add extra lines for additional assignments.

If you select a line by clicking the line number, the following line options will be
available:

Insert an empty line below the selected one.
Delete the selected line.
Move the selected line down under the following line.

Move the selected line up above the previous one.

(<] [n] ] %]

Anonymous access to the LDAP directory service usually is not allowed; as a result,
authentication at the LDAP system is required for identification of LDAP users and
their rights.

To do so, indicate an LDAP user who has been provided with all required rights.
The password will be encrypted before storage.

If LDAP authentication has been selected, and the LDAP directory service is not
available, no user will be able to log in. Therefore, it is recommended that you
create at least one user that has the system role 'Supervisor' and an enaio®
password. In case the LDAP directory service is not available, this user can start
enaio® administrator or enaio® enterprise-manager and change the settings of the
user administration. It is still necessary to disable LDAP authorization first. To do
this, in the registry file using the key ..\Schemata\4.0\Login, change the value of
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the LoginMode string from '1' to '0."' Then, all users with enaio® passwords will be
able to start the applications according to their system roles.

'Documents’ Tab

General enaio configuration H

Start ] Database ] Additions ] LDAP configuration ]
Documents lE\tents ]Web directory ] Prirtt labeling ]Notes ]

File transfer:

Upper limit for loading of documents IKE
from the application server: EI (KB}
Moving objects:

() Never allowed.

(®) Mways allowed.

() No meving of archived documents.

Create references of documents:

() Never allowed.

() Mways allowed.

Sending of documents:
Send e-mail via Qutlook

[] Determine SMTF address

W-Documents w/o template restriction

File transfer

In order to reduce network traffic, specify the upper size limit of files to be
uploaded in kilobytes. If a user wants to open a file which is larger than the
indicated limit, he will be notified and asked for confirmation before the handover
is performed.

Set the limit to '0" in order to automatically pass and open all files without further
confirmation.

Every user can additionally set an upper file size limit in the personal settings of
OS|CLIENT. This personal user setting is always given priority to.

Creating references of documents

It is possible to allow or prohibit the creation of reference documents. This setting
applies to the entire system. User may require the system role 'Client: Create
reference documents.'

File-related properties of reference documents such as the number of files, the
number of pages, and retention times are not updated when there are changes to
the document files of the original and must be viewed via the original.

Deleting documents for which reference documents have been created can activate
a confirmation dialog notifying the user and this enables the reference documents
to be listed.
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To enable this function, add the following line to the [System] section of the
\etc\as.cfg File of the data directory:

MUSTCHECKL INKEDDOCUMENTS=1
The value '0' turns the function off.
Moving objects

The capability of moving objects can be enabled or disabled; the setting applies to
the entire system.

A permission only applies for users who have the system role ‘Client: Move objects'.

To perform a move across cabinets, users also require the 'Client: Move across
cabinets' system role. Registers and archived documents cannot be moved to a
different cabinet, and documents can only be moved one at a time. The index data
are transferred from fields with the same internal name.

Moved documents and reference documents can cause inconsistencies between
location, index data, and content, for example, when documents are indexed
through add-ons.

If the move is allowed, documents can also be moved that are checked out by other
users or whose index data is edited by other users.

Sending documents
Allows sending documents by e-mail using Microsoft Outlook.
Determining SMTP address

The Exchange server's address book uses the sender names to determine e-mail
addresses of internally sent e-mails and also displays and takes over addresses of e-
mails in the inbox.

With very extensive address books, this process may consume a lot of time.

W-Documents without template restriction

Documents can be imported by dragging and dropping. To do so, they must have a
document type assigned to them. You can allow users to drag and drop documents
with file extensions not recognized by the W-template administration and to
specify the W-Document type of the document afterwards. Such documents will be
opened by the application, which has been respectively assigned to in the operating
system settings. Image documents that are managed with an image module cannot
be imported in this way.

If the file extension is not assigned to any application, the document will not be
opened. The user will then receive a notification.

Merging Documents

You can allow the merging of documents throughout the entire system. Two
documents are merged in enaio® client by dragging a document onto another with
the mouse, while holding the Ctrl and Shift keys. Both documents must be assigned
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to the same module. The document which the user has dragged onto another will
be moved to the trash can, and the associated file will be assigned to the target
document.

This function is subject to some limitations. For example, annotations on layers
may be lost or documents which cannot be displayed correctly may be created as
the files of which they are composed are of different formats. You must only enable
this option after contacting the consulting department.

To enable this function, add the following line to the [System] section of the
\etc\as.cfg File of the data directory:

DnDMerging=1
The value '0' turns the function off.

The function is not documented in the enaio® client handbook. Inform all users if
you enable the connection of documents.

Copying Folders and Registers

The Create copy function for folders and registers creates a new object, which is
indexed with the original object's data. Contents of the original object will not be
copied, i.e. that way created objects will be empty.

This function can be turned off;

To do so, add the following line to the [System] section of the \etc\as. cfg file of
the data directory:

COPYREGISTER=0
The value '1" turns the function back on.

The Create copy function for documents is not affected by this setting, nor is the
copying of registers and their contents using the mouse and the Ctrl key.

Deleting Documents with Variants
If a document with variant administration in enaio® client is deleted from a hit list
or a location, the result depends on the status of the document:

8 If the active document is the original, all documents in the variant
administration will be deleted.

§ If the active document is a variant, this variant as well as all sub-variants
will be deleted and the original becomes the active variant.

Since the variant status of a document in the hit list or location is not shown, the
consequence of deleting the document is not immediately recognizable for the user;
this functionality can be turned off throughout the entire system. As a result, the
document and all documents in the variant administration will always be deleted.

To do so, the following entry in the \etc\as. cfg configuration file of the data
directory is necessary:

[SYSTEM]
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DELETEVARIANTMODE=1
The value '0" always reverts to the previous behavior.

The original document cannot be deleted from the variant administration as long
as variants exist.

Moves across cabinets

Users can move several documents of the same document type to another cabinet.
If there are several document types in this cabinet to which the documents can be
assigned, one of these document types can be selected. If there are index data fields
with the same internal name, the data is transferred from these fields. Index data of
fields that cannot be assigned to other fields with the same internal names are lost
and cannot be restored. Mandatory fields und key fields are not verified, events are
not executed.

If a user moves a single document to another cabinet, the index data form is opened
after the move. If indexing is canceled, the move is not reversed. Canceling can lead
to inconsistent data, for example from unpopulated mandatory fields.

You can switch off the function to move several documents simultaneously and
opening the index data form when moving a single document.

To do so, you need the following entry in the \etc\as. cfg file of the data
directory:

[CLIENT]
ALLOWONLYONEDOCMOVE=1
OPENDATASHEET IFONEDOCMOVE=0

Sharing Documents

Documents can be shared in enaio® client for users who have no or limited access
rights. Sharing is limited in time. The access rights granted are specified. The
'‘Delete object' right and annotations is excluded from sharing.

Sharing functions are switched on throughout the entire system in enaio®
enterprise-manager via the 'Sharing active' parameter (cf. 'Security'). A maximum
period for sharing is also specified.

Users need corresponding system roles:
§ Client: Share documents

Users can share documents and edit and remove their own sharing.
8 Client: Administer sharing

Users can remove sharing of other users. A condition of this is the access right
'‘Show index data.'

If a user is editing a shared document, the user can complete their edit even after
sharing has expired or been removed.

A data transfer with enaio® data-transfer is not possible for shared documents.

Page 20




enaio® Administration Entire System Settings

enaio®

Quality Setting for Imported Images

If users import JPEG images into enaio® client via the image module from the file
system, the images will be checked and transferred in the original.

If imported images are converted, e.g. color JPEG images for the grayscale module
into grayscale images, these images are then stored with a default value for
compression. You can define the compression value with an entry in the
configuration file \etc\as.cfg of the data directory.

[SYSTEM]
JPEGQUAL I=value

You enter a value between '2' for maximum quality and '100' for highest
compression.

The default value is '20.'

'Events' Tab

General enaio configuration H

Start ] Database ] Additions ] LDAP configuration ]
Documentz  Events lWeb directory ] Print labeling ] Motes ]

Start:
Load events at start

For the following users do not load events:

Name

Add Remove

On this tab, you can choose whether to load events at start or not.

If you activate this option, you can additionally set up a list of users for whom
events will not be loaded.

If you do not select the option, you can specify a list of users for whom events will
still be loaded.

This setting applies only to enaio® client; in enaio® webclient events are always
executed for all users.
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‘Web Directory' Tab

Start I Database | Additions LDAP configuration
Documents I Events  Web directony Prirtt labeling | Motes

Start page: |hﬁp:,-",-“|ntrc|net optimal-systems de |

Alizs: | Intranet |

Directory name: |WEE |

[ Activate web directory

Page 22
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A Web directory can be set up in the users' workspaces. Users can add links to
Internet addresses to this directory.

Specify the URL of a Home screen on the tab. The home page cannot be changed by
users and is labeled with the Alias specified here.

Enter a Directory name of the Web directory which is used in the workspace of
enaio® client.

The checkbox is used to activate or deactivate the Web directory.
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'‘Print Labeling' Tab

Start I Database I Additions | LDAP corfiguration
Documents I Events I Web directony Print labeling |N0195

Header

Text: |

Font: |C0|.|rier New

Text colar:

Position:

Font size:

Foater

Text: |

Font:

Font color:

Position:

Font size:

Single-line headers and footers can be created when printing image documents and
converting image and W-Documents into PDF files. All printouts of image
documents will then automatically contain the specified header and footer. They
are not shown when the image is viewed on-screen.

Provided that no exceptions were defined, this setting applies to all document types.
If no text is entered, no header or footer will be printed.

The arrow button next to the Text field allows you to select variables which can be
used in the header and footer.

Wariable Description

H#BENUTZERH Log in name of user
HBENUTZERAOLLSTAENDIGH  Full uzer name
H#COMPUTER-PH |P-address of the computer
HCOMPUTER-GUIDH GUID of the computer
HCOMPUTER-MHAME # MName dez Rechners
HOBJEKT-DH# Object 1D ]
£ >

|| Cancel |

If environments require more flexibility, scripts allow for precise setup and design
of the print labeling. Replacement variables can also be used.

This makes it possible to realize controlled printing scenarios, i.e. print labeling in
order to document restrictions regarding the use of documents.
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Print labeling is realized with parameters for the '‘ConvertDocument' job. These are
documented in the server APl documentation.

To print documents, users require the system role 'Client: Print documents'.

Defining Exceptions

The settings for print labeling apply to all document types as long as you have not
defined any exceptions. With an exception you can specify that no print labeling is
done for documents of a certain document type if the document has been indexed
in an indicated field with a certain value.

For defining exceptions, entries with the following structure must be added to the
file \etc\as. cfg of the data directory:

[PRINTLABEL INGEXCLUDE]
Document type ID=Database name,value

The ID of the document type and the database name of the fields can be found in
enaio® editor; 'value' indicates the value the field has been indexed with.

'Notes' Tab

General enaio configuration “

Start ] Database ] Additions ] LDAP configuration |
Documents ] Events ] Web directory ] Print labeling  Motes
MNotes
() Object connections
(®) Relation links
[ Check write protection
Clipboard of text notes
() File system
(® Database
Storage of the notes in the database allows query in notes texts.

The length of the notes tesd is thus restricted (MAX_DECHAR).
A conversion will not be executed!

Cancel Help

Activate the Relation link to no longer link objects by previous notes but by
relations, which are defined by users through the relations dialog.

If the Check write protection option has been activated, users can only relate two
objects provided that they have write access to both objects.

Notes can be administered as text files in the file system, or in the database.
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The length of text files is not restricted by enaio® client. The length of notes in the
database depends on the maximum length of a database field of the database
deployed.

If notes are administered in the database, users can perform searches on the content
of these.

Notes can be administered in the database since version 4.10. Existing text files
cannot be automatically transferred to the database. They can still be opened. If
notes are administered in the database, existing text files that the user modifies and
saves will be saved to the database. If a note is longer than the maximum length of a
database field, it will be truncated.

System roles are necessary to view or edit notes. The system roles are also required
to create or edit links between objects.
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License System Configuration

Introduction to the License System

License keys which you have purchased are administered in enaio® enterprise-
manager. enaio® enterprise-manager osecm_entmgr .msc is a snap-in for the
Microsoft Management Console.

The number and type of licenses can be found in the license certificate or the
aslic.dat file. The file can be examined using enaio® enterprise-manager.

Seat license keys are assigned to particular workstations. Floating license keys must
not be assigned to a workstation. To ensure that a module will always be available at
a particular workstation, though, they can be assigned as well.

The enaio® server license is only available as a seat license key with a fixed GUID or
TCP/IP address. If a server's address changes, you will need a new license file. If you
acquire additional licenses, you also receive a new license file with the
corresponding license keys.

During the enaio® installation, license files will be passed automatically to the
database. New license files are imported into the database using enaio® enterprise-
manager. Licenses are only available after they have been imported.

enaio® enterprise-manager allows you to monitor which license keys are assigned to
which workstation by enaio® server.

Layer administration is licensed in the 'ADI" module. You must license this module
on every workstation on which you want to use it.

Determining Licenses

enaio®

The number and the type of licenses can be found in the license certificate or in the
file aslic.dat. Open this file through the license administration in enaio®
enterprise-manager.

The file aslic.dat is opened as follows:
1. Start enaio® enterprise-manager.
2. Select the Administration > License settings entry in the console root.

3. Select All tasks > Show license file item from the context menu of the
Licenses entry.

The aslic.dat file will open. It cannot be edited.
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= | License viewer u

[=)- MODUL A
- MODULO = &4D1.500.C.

- MODULOZ = ADM.5.C.

- MODULO3 = AHT.B00.C.

- MODULO4 = AIE 5000 MumConf=30-
- MODULOS = &lx 500.C,

- MODULOG = AKT.500.C.

- MODULO? = AMT 500.C.

- MODULOZ = ADE.BOD.C,

- MODULOY = AOR 500C,

- MODULTO = &FP.5N,

- MODULTT = ARCN,

- MODULTE = ASC.500.C.

- MODULTS = ASERLC,

- MODULT4 = ASR.G00.C.

MAONIIAE _ ACC A K

L

In the Globals area, you will find the address of the computer for which enaio®
server is licensed.

The Module area lists all licensed modules.

Abbreviated module names, the number of license keys and the license types
are indicated there. 'C' stands for a floating license, and 'N' for a seat license.

4. Close the window using the close button on the title bar.

Licenses can have a restricted period of validity. In this case, a respective entry will
be included in the Globals area. The periodic job 'CheckExpires' (see 'Category:
Periodic Jobs") will automatically inform you about the expiration of licenses.

Monitoring the License Utilization

A periodic job is set up to monitor the licenses utilization of enaio® client ('ASC")
and enaio® web-client ("WEB") in an interval of one hour. If more than 90% of the
licenses '"ASC' or "WEB' are occupied, the administrator will be notified by an e-
mail message.

The utilization of licenses which are assigned to the 'Standard’ station is also
monitored. If the licenses of the 'Standard' station are assigned to a workstation
that logs in or is set up through network setup and if for that reason more than
90% of the available licenses are used, the administrator will also be notified by a
respective e-mail message.

Monitoring is configured with two entries in the section Server properties >
Category: General > General parameters:

Parameters |Value | Description

Monitoring 90 Enter a value for the license utilization in percent — if this
license value is exceeded, an e-mail will be sent to the
utilization administrator.

Enter the value '0' to not monitor the license utilization.

Email to Send | Defines whether or not to send an e-mail to the
license administrator if the value defining the license utilization is
utilization exceeded.

An exceeding of the utilization value will be written to the
flow log if the log level is set to 3.
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If monitoring is activated, the licenses of the 'Standard' station will be monitored
through the network setup when a workstation logs in or is set up.

The parameters of the periodic job 'LicCheckThreshold' additionally define the
interval in which licenses are being monitored:

You can change the monitoring | 4 e | = ||
interval of this periodic job in

the Periodic jobs area. An -]
interval of 3600 seconds is preset
by default.

The parameter '‘Modules' allows
you to indicate licenses to check. || Exesut=
The licenses of enaio® clientand || & peiiodicaly

N ame: |LitheckT hreshald

Description: |LicCheckThreshoId

M amespace: |Iic Jok: |LicCheckT hreshold

[v Activate [ Log

enaio® web-client are preset. ey | 3500 seconds

You can enter further licenses or || © staspeciic date

remove specified ones. [asly ] af  oclock
Details regarding configuration S

of periodic jobs can be found in o e

the section 'Periodic Jobs."'

Delete

Edit

il

oK | Cancel

Administering Floating Licenses

Floating licenses are not bound to workstations. You have the possibility to assign
them to workstations if you want to assure that a module can always be used at a
specific workstation. You administer floating license keys like seat license keys (see
'‘Administering Seat Licenses').

Floating license keys are assigned to the default station.

Programs that are launched on a workstation will register themselves at enaio®
server. enaio® server assigns the license key, which are assigned to the computer
address and the free license keys, which are assigned to the default workstation.

Programs and modules cannot be run unless they are licensed with the respective
computer address or the default workstation. Users will be notified about the
license conflict by an error message.

In the license files that you have received, all license keys are assigned to the default
station. Therefore, you just need to reassign floating license keys, which you had
assigned to a station, to the default station.

Follow these work items to assign floating license keys to the default workstation:

1. Select the entry Administration > License settings > Licenses from the
console root.

The license view will be displayed.
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s pnE Gl HE

Administering Floating Licenses

% File Action View Favorites Window Help

[- [5]x]

[Z3 Console Root
4 % Enterprise Manager
4 (@ OSECM - System
& % Server groups
a i} Administration
a A Llicense settings
I License monitor
|% Database
i Servers
i All sessions
4y Prepared jobs

2. Select the Default station.

¥ Group by stations

Stationen
Computer...  * I IP address I Metwark adapter ID I Mumber of modulesl Description | Last login | A
DEFALLT 11 Flaatingli.. [unkno...
STANDARD a far name...  [unkno...
KPENG 10105 11D3-000C29744... O 2012.0
WANZEK 10.10.0... 11D3-6BEEZ20DD.. O 2011.0... v
CARIORAFI  ANAAC AC 4103 ANAC90AR n a4 n
Module
Madule... ¢ | Descﬂ)tionl License typel Avvallable Iicensesl Murnber of stat\onsl | -
Z0y OSCAPT.. C 500 0+ Default
Z05 Zonale 0. 500 0 + Default
Zoc OSCLIEM... C 500 0+ Default
T irword-.. O 500 0 + Default
S wirword-.. C 500 0 + Default
WWE Wirword-.. C 500 0+ Default
D firord-.. 500 0+ Default
e firwmord-.. O 500 0 + Default
i, [ 500 0+ Default

The assigned modules are listed below in the Modules area.

If the station does not exist anymore, set up a new one by selecting Add
'Default’ station from the context menu.

Select Add modules from the context menu

The Available licenses window will open.

This window lists all available module license keys, which are available through
licensing and have not yet been assigned to the default station.

Available modules

Module name | Drescription

]

[J DM AS-Admin
[J&HT

[ &E Impoit/E #part
[ OSCAPTURE

[J40E
[J40R

[J4RC
[asc ASClint
[Jase AS-Edit

Mace Hormlnin i i

01 OSCLIEMT: Advance. ..

] arF O5[APPConnector]

Select all |
Unszelect all |
Imwvert selection |

&kt OSCLIEMT:Aktentasc...
1 AMT OSCAPTURE:MAF!-...

[Jask AS5ClientMuLeze-Client

'

o]

Select the modules you want to assign to the station license key.

The Select all button will select all modules, the Deselect all button will
remove selected modules, and the Invert selection button will invert the

current selection.
Confirm with OK.

The changes will be saved.
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The selected module license keys will be assigned to the default station and listed in
the Module area of the license view.

You can print out a module report via the context menu of a module or of several
selected modules. In addition to the view data, server data is also printed out.

Administering Seat Licenses

enaio®

Seat license keys are linked to a workstation. Use enaio® enterprise-manager to
include workstations in the license system and to assign module-specific license
keys.

Set up the 'Standard’ station in order that, when installing local components
required for a computer (network setup), any new computer will be entered as
workstation and will be provided with all seat license keys that are assigned to the
‘Standard' station, as long as license keys are available. In addition, all available seat
licenses of the 'Standard’ station are assigned to each computer that accesses enaio®
and is entered in the workstation list.

To add a workstation through enaio® enterprise-manager, the workstation's IP
address or GUID is required. The IP addresses can be determined using

enaio® enterprise-manager once the workstations are available in and connected to
the network.

You must either use only GUIDs or only IP addresses to integrate all workstations.

Every computer, from which a user accesses enaio® using enaio® client or another
enaio® component, will be listed automatically as a workstation.

Adding a Workstation

Seat license keys are linked to workstations. These workstations can be added to the
enaio® system.

To add a workstation to the system, follow these steps:

1. Select the entry Administration > License settings > Licenses from the
console root.

The license view will be displayed.
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Administering Seat Licenses

E File Action View Favorites Window Help

[- [5]x]

[Z3 Console Root
4 % Enterprise Manager

4 (@ OSECM - System
& % Server groups
a i} Administration
a A Llicense settings
I License monitor

|% Database
i Servers
i All sessions
4y Prepared jobs

¥ Group by stations

Stationen

11
1]

1]
1]
n

Computer...  * I IP address I Metwark adapter ID I Mumber of modulesl Description | Last login |

Flaating ...
for name. .

[unkno...
[unkno...

20120

20110,

a4 N

Madule... ¢ | Descﬂ)tionl License typel Avvallable Iicensesl Mumber of stat\onsl

DEFAULT
STANDARD
KPENG 10105 11D 3-000C23744,
WANZEK 10.10.0... 11D3-6BEEZ0DD...
CARIORAFI  ANAAC AC 4103 ANAC90AR
Module
Z0y OSCAPT.. C 500
Z05 Zonale 0. 500
Zoc OSCLIEM... C 500
T irword-.. O 500
S wirword-.. C 500
WWE Wirword-.. C 500
D firord-.. 500
e firwmord-.. O 500
i, [ 500

0 + Default
0 + Default
0 + Default
0 + Default
0 + Default
0+ Default
0+ Default
0 + Default
0+ Default

Select Add stations from the context menu in the Stations section

3. Inorder to add the 'Standard' station, select the item Add 'Standard'
station from the context menu").

The Available computers window will open.

All stations which are accessible through the network, and have not yet been

Computer name

| Dezcription

WHWARE-HOST

o]

Cancel |

added, are listed in the window.

4. Select one or more stations.
Click OK.

The new stations will be shown in the license view. You can assign modules to

the stations (see 'Adding Modules").

Follow these steps to manually add a workstation:

1. Select the entry Administration > License settings > Licenses from the
console root.

The license view will be displayed.

enaio®
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E File Action View Favorites Window Help

s pnE Gl HE

[- [5]x]

[Z3 Console Root
4 % Enterprise Manager

4 (@ OSECM - System
& % Server groups
a i} Administration
a A Llicense settings
I License monitor

|% Database
i Servers
i All sessions
4y Prepared jobs

¥ Group by stations

Stationen

11
1]

1]
1]
n

Computer...  * I IP address I Metwark adapter ID I Mumber of modulesl Description | Last login |

Flaating ...
for name. .

[unkno...
[unkno...

20120

20110,

a4 N

Madule... ¢ | Descﬂ)tionl License typel Avvallable Iicensesl Mumber of stat\onsl

DEFAULT
STANDARD
KPENG 10105 11D 3-000C23744,
WANZEK 10.10.0... 11D3-6BEEZ0DD...
CARIORAFI  ANAAC AC 4103 ANAC90AR
Module
Z0y OSCAPT.. C 500
Z05 Zonale 0. 500
Zoc OSCLIEM... C 500
T irword-.. O 500
S wirword-.. C 500
WWE Wirword-.. C 500
D firord-.. 500
e firwmord-.. O 500
i, [ 500

0 + Default
0 + Default
0 + Default
0 + Default
0 + Default
0+ Default
0+ Default
0 + Default
0+ Default

2. Select Add station manually from the context menu in the Stations
section.

The Add station window will open.

Computer

Description:

Select

 Identification

IP address | GUID

Add

Change
Delete

Determine

[ 1]

Cancel |

3. Enter a computer name or click on Choose.

Use Choose to select an available station across the network.

4. Optionally, you can enter a Description. It will be displayed together

with the computer name in the license view.
5. Click the Add button in the Identification area.
The Computer identification window will open.

6. Ifall computers are to be integrated by IP addresses, enter the IP address
of the computer.

7. Ifall computers are to be integrated by GUID, enter the Network adapter
ID (GUID) of the computer.

8. Confirm with OK.

enaio®
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The new station will be shown in the license view. You can assign modules to

the station (see 'Adding Modules").

Several IP addresses/GUIDs can be indicated for computer identification.

Administering Seat Licenses

Modifying and Removing Workstations
Follow these steps to remove a workstation:

1. Select the entry Administration > License settings > Licenses from the

console root.

The license view will be displayed. Set up stations will be listed.

osecm_entmgr - [Console Root\Enterprise Manager\QOSECM - System\Administration\License settings\Lic.. — =
File Action View Favorites Window Help -5 =
L o Al s (MR 7 W=
(L] Console Root X
4 % Enterprise Manager b2 Group by stations
4 & OSECM - System Stationen
» W Server groups — 2
4 &3 Administration Computer... 7 | IP address | Metwork adapter IDV | Mumber af modules Dascnptl.on ‘ Last login | A
4 R License settings DEFALLT 11 Flaatingli.. [unkno...
STANDARD i} far name [unknn
KPENG 10105, 1103-000C29744.. O 202.0...
A License monitor WINZEE, 10100... 11D36BEE200D... 0 2011.0..
& Database WAMGRAKFII  1A1AC A 11MAAANCAGAR A antdn ~
@ servers Module
i) All sessions
iy Prepared jobs Module... ¢ | Description | License lype | Available licenses | Number of stations | | ~
Z0y OSCAPT.. C 500 0+ Default
Z05 Zonale 0. 500 0 + Default
Zoc OSCLIEM... C 500 0+ Default
T irword-.. O 500 0+ Default
S wirword-.. C 500 0 + Default
WWE Wirword-.. C 500 0+ Default
D Wirword-.. C 500 0+ Default
e firwmord-.. O 500 0+ Default
e, [ 500 0+ Default v

2. Select a station.

3. Select Remove station from the context menu.

The station will be deleted.

Follow these steps to modify a workstation:

1. Select the entry Administration > License settings > Licenses from the

console root.

The license view will be displayed. Set up stations will be listed.
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ﬁ File Action View Favorites Window Help IZ"E"E
e 25 c| Hml e
[Z3 Console Root X
4 "’ Enterprise Manager |22 B iy et s
4 (@ OSECM - System Stationen
& % Server groups —_ -
. . Computer...  * I IP address I Metwark adapter ID I Mumber of modulesl Description | Last login | -
4 .} Administration -
R . DEFALLT 11 Floating li...  [unkna...
a A Llicense settings
STANDARD a far name...  [unkno...
5 L it KPENG 10105 11D3-000C29744... O 2012.0
_ 4 Heensemontter WINZEK 10100, 11D3EBEE20D0... O 20110,
% Database WAMGRAKFII  1A1AC A 11MAAANCAGAR A antan v
i Servers Module
i All sessions
iy Prepared jobs Module... ¢ | Descﬂ)tionl License typel Avalable Iicensesl Humber of stat\onsl | ~
Z0y OSCAPT.. C 500 0+ Default
Z05 Zonale 0. 500 0 + Default
Zoc OSCLIEM... C 500 0+ Default
T irword-.. O 500 0+ Default
S wirword-.. C 500 0 + Default
WWE Wirword-.. C 500 0+ Default
D firord-.. 500 0+ Default
e firwmord-.. O 500 0+ Default
i, [ 500 0+ Default v

2. Select a station.

3. Select Properties from the context menu. The Station properties window
will open.

Computer

IDDKUTEAM-TESTSE

Description:

Select

 Identification

IP address | GUID

| Add

& 101487

11D3-005056852155

Change
Delete

Determine

[ 1]

Cancel |

You can use the following buttons in the Identification area:

§
§
§
§

Add - to add another computer.
Modify — to change the IP address and the GUID.

Delete — to delete the IP address and the GUID.

Determine — to redetermine the IP address.
4. Confirm with OK.

Adding Modules

Follow these work items to assign license keys to workstations for modules:

1. Select the entry Administration > License settings > Licenses from the
console root.

enaio®
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The license view will be displayed. Set up stations will be listed.

% File Action View Favorites Window Help

s pnE Gl HE

[- [5]x]

[Z3 Console Root
4 % Enterprise Manager

¥ Group by stations

2. Select the station you want to add module license keys to.

4 @@ OSECM - System Statianen
& % Server groups —_ -
. R R Computer...  * I IP address I Metwark adapter ID I Murmber of modulesl Description | Last login | -
4 .} Administration -
R . DEFALLT 11 Floating li...  [unkna...
a A Llicense settings
STANDARD a far name...  [unkno...
5 L it KPENG 10105 11D3-000C29744... O 2012.0
_ o Heensemonitor WINZEK 10100, 11D3EBEE20D0... O 20110,
|5 Database WAMSRAFIIY AN INCAC A1R3AAOCIAN A antan v
il Servers Module
i All sessions
iy Prepared jobs Module... ¢ | Descﬂ)tionl License typel Avalable Iicensesl Humber of stat\onsl | ~
Z0y OSCAPT.. C 500 0+ Default
Z05 Zonale 0. 500 0 + Default
Zoc OSCLIEM... C 500 0+ Default
T irword-.. O 500 0+ Default
S wirword-.. C 500 0 + Default
Wi E Winword-.. C 500 0+ Default
w0 winword-.. C 500 0+ Default
e firwmord-.. O 500 0+ Default
i, [ 500 0+ Default

The license keys which have already been assigned will be listed in the Modules
for selected station area.

3. Select Add modules from the station's context menu.

All module license keys, which are available through the license file and have

not been assigned to the station, will be listed.

Available modules

Module name | Drescription

]

(D]

[J DM
[J&HT
[J&E

[

JakT
[ 4MT
[J40E
[Ja0R
[JapP
[J4RC
[asc
[Jase
[Jask

Mace

OSCLIENT: Advance..
AS-Admin

Irnpart/Export
OSCAFTURE
OSCLIENT:Aktentase...
OSCAPTURE:MAF!-...

O5[APPConnector]

ASCligrt
AS-Edit
ASClient:NurLeze-Clisnt

Aormlnis e ime

Select all |
Unszelect all |
Imwvert selection |

'

o]

4. Select the modules you want to assign to the station license key.

The Select all button will select all modules, the Deselect all button will
remove selected modules, and the Invert selection button will invert the
selection.

6. Confirm with OK.
The changes will be saved.

enaio®
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The selected module license keys will be assigned to the station and shown in the
Modules area.

You can print out a module report via the context menu of a module or of several
selected modules. In addition to the view data, server data is also printed out.

Layer administration is licensed in the 'ADI' module. Use this module, a license key
must be available at every workstation.

If you assign seat licenses to the 'Standard’ station, this seat license will be
automatically assigned, as long as they are available, to each station that is
integrated with network setup or that logs in.

Deleting Modules

Follow these work items to delete the assignment of a module license key to
stations:

Select the entry Administration > License settings > Licenses from the
console root.

The license view will be displayed. Set up stations will be listed.

& osecm_entmgr - [Console Root\Enterprise Manager\OSECM - System\Administration\License settings\Lic.. = =
& File Action View Favortes Window Help —[|= %
«=|2|F G| Hm| e
(ZJ Console Root )
4 B Enterprise Manager i Ermr B et
4 & OSECM - System Stationen
> W Server groups inti i
. . . Computer...  # | IP address | Metwork adapter ID | Mumber of modules | Description ‘ Last login | ~
a 4} Administration -
4 R License settings DEFALLT 11 Floatingli.. [unkno...
STANDARD a forname...  [unkno...
£ License monitor KPENG 10105, 1103-000C23744.. O 2012.0...
WANZEK 10.10.0... 11D3-EBEE20DD.. O 2011.0...
= Database S ARIENAK 1NANC AC 1102 ANACIGAR n AN he
@ servers Maodule
k2) All sessions
iy Prepared jobs Module... ¢ | Description | License wpe | Avalable icenses | Murnber of stations | | A
Z0oy OSCAPT.. C 500 0+ Default
Z0% Zonale .. C 500 0+ Default
Zoc OSCLIEN... C 500 0+ Default
e T firwmord-.. O 500 0 + Default
'S fitword-.. 500 0 + Default
whAE iirword-.. O 500 0 + Default
i irword-.. O 500 0 + Default
i wirword-.. C 500 0 + Default
WAL, C 500 0+ Default v

2. Select a station. The assigned module license keys are listed.
3. Select a module.
4. Select Remove modules from the context menu.

The module will be removed from the list of assigned modules.

Printing Module Lists
You can select modules and print a module list via the context menu.
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License Monitoring

You can use enaio® enterprise-manager to view which workstation currently
accesses which license keys.

Select the entry Administration > License settings > License monitor from the

console tree in order to list the license keys which are being used on which station
by which user.

ﬁ File Action View Favorites Window Help EEE
| #E ol B ml e
(21 Console Root . =
4 1 Enterprise Manager Refresh | [~ Refresh automatically Period [sec.) IU =
4 @ QSECM - Systern N.. ¢ | Stationl Userl Login timel Session GUIDl Resource (D

[ ¥ Server groups
a4 o} Administration
a4 R License settings
B Licenses
| Database
i Servers
i Al sessions

iy Prepared jobs

< >

Releaze Copy |

The 'license’ service reserves all "WEB' licenses, which are shown as 'occupied.’

Refresh the list by clicking the Update button or by specifying an update interval in
seconds.

Release the license key by selecting entries and clicking on Release.
By clicking the Copy button you can copy the entire list to the clipboard.

The ENAIO > Information > About menu of each enaio® client application will
open an information dialog, which also contains license information.
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Info... B

This product ig licenzed for:
OSDEV-Doku

= System overview

: Free memaory: 3.03 GB

i Free hard disk space: 14.57 GB [C:)

Murnber of processors: 2
Frocessor type: Genuinelntel Intel6d Family 6 Model 23 Stepping 10
i Clack frequency: ~2926 MHz

- System environment

- License information

- Information on the application server
- Loaded modules

The Not licensed modules area lists all unavailable modules for which no license
keys have been imported.

The license errors may be displayed:
600 The maximum number of stations has already logged in.
602 The license entry for this station has not been found.

607 The test license has expired.
609 Test licenses are not supported by this module.

Importing Licenses

enaio®

The license keys for enaio® server are only available as seat license keys with a fixed
GUID or TCP/IP address. If the address changes, you will need a new license file. If
you acquire additional license keys, you also get a new license file.

If you work with several servers, each enaio® server (except the family control
server) must be restarted after import. You must also restart all applications which
are affected by these changes.

You import the license file via enaio® enterprise-manager.

If enaio® server is not running, select the entry All tasks > Start axliccfgeditor from
the context menu.
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Enter the DSN of the database connection, the I 0S| ECM - Lizenz Imp-Export
user name, and the password, and click on the
Import button Data Source Mame [DSH) Augwahlen ...

Enter the source directory for import. The source !
directory is the directory in which the license file Benuizemame
aslic.dat is found.

Pagswort

Import | E=port | Abbrechenl

The license import with AXLICCFGEDITOR only imports license data and allows
you to start enaio® server afterwards. After purchasing new licenses, you have to
import the license file aslic.dat again through enaio® enterprise-manager so that
these licenses can be administered.

Start enaio® server and import licenses directly with enaio® enterprise-manager.

Select the Administration > License settings > Licenses item from the console tree
to show the license view.

& osecm_entmgr - [Console Root\Enterprise Manager\OSECM - System\Administration\License settings\Lic.. = =
& File Action View Favortes Window Help —[|= %=
| G Hm e
[ZJ Console Root )
4 B Enterprise Manager i Erp i SRS
a @& OSECM - System Stationen
- W Server groups - -
2 3 Administration Computer...  # | IP address | Metwork adapter ID | Mumber of modules | Description | Last login | -
: A License settings DEFALLT 11 Floating ... [unkno...
STANDARD i} for name...  [unkno...
£ License monitor KPENG 10105, 1103-000C23744... O 2012.0..
WANZEK 1010.0... 11D3EBEE200D.. O 2011.0..
=+ Database S ARIENAK 1NANC A4S 1102 ANACIEAR n AN e
@ servers Maodule
k2) All sessions
iy Prepared jobs Module.. ¢ | Description | License lype | Available licenses | Number of stations | | ~
Z0oy OSCAPT.. C 500 0+ Default
Z0% Zonale 0. C 500 0+ Defaulk
Zoc OSCLEEN... C 500 0+ Default
e T wfirword- .. C 500 0+ Defaul
'S fitord- .. O 500 0+ Default
whAE wirword- .. C 500 0+ Default
D irword- . O 500 0+ Default
i wirword- .. L 500 0+ Defaul
WAL, C 500 0+ Default v

You can import licenses into the database by selecting the entry All tasks > License
import from the context menu of the Licenses entry in the console tree.

The configuration file aslic.cfg with station and module data can be imported at
the same time.

You can also export license data from the database into a file. It can be useful to the
support department for error analysis. The license file is also needed to generate a
signature code (see 'Subsequent Creation of Hash Values").

Moreover, you do not need an exported license file. The configuration file
aslic.cfg and areport file in which export results are logged will also be
exported.
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The following overview shows which enaio® components require which license

enaio®

modules.

License Overview

A distinction is made between the following license types:

8§ S —Server license

8 F - Floating license

8 E - Enterprise license

§ A - Workstation license, named

§ C —Workstation license, concurrent
Component License [License

Type
enaio® advanced-dms S WW2, WWS, WWT, PDF, WWE, SDE
enaio® annotation A/F ADI
enaio® appconnector S APP, MOB
enaio® capture-barcode |A SIC, RER, REK
enaio® capture-barcode- |A W2D
index
enaio® capture-basic A AIX
enaio® capture- A OCD
datamatching
enaio® capture-ocr A Z0V, RER
enaio® capture-scan A SCA, SFI, STW
enaio® capture-script A VBV
enaio® capture-valid A VAL, AIE
enaio® client F/A ASC,M D,M EEM P.M M, M W,
M_X, M_A, M_C, SUB, REM, MWC,
WW1, OSE, VBX, MAI, GAD

enaio® client-api S
enaio® cold S COL
enaio® cold-configuration | C COL
enaio® contentminer S OKM
enaio® data2enaio S D2E
enaio® data2s S D2S, DOC
enaio® directory-services |S LDP
enaio® dynamics-ax S DAX
enaio® dynamics-nav S DNA
enaio® editor E ASE
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enaio® editor-for-events EVE

enaio® SQL queries OSM

enaio® editor-for- WFG

workflow

enaio® editor-package E ASE, WFG, OSM, EVE, VBE

enaio® exchange S 0OSX

enaio® feedreader S FRD

enaio® filesystem S OFS

enaio® filesystem-archiver | E FSA

enaio® fulltext S VTX, LIS

enaio® import-export S AIE

enaio® import-export- C AIE

configuration

enaio® jump2enaio S J2E

enaio® jump2s S J2S

enaio® krypto S KRY,SKR

enaio® mail-archiver S MAR

enaio® S DPE

mediamanagement-

export

enaio® S DPI

mediamanagement-

import

enaio® S DPK

mediamanagement-

catalog

enaio® ocr S VOC, ZOS, ZOC, ZOV

enaio® pagination S PAG

enaio® pdfa-dispatcher S CLE

enaio® pdfa-validator S PDA

enaio® renditionplus S REN

enaio® repositorymanager | S L3R

enaio® scan A/F SCC,SCT

enaio® search S 0SS

enaio® server-20 S ASS, ADM, AXA, AXK, WFE, WFA, ASW,
AVG, CPR, WAH

enaio® server-200 S ASS, ADM, AXA, AXK, WFE, WFA, ASW,
AVG, CPR, WAH

enaio® server-50 S ASS, ADM, AXA, AXK, WFE, WFA, ASW,
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AVG, CPR, WAH

enaio® server-api S

enaio® server-api-access |F

enaio® server-balance S ASS

enaio® server-cluster S ASS

enaio® server-ul S ASS, ADM, AXA, AXK, WFE, WFA, ASW,
AVG, CPR, WAH

enaio® sharepoint-archiv |S SPA

enaio® sharepoint-dms S SPD

enaio® signature-10 S DIS

enaio® signature-50 S DIS

enaio® storage-for- S CEN

centera

enaio® storage-for-emc- | S NAP

celerra

enaio® storage-for-emc- | S CEM

cluster

enaio® storage-for-fast- | S NAP

silent-cubes

enaio® storage-for-grau | S NAP

enaio® storage-for-netapp | S NAP

enaio® tapi S VBT

enaio® terminal S OLT

enaio® text-analysis- S LIS

multilanguage

enaio® webclient Web

enaio® winapp S OLS
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Configuration of the Security
System

Introduction to the Security System

enaio®

After applying changes to the security system, the 'adm' engine will be reloaded
automatically on all servers in use. Changes affecting other applications will only
take effect after restart. Users can update the security system in enaio® client with
the key combination Ctrl+F5.

The security system for access to archive object types is group-orientated. Access
rights to archive objects are distributed to users due to their membership in one or
more groups.

Access rights allow the differentiated definition for each type of archive object and
can be specified using clauses. Logical expressions enable users to be granted with
or denied access to archive object dependent on the objects' indexing. The concept
of logical expressions lets you create a structure that allows users to grant with or
deny access to archive objects through the objects' indexing in enaio® client,
without having to personally modify administrative settings in the security system.

The layers concept is also integrated into the security system. It allows you to
provide users with access to documents which before had to be denied in general
security systems. For example, personal data in documents can be blackened out on
layers for particular user groups. All members of a user group can open such
documents, and can print and export them with all blackened areas.

Layer administration is licensed in the 'ADI' module. Use this module, a license key
must be available at every workstation.

The security system allows you controlling access to administrative programs for
every single user. The access rights to the applications enaio® administrator,
enaio® start, enaio® editor, and enaio® capture are assigned to individual users as
system roles. Usually, different types of users and user groups receive different
system roles. Some functions in enaio® client also require particular system roles.

Additionally, you can create profiles and assign to users. Administering the security
system is simpler via the assignment of profiles. It is also possible to make saved
searches, extended queries, and links to external applications available to all users
with the same profile.
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Logging Changes
An additional logging of changes on the security system via the 'Security system'

and 'Remote user administration' area can be activated through enaio® enterprise-
manager.

You activate the appropriate options via Server properties > General > Security.
The log can then be opened in enaio® administrator via the Extras menu.

The log can be filtered by categories, free text, and date. The log entries can be
grouped by category, time, and user.

Users require the system role ‘Administrator: Configure security system' in order to
access the logs and to delete entries.

Global and Local Administration

enaio®

In enaio®, at least one supervisor is required: a user to whom all system roles have
been assigned. This user has access to all programs and data.

Every other user with the system role 'Administrator; Configure security system'
fulfills the function of a supervisor as it allows him to grant his profile or any other
user any system role, thus providing him with access to all programs and data.

Within complex environments, setting up local administrators with limited rights
to change system configuration may be useful.

Within a specified area, local administrators can create users and groups, assign
users to groups, give them previously approved system roles, and manage user
accounts.

Local administrators cannot establish or edit the group-specific access rights to
object types for the groups. This task must be performed by a user with the system
role 'Administrator: Configure security system'.

Areas can be created by a supervisor or by a user with the system role
'‘Administrator: Configure local security groups'.

Users who are meant to perform the functions of a local administrator need the
system role 'Administrator: Configure local security groups'.

Users who can create and configure local security groups fulfill the function of a
supervisor.

Follow these steps to configure a local administrator:
1. Create an area.
2. Assign groups and users as an option to the area.

One group is designated as the standard group. New users will automatically
become members of this group.

3. Indicate the local administrator.

The user with this function must be provided with the system role
'‘Administrator: Configure local security groups'.
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The local administrator may be given various rights, which are subject to
different limitations.

4. Define which system roles the local administrator is allowed to
distribute.

]/\ The configuration dialog will be opened through the Remote user
administration item in the Configuration menu or the respective button in
the toolbar.

Local administration is carried out in the same manner as global administration in
the Security system window. The breadth of functionality is respectively limited.

Groups and users need names which are unambiguous across all areas.

Creating Areas
The Areas register of the remote user administration allows you to create new areas.

Set up areas are listed on the tab.

Use the New button to create a new area with a maximum of 255 characters for the
name. A description is optional.

Remote user administration

Areas ] User and group assignment | Local administrators ] System roles ]

MName Description
SPEAST Office

&P NORTH Office

&9 SOUTH Office

i]ni WEST Headquarter

Create new area ﬂ

Mame:
|EasT |

D escription:

Office

Cancel

New Delete Description

OK Cancel Help

Use the Delete button to delete an area. If users or groups are distributed to the
area, they will be moved into the global area.
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Use the Description button to change the description of an area.

Local Groups and Users

On the User and group assignment tab of the remote user administration dialog,
created users and groups are assigned to an area.

New users and groups are created through the respective functions in the Security
system dialog, which is described below.

Areas  User and group assignment | Local administrators I System roles |

(®) User " .
- @ EAST w | Please choose your area [] Hide deactivated users

() Groups

Assignment to the selected area

Local = Profile Global

1. ADMINISTRATOR & panny

7 DAVID § EUGENE

T DVUSER & EXTRA-ADMIN
T UEssY & FRANCK
Posuser & GRaHAM

1 RALF & HAROLD

P RoOT & HERVE DUPONT
1 STEFAN & ma

T STEFANIE & JANET

& JEAN

& JEAN-MARC
& JoCcELYNE

& JosEFNA

& kRausE

& LAURENT

& MABLE

& MARVIN

& MICHELINE
& moooy

& PamELA

& PETERSON
& PIERRE

T PROJEKTMANAGER

When selecting an area for which you can create assignments from the drop down
menu, all global users and user groups will be listed on the right side of the dialog.

Use the Assign and Remove button to configure the groups and users for the area.

Groups

In the global area, every new user automatically becomes a member of the
'Standard' group. This group cannot be deleted.

In a local area, the group assigned at first is automatically given the role of the
‘Standard' group. To define another group as standard group, select a group in the
left dialog area and use the respective item of the context menu. You can remove all
groups from an area. However, users cannot be assigned to an area without any
groups.
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When removing a group, all users who exclusively are members of this group will
become members of the standard group.

To remove a group which is set as the standard group, you have to assign this
property to another group first. If there are no other groups, all users will become
members of the 'Standard' group in the global area.

You will receive a security confirmation dialog which informs you of this fact.

Removed groups will be assigned to the global area.

A local administrator can create groups without having the system role
‘Administrator: Configure security system', but he cannot provide group-specific
access rights to object types.

User

Global users cannot be assigned to an area unless at least one group has been
assigned to it. Assigned users automatically become members of the group which is
set as the standard group. Users can only be a member of one area.

Local administrators can add new users to their area but cannot move global users
into an area.

Local Administrators
The local administrator of an area is set on the Local administrators tab.

When selecting an area from the drop down menu, all users with the system role
‘Administrator: Configure local security groups' will be listed on the right side of
the dialog.
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Areas I User and group assignment  Local administrators | System roles |

w| Please choose your area [ Hide deactivated users

Administrative,/Rights assignment

Local OSIADMINISTRATOR User =
{ cLauDiA {. ADMINISTRATOR
$ DAVID

§ DVUSER

§ EUGENE

T JESSY
OSUSER

1. RALF

MrROOT

T sap

T SEBASTIAN

1 STEFAN

1 STEFANIE

§ STEFFEN

T THOMAS

1 WEBUSER
Rights Heee & WOLFGANG

[] Berutzer arlegen

[] Berwtzer bearbeiten

[] Delete user
[ Copy user

You can mark several users as local administrators.

The local administrator may be given various rights, which are subject to different
limitations:

§ Create users

The local administrator can create new users. This right includes the capability
of importing users through synchronizing functions.

§ Edit users

Local administrators who do not have the right to edit users can modify system
roles but not any other user settings. In particular, local administrators cannot
edit group memberships.

§ Delete users
The local administrator can delete users.
§ Copy users

The copy function allows the local administrator to create a new user who has
the same system roles and group memberships as a user who is already a
member of the area.

If there are users in an area with system roles other than those which the local
administrator is allowed to assign, the local administrator can use the copy function
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to create users with such system roles, regardless of the locally configured system
role assignment.

Once you have selected all necessary rights, you must Assign them and then save
the settings with OK.

Local System Role Assignment

In his area, the local administrator can only assign those rights to users which have
been marked on the System roles tab in the remote user administration. The same
applies to the revocation of rights.

Selected system roles are automatically assigned to every new user in the area.

Areas I User and group assignment' Local administrators ~ System roles |

User:

- [] Lokale Sicherheitsgruppen einrichten {0 = 66)
=[] Supervisor (ID = 18)

= ] Administrator starten {ID = 1)

-] Korfiguration Gesamtsystem {ID = 2)

[ ] Korfiguration Sicherheitssystem (ID = 4)

[ ] Lokale Sicherheitsgruppen bearbeiten (ID = 65)
- [] Keorfiguration W-Vorlagen (ID = 5)

- [] Korfiguration Archivdruck (1D = &)

- [] Automatische Aldionen starten (ID = 8)

[ ] Automatische Aldionen kerfigurieren (1D = 3)
[ ] Benutzerablagen sinsehen {10 = 10}

. [] Objektrechte verandem {ID = 50)

- [] Editor starten {ID = 11)

- [] Pcfutto: Starten (1D = 14)
=) [[] Capture starten (D = 15)

El [ Client starten {ID = 36)
=[] Benutzereinstellungen speichem {ID = 17)

-[] Histerie fir einzelne Objekte korfigurieren (ID = 56)
[] Expertensuche starten {ID = 29)
i [] Aus Trefferdiste exportiersn {ID = 30)

All roles || Mo roles | Aszsign

|| Cancel ||

Choose the area on the left and mark all those system roles on the right that the
local administrator will be allowed to assign and revoke.

Once you have marked all necessary system roles, you must Assign them and then
save the settings with OK.
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Setting Up Groups
The security system that controls access to archive objects is a group-oriented

system. Access rights are distributed to users due to their membership in one or
more groups.

Every new user is initially a member of the Standard group. It is possible to remove
a user from the Standard group, but the group cannot be deleted.

You can set up groups or transfer existing Windows NT groups into the system.

Within a local area, one group is always set as the standard group in the remote
user administration dialog.

Create User Groups
Follow these steps to create a group:

1. }‘ Open the Security system window.

2. Click on the User groups (access rights) tab.

3. Click the New button in the Select user group area.
The Create new user group dialog will open.

4. Enter a name (using a maximum of 255 characters) and a description for
the new group.

A description is optional.

You can apply the assignment of objects, including object rights, clauses, and
users from the currently selected user group.

5. Confirm with OK.

The new group is set up. You can define the group rights (see 'Setting *).

Within a remote area, local administrators who have no additional rights cannot
grant or revoke access rights.

Applying NT Group

Follow these steps to import NT user groups into the enaio® security system:

1. }‘ Open the Security system window.

2. Click on the User groups (access rights) tab.

3. Click the Synchronize... button in the Select user group area.
The Synchronize groups window will open.
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4. Select one or several groups and click the Assign button.

The NT groups will be imported. You can define the group rights (see 'Setting ')
and enter group members (see 'Assigning Users to Groups').

Only groups of the Primary Domain Controller (PDC) will be shown.

Deleting Groups

All newly created users are initially members of the Standard group. You cannot
delete the Standard group.

Follow these steps to delete a group:

1. }‘ Open the Security system window.

2. Click on the User groups (access rights) tab.
3. Select a user group from the User group list.
4. Click on the Delete button.

The user group will be deleted. If the selected group has users set up, you will get an
error message telling you that the members firstly need to be deleted from the
group (see 'Deleting Users'). The group members will also be listed.

Setting Group Access Rights

You define the group rights in the Security system window on the User groups
(access rights) tab. Among others, this tab lists all object types that have been
configured in enaio® editor for the archive system. You assign archive object types
to the selected group and define the access rights to these archive object types.

Access rights to archive objects can be assigned as follows:
§ Show index data (R)

8 Write index data (W)

8 Delete object (D)
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§ Output object (X)
(open, print, export)

8  Write object (U)
(create and modify)

Each of the access rights can also be made dependent on a clause.

In order to delete archived documents, a user requires the system role ‘Client:
Delete archived documents'. In enaio® enterprise-manager, you can decide whether
to not only remove archived documents from the trash can, but also delete them
physically from storage media.

To print documents, users require the system role 'Client: Print documents'.

Folder Access Rights

If a user does not have the right 'Show index data’ to access folders, the respective
search form will not be shown in the archive area. Search forms which are used to
retrieve registers and document types contained in folders will not be displayed
either. Thus, users cannot retrieve any content of none of the folders.

The folder access right "Write index data’ includes the right to create new folders.
The user needs the folder access right 'Output object’ in order to open folders.

Users with the access right 'Delete object' can only delete folders if they additionally
have the right to delete all registers and documents within the folder.

The right "Write object’ to access folders does not have any function.

Register Access Rights

If a user does not have the right ‘Show index data’ to access registers, the respective
search form will not be shown in the archive area.

The register access right "Write index data' includes the right to create new registers.
The user needs the register access right '‘Output object’ in order to open registers.

A user who wants to open a register through a link, such as a notes window,
additionally needs the right 'Output object' to access the folder and the register in
which the register to be opened is located.

Users with the access right 'Delete object’ can only delete registers if they
additionally have the right to delete all registers and documents within the register.

The right "Write object’ to registers does not have any function.

Document Access Rights
If a user does not have the right 'Show index data' to access documents, the
respective search form will not be shown in the archive area.

The document access right "Write index data' includes the right to create new
documents without pages. To create a document with pages, the "Write object’
access right is also required.
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A user who wants to open a document through a link, such as a notes window,
additionally needs the right 'Output object' to access the folder and the register in
which the document to be opened is located.

The rights for 'Group annotations' and 'Public annotations' are only relevant for
image documents.

Annotation Rights

Users with the right 'Group annotations' are allowed to create, hide, edit, and delete
static group layers for documents of the indicated type. If they furthermore have
the system role 'Client: Edit static layers of other users', they are allowed to hide,
edit and delete all static group layers.

Users with the right 'Group annotations' can create dynamic group layers, but every
user can hide, modify, and delete these layers.

The same applies to public layers. Users with the right ‘Public annotations' are
allowed to create, hide, edit, and delete static public layers for documents of the
indicated type. If they furthermore have the system role 'Client: Edit static layers of
other users', they are allowed to hide, edit and delete all static group layers.

Users with the right 'Public annotations’ can create public layers, but every user can
hide, modify and delete these layers.

If users without annotation rights import documents into enaio® client, layers will
be burned into indelibly. Users with the right to edit these documents (Write
object) will only edit the documents with burned in layers. On check-in, these files
will be saved with burned in layers. Burned into layers cannot be removed from the
document.

Layers cannot be burned into PDF documents.

Archive Object Type Access Rights

Follow these work items to assign access rights for groups to archive object types.

1. }‘ Open the Security system window.
2. Click on the User groups (access rights) tab.
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Security system H
User groups (access rights) I User administration ] Group administration } System role administration } System roles (user}}
Area ¥ GLOBAL v
Select user group
User group & Aomin v New Delete Synchronize
Settings

Object type ~ Object type Logic Expre...  Accessrghts  Anmotations
[} Address Data & Fatient — =
D Address Data@New register [ Patiert@Pat document (Word) = — -
[ Addresses
[} Business partner

) Business partner@E-mail
[} Business partner@Process
D Cabinet
[ Cabinet@bwimage

Company
W Company@Container document
_J Company@Document
[ Company @E-mail
[£4Company@lnvoice
[ Company@Movie Right Expression
B8 Company @FDF document [ Show index data (R)
& Company@Person [] Wite indesx data (W)
[3|Company @Ficturs [ Delete objsct (D) L
[£4Company@Report [] Output object ()
[ Company@Sales [ write object (U) ploge
[} Company@Suppat
[« Company @XML-Container < 5
[} customer

Customer@Bild

o | [

Select a user group from the User group list.

4. Select the object types on the left to which the group must have access.
Use the arrow buttons to move the object types to the right-hand
window.

5. Select object types in the right-hand window.
6. Activate the check boxes to select the rights you want to assign.

Use the All button to select all rights and the None button to remove all
selections.

7. Click the Assign button. A summary of the new access rights will be
displayed on the right.

8. Click the OK button. The rights will be saved.
You can also make the rights dependent on clauses (see ‘Clauses for Access Rights').

You can print out the access rights of user groups using the Print button. The
Grouplist.xsl style sheet is used for the printout. You can find this style sheet in
the directory\clients\admin. You can edit the design.

Within a remote area, local administrators who have no additional rights cannot
grant or revoke group-specific access rights.

Clauses for Access Rights

Access rights can be made to depend on logical expressions. A granted right will
only be provided when the condition is fulfilled.

Follow these work items to create clauses:

1. }‘ Open the Security system window.
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2. Click on the User groups (access rights) tab.

3. Select a user group from the User group list, select an object type in the
right-hand window and a right to assign in the bottom window.

4. Click the Clauses button.

The editor will open.

Zugriffsklausel fir Patient@Dokument (X)

Prifen Ausfihren Ln 1, Col 1 Abbrechen Hilfe

5. Create the clause in the editor.
With Ctrl+space key you get input support from a suggestion list.
Entries can be selected, copied, inserted, and deleted via context menu.
6. Check the clause.

The check shows the corresponding SQL statement with the current values of
variables.

When you click Run, the SQL statement is run. The number of hits will be
shown. Meaningfulness depends on the data pool and the current values of
variables.

7. Confirm with OK.

The clause is shown on the User group tab. Save changes to the security system
using the Save button.

Logic expressions for access rights can have the effect, for example, that after having
changed an object's index data, a user loses his rights to the just modified object
and does not find it again after updating the view.

Clause Syntax

A clause consists of a field, an operator, and a constant or variable value. Several
clauses can be logically combined and combinations can be structured with
brackets.
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Fields

The index data fields of an object and basic parameters are available as fields. The
editor offers all the object's fields in the suggestion list (Ctrl+Space).

Marking:

§ Field names with square brackets ([To:]).

§ Internal names with curly brackets ({MAIL_TO}).
§ Database names without brackets (field1).

8 Basic parameters with 'sys' prefix (sys'creator’).

The following basic parameters can be used:

sys'created’ Date of creation

sys'creator User who created the object
sys'archiver' Archivist

sys'archived' Archive date

sys'flags’ Archiving status

sys'mimetypid' Mime type ID

sys'modifytime’ Last modification date and time
sys'modifyuser' User who last modified the object
sys'retention’ Retention time

sys'retention_planned'  Planned retention period

sys'systemid' ID of the object

Operators
The following operators can be used:

= equal

I= unequal

<<New large

configuration

name>>

< less than

>= greater than or equal
<= less than or equal

in contained in

not in not contained in
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between within an area
not between  not within an area

a clause in field, operator, and value can also have the prefix 'not.’

Constants
Constants are dependent on the database field type.

Character fields

Type: 'All characters," 'letters," 'capital letters," 'numerals (alphanumeric)," 'patient
type,’ 'page,’ 'gender,’ ‘questions.’

Constants for character fields are enclosed in single quotes. They may contain
placeholders.

The placeholder ** represents one character exactly, the placeholder '?' for any
number of characters. Placeholders can be inside, as well as at the beginning and at
the end.

Placeholders can only be used for the operators ‘equal’ and 'unequal.’

If constants are meant to contain the characters "' or '?', they must be masked with
\". Single quotes and the escape character '\' must also be masked.

Values for the 'in' operator are listed in brackets:
fieldl in (Ffa,” "b," "c")
The area for the "between' operator is specified thus:

fieldl between "a® and "c*

Date/Time fields
Type: 'date,’ 'date/time," and ‘time.’

Constants for date fields have the prefix date. The date is enclosed in single quotes.
Notation: YYYY-MM-DD

Example: datel = date®2016-09-30"

Constants for date/time fields have the datetime prefix. The value is enclosed in
single quotes: Notation: YYYY-MM-DD HH-MM-SS

Example: zanl1 = datetime”2016-09-30 11:31:55"

Constants for date/time fields have the datetime prefix. The value is enclosed in
single quotes: Notation: HH-MM-SS

Example: numberl = time"11:31:55"

The last elements can be omitted successively so that the clause refers to values
independently of these elements.

Example: number1l = datetime®2016"
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Decimal/Numeric fields

Type: 'Decimal’ and 'numerals (numeric)'

Constants for decimal field and numeric fields are not enclosed in brackets.
Examples:

numberl >= 400

numberl between 300 and 400

reall in (1.2,2.3,3.4)

Variables
The following variables can be used.:

#DATE# current date

#DATETIME# Current date and time
#TIME# current time

#USER# Name of the logged-on user

#COMPUTERNAME# Name of the logged-on computer
#COMPUTERGUID#  GUID of the logged-on computer

#COMPUTERIP# IP of the logged-on computer
#GROUPS# Groups of which the logged-on user is a
member.

Operator is always 'in' or 'not in.'

#RIGHTGROUP# Right groups or user name of the logged-on
user. The specified field must be indexed via
the right group add-on.

Operator is always 'in' or 'not in.'

Date information can be subtracted (-) or added (+) to #DATE# and
#DATETIME#. Information for years, months, weeks, and days is optional.

Example: numberl = #datetime#-1ly2m3w4d
1 year, 2 months, 3 weeks, and 4 days are subtracted from the current datetime.
Example: number1l = #DATET IME#+2m4d

Two months and 4 days are added to the current datetime.

Empty fields
Clauses to empty fields are formulated thus:
fieldl is zero

fieldl is not zero
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The clause is independent of whether zero values are allowed in the database.

Owner

A simple clause can be used to assign access only to the user, the owner of the object
is:

isowner

Example of Expressions

In the following example, the right is only assigned to the current user if the user is
either the creator or if the creator has entered the current user’s name into the
‘Share with' index field, given that the date indicated in the 'Sharing date' field has
already been reached or expired.

[27 Pat document (Word) l

Author =
Creation date Release date
Form type =
Status =
Comment
D epartrment =
Authorization lewvel = Creator
Release to =
[=] Delete [m] Archive document created
=1} (¥) Start query... Cancel

The data sheet contains the fields 'Creator,’ 'Document sharing date," and 'Share
with.' These fields are used in the logic expression.

Use the expression editor to create the logic expression. It reads as follows:

[Creator] = #USER# or ([share with] = #USER# and [Sharing date] <=
#DATE#)

The check shows the clause with the current values of the variables #USER# and
#DATE#.

Clauses in Previous Versions

Up to version 8.10, clauses were created with a clause editor. Existing clauses in
these versions can still be used, edited, and recreated in the old format. Once
converted to the current format, the clause editor is no longer available.

Follow these work items to create an expression with the clause editor in the
version up to 8.10:

1. F Open the Security system window.
2. Click on the User groups (access rights) tab.
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Select a user group from the User group list, select an object type in the
right-hand window and a right to assign in the bottom window.

Click the Clauses button.

The expression editor will open.

Access clause for Patient@Pat document (Word) (R) H
Fields: Conditions: Walue:
HCOMPUTER-GUIDH " = equal v
HCOMPUTER-IPH <r unequal
HCOMPUTER-NAMESR < smaller
HPRETENTION PERIOD > geder A ||| gz e

HRETEMTION PERIODH
Archive document created
Author

Autharization level

Comment

<= zmaller/equal
= greater/equal [ ]
in  contained in
lin  not contained in Add

Expreszion

Unda

0K Cancel

The Fields area will list the index data fields of the selected object type. Select
the field for which you want to create a logical expression.

The following values will also be listed:

§  #Computer-I1P# — the IP address of the user's computer,

§  #Computer-GUID# — the GUID of the user's computer,

§  #Computer-Name# — the name of the user's computer.

For documents, the following basic parameters are available:

§  #Creation date#, #Creator#, #Archivist#, #Archiving date#,
#Owner#, #Retention time#, #PRetention time#.

The Links area will list all available operators. Select an operator.

Enter a value for the selected field into the Value area.

"*' can be used as a placeholder for any string of characters and '?' can be used as
a placeholder for any single character.

The following variables can additionally be used:

§

§
§
§

#User# — the current user name,

#Datett — the current date,

#Zero# — No entry in the field,

#Groups# — the groups of which the user is a member. Use the
operators 'in' and 'lin’.

#Computer-1P# — the IP address of the user's computer,

#Computer-GUID# — the GUID of the user's computer,
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§ #Computer-Name# — the name of the user's computer.

§ #Right group#— groups and users who are entered into the field via
the 'Right group' add-on. Use the operators 'in* and "lin’".

For documents, the following basic parameters are available:

§ #Creation date#, #Creator#, #Archivist#, and #Archiving
date#.

§ Planned retention period #PRetention period# and retention
period #Retention period# are additionally available.
7. Then click on the Add button.

By combining the field, the operator and the value, you have thus formed an
expression. This expression can furthermore be logically combined with other
expressions. The entire expression is shown in the field below. You cannot edit
the entries in the Clause field. If you want to delete or correct entries, press the
Undo button.

8. Confirm with OK.

The clause is shown on the User group tab. Save changes to the security system
using the Save button.

Access to User Lists

In some contexts, users have the possibility to open a list of all users. For example,
in search forms of portfolios and basic parameters, in configuration dialogs of view
filters, in configuration dialogs of subscriptions and follow-ups, and in other
contexts.

Such access is not always desirable or required, hence you can reduce the list to
those users who are members of at least one of the groups in which the user who
opens the list is a member.

To do so, you need the following entry in the \etc\as. cfy file of the data
directory:

[CLIENT]
HideOthers=1

You can add another line to the section in order that other individual users are
included even if they do not share group membership with the current user:

Exclude=User1l;User2

Change the value of 'HideOthers' to ‘0", to turn off this function.

Users who are members of the 'Standard' group will always see all users in user lists.
Similarly, users who are members of the standard group in an area of the remote
user administration will see all other members of the area.

Users with the system role 'Client: Show system trash can' always see all users in the
trash can user list.
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Assigning Users to Groups

You can assign users to several groups. The user is always given the most far-
reaching access rights from all assigned groups.

Functions of local administrators within an area can be limited significantly.

Follow these steps to assign users to groups:

1. }‘ Open the Security system window.
2. Click on the Group administration tab.

Security system E
User groups (access rights) | User administration Group administration }smam role administration | System roles (user) |
s . i desctvmed s
Groups Users in the group Other users
Group name Description Profils AMBER 2
ANNE-SOPHIE
& apmin o profile) CECILE
& company Testaruppe fir Schr... o profile) CLARE
& ENTWICKLUNG o profile) CLAUDIA
& FINANCE o profile} é CLAXTON
ﬂ GPUPPE DAL DAL {no profile) 8 DANNY
& WANAGEMENT o profile) 7 EUGENE
& WARKETING o profile) EXTRA-ADMIN
& rus Projektmanagsr o profile) FRANCK
& POWERUSER Poweruser fno profile) GRAHAM
& sALEsS o profile) HAROLD
& STANDARD fra profile) HERVE DUPONT
& suPPORT o profils) INA
& TEsTER o profile) j’é:s
\ \
m WEBUSER Nutzer des OS Web...  no profile) JEAN-MARC
JOCELYNE
JOSEFINA
KRAUSE
LAURENT
MABLE
MARVIN
MICHELINE
MOODY
& PamFIA he
Description Frofile Remove Add Assign Undo
Cancel Help

3. Allgroups are listed in the Groups area. If you select a group, all users in
the Users in the group area are shown.

4. You can choose not to display deactivated users.

Select a user from the group and double-click or press the Remove
button to remove it from the group. The user will be listed in the Other
users area.

6. Select a user from the Other users list and double-click or press the Add
button to enter it into the currently selected group. The user will be listed
in the Users in the group area.

7. Click the Assign button to save the changes.
8. Click the Undo button to undo all changes.

The group's access rights to archive objects are configured on the User groups tab.

Users which have been configured as profiles are not shown here.
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Exporting and Importing Group Settings
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You can export and import the settings of group administration, for example to
transport changes to the rights system, which you have created on a test system, to
the production system. The settings are saved in an XML file during export.

The following changes can be transported:

8 New groups (identified by name)

8  Assignments of rights to groups

§ New, deleted, and amended clauses

The following changes are not transported:

§ Deleted and amended groups

§ User

8  Assignments of users to roles, groups, and rights.

Follow these work items to export group settings:

‘ 3
1. }‘ Open the Security system window.
2. Click on the Group administration tab.
3. Click the Export button and

Gruppenexport n

Mame

&
& aDMING

&AL

& company

& enmwickLuNG

& Finance

& cPuPPE DAL

& MANAGEMENT

& MARKETING

&mav

&ems

& POWERUSER

=

& sTANDARD

& supPoRT

& tesTER ”
(ﬁ >

Exportdatei: C:\Users\Administrator {GroupRights. xml

(@) Alle Eintrége exportieren

() Markierte Eintrége exportieren

o

select Export all entries if you want to export all settings or
select Export selected entries if you want to select and export specific entries.

4. Select a name and a location in the file system for the export file. The
default path is 'C:\Users\Administrator\GroupRights.xml'.

5. Click OK.
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The group settings are exported and stored.

Follow these work items to import group settings:

Export and back up the settings of a production system before you import new
settings. You cannot reverse settings once they have been imported!

: }‘ Open the Security system window.

N -

Click on the Group administration tab.
3. Click the Import button.

Gruppenimport H

Importdatei: | oupRig

Reportdatei: | Ci\Users\Administrator\Report. txt

4. Select an existing import file from the file system.

Select a location for a report file. The changes installed are logged in the
report file.

6. Click OK.
The group settings are imported.

Set Up Users

enaio®

During the installation of enaio®, a user with the user name 'root' and the password
‘optimal’ will be created. This user has the system role 'DMS: Supervisor'. You must
delete this user account instantly on first login to enaio® administrator, or at least
change the password, and create a new supervisor.

There must always be at least one user with the system role 'DMS: Supervisor'.

Users with the system role 'DMS: Supervisor' are flagged with a special icon: i

Follow these work items to set up users:

1. }‘ Open the Security system window.
2. Click on the User administration tab.

Page 64




enaio® Administration

Set Up Users

User groups (access rights) User administration | Group administration | System role administration | System roles (user) |
Area "t GLOBAL [[Hide deactivated users
Filter by group |§x <Al> v|

Name = Ful name Profile Groups &

B CLAXTON Earl Claxton COMPANY

B DANNY Danny Pawlowski STANDARD

1 EUGENE Eugene Young STANDARD

B EXTRA-ADMIN Extra.Admin STANDARD

ﬂ FRANCK Franck Augignac STANDARD

B GRAHAM Harold Graham COMPANY

a HAROLD Harold Graham STANDARD

B HERVE DUPONT Hervé Duport STANDARD

B INA Ina Smith STANDARD

a JANET Janet Webb STANDARD

B JEAN Jean Le Gareff STANDARD

ﬂ JEAN-MARC Jean-Marc Ganbard STANDARD

B JOCELYNE Jocelyne Letaillier STANDARD

ﬂ JOSEFINA Josefina Santiago STANDARD

B KRAUSE STANDARD

a LAURENT Laurent Perthu STANDARD

B MABLE Mable Fowler STANDARD

B MARVIN Marvin Carlson FINANCE

ﬂ MICHELINE Micheline Tesserand STANDARD

B MOODY Aberta Moody COMPANY

& PAMELA Pamela Moore STANDARD

B PETERSON STANDARD

R pierre Piams drtrmali STamnarn ¥

< >

NT sync | | LDAP | ‘ New Copy Delete Profile Properties

OK || Cancel || Heb

All existing users will be listed.

You can filter users by groups and hide users whose accounts are disabled.

3. Click on the

New button.

4. The User configuration window will open.

5. Set up a new user on the User data tab.

User data | Groups | System roles | Profile settings | Securty information |

Name:

Password:

E-mail:

Comment:

Valid from:

Valid urtil:
Last login:

Application serv

Verify password:

Complete name:

|MILA

Password never expires

|Mila Schmidt

|mila schmidt@e-mail.com

|0 s112014 | | B2220AM

|0 sr112014  v| | 82220AM

er | User-defined server group

enaio®
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6. Enter a user name with a maximum of 255 characters in the Name field.

The special character '@" as part of a user name leads to login errors. To avoid
errors, the '‘Database can check whether the ‘@' character is contained in a user
name.

You can transfer individual NT users. Click on the NT user button and select a
user from the list. Click the Apply button to transfer the selected user name to
the Name field.

You can transfer multiple NT users using the NT sync function on the User
administration tab (see below).

7. Enter a password for the user with a maximum of 100 characters in the
Password field. It can be changed (see ‘Change password").

In enaio® enterprise-manager, you can set rules for password syntax using
regular expressions. These rules must be followed both when passwords are
given administratively and when users change their passwords in enaio® client.

A password can expire after a predefined period (see 'Login"). This function can
be turned off for users.

Use the 'Start' tab to specify whether or not to check the case sensitivity of
passwords.

8. Enter the password a second time into the Password verification field.

9. You can decide whether or not to fill out the fields Complete name, E-
mail address, and Comments.

A period of validity can be entered for each user account.

10. To fill out the Application server field, select the OS server to which the
user usually logs on. Independent of the here set entry, every user can log
on to every server of the server group.

11. Click the Apply button.

The new user will be entered into the user list. He will automatically become a
member of the 'Standard' group, have the standard system role 'Client: Save own
settings' but not any profile assigned.

You can edit the user properties (see 'Set User Properties').

The Copy button on the User administration tab allows you to create a user that
has the same settings as an already-existent user. You just need to enter the user
data. Group memberships, profile properties and system roles will be copied from
the selected user.

Functions of local administrators within an area can be limited significantly.

NT Synchronization

The NT sync function on the User administration tab imports multiple NT users
into user administration.

If you click the corresponding button, a list of all the users in the current domain is
listed. Select the required users and click the Assign button.
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The User data dialog will open.

User data

Copy from:
Uszer: & ANNE-SOFHIE v

Preset password with curent uger name

Password:

Werify password:

“alid from: [0 sA1/2014  w| | 8:24:09 &M =

" alid until [ sA1/2m4 2:24:03 &M =

Application server: | User-defined server group v
Cancel

You can either enter a password for every selected NT user or preset the password
of each user with its user name. Password verification is then unnecessary.

It is also possible to choose an OS user from the user list, from whom the user data
will be copied and assigned to the selected NT users:

§ group membership,

8 profile assignment,

§ system roles,

8§ account state (whether the account is open or blocked).

Confirm with OK to transfer users together with their data.

LDAP Users

For an LDAP authentication (see 'LDAP Configuration), LDAP user
namestransferred to user administration.

Use an LDAP query to determine all LDAP users.

Anonymous access to the LDAP directory service usually is not allowed,; as a result,
authentication at the LDAP system is required for identification of LDAP users and
their rights. You must have an LDAP user with the appropriate rights. Name and
password are entered on the ‘LDAP Configuration.

Click the LDAP button on the User administration tab in order to open the dialog.
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LDAP guery
-

-

ESESEIE)

LDAP user

Synchronizel | ak. Cancel | | Help

Please enter query criteria ...

In the LDAP query area, names, operators, and values are combined to form a
search expression. You can combine multiple search expressions with the Boolean
operators and change their logical order by adding parentheses.

The Name column lists the names to which you have assigned LDAP attributes (see
"LDAP Configuration), while the OP column offers the logic operators that can be
used for LDAP queries. In the Value column, enter a value for the search
expression.

The details of the LDAP query syntax can be found in the LDAP documentation.

If you select a line by clicking the line number, the following line options will be
available:

Insert an empty line below the selected one.
Delete the selected line.
Move the selected line down under the following line.

Move the selected line up above the previous one.

(=] [e] [4] [H]

You start the query with the Find button. The search result will be an LDAP user
list. The columns and the order in which they are shown are set on the LDAP
configuration tab (see "LDAP Configuration
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If you click on the Apply button, selected users will be cached. Even after new
LDAP queries, you can pass users more than once and finally add all of them to the
user administration by clicking OK.

Click OK in order to pass all selected and cached users together with associated data
to the user administration.

Use the Synchronize button to delete all those users who have been removed from
the LDAP directory service. You will be asked to confirm the deletion for each user
that can no longer be found in the LDAP directory.

LDAP Version
For LDAP controlled export enaio® uses the LDAP interface provided by Microsoft
operation systems.

If LDAP version 2 is used on operation systems earlier than Windows Server 2008
R2, nodes with more than 1,000 users cannot be exported completely, as the
operation system does not support result paging.

Nevertheless, to fully export all users with LDAP version 2, follow these steps:

8 Add paging to the operation system.

Operation systems with Windows Server 2008 R2 or later support paging by
default, and Microsoft additionally offers respective updates for earlier
operation system versions.

8 When updates are not installed, running the automatic action will
present you with an error message stating that a critical extension is
mission.

Set the HKEY_LOCAL_MACHINE\SOFTWARE\OPT IMAL
SYSTEMS\SCHEMATA\4_0\Login\LDAP registry key to the value '3.'

You can then completely export users regardless of the number of users per node.

Since LDAP version 3 and Windows Server 2008 R2 this adaption is not necessary.

Deleting Users

enaio®

Follow these steps to delete a user:

1. }‘ Open the Security system window.
2. Click on the User administration tab.

Page 69



enaio® Administration Deleting Users

User groups (access rights) User administration |Group administration | System role administration | System roles (use()l
Area [¥eoea [[Hide deactivated users
Filter by group |E <Al> v|
Name = Ful name Profile Groups &
& cLaxTon Earl Claxton COMPANY
& panny Danny Pawlowski STANDARD
1 EUGENE Eugene Young STANDARD
& EXTRA-ADMIN Extra.Admin STANDARD
ﬂ FRANCK Franck Augignac STANDARD
& GRAHAM Harold Graham COMPANY
ﬂ HAROLD Harold Graham STANDARD
& HERVE DUFONT Hervé Duport STANDARD
B INA Ina Smith STANDARD
8 JANET Janet Webb STANDARD
& JEAN Jean Le Gareff STANDARD
ﬂ JEAN-MARC Jean-Marc Ganbard STANDARD
& JoCELYNE Jocelyne Letaillier STANDARD
ﬂ JOSEFINA Josefina Santiago STANDARD
& KRAUSE STANDARD
B LAURENT Laurent Perthu STANDARD
& WABLE Mable Fowler STANDARD
& warviN Marvin Carlson FINANCE
ﬂ MICHELINE Micheline Tesserand STANDARD
& woony Aberta Moody COMPANY
& PAMELA Pamela Moore STANDARD
& PETERSON STANDARD
R pierre Piams drtrmali STamnarn ¥
< >
NT sync | | LDAP | ‘ New Copy Delete Profile Properties
[ ok || Cancel || Heb |

Using the property dialog of a user, you can view on the User data tab when
this user was last logged in.

3. Select a user name from the user list.
4. Click on the Delete button.
5. A confirmation dialog will appear.

In enaio®, there must always be at least one user with the system role '‘DMS:
Supervisor'. Users with this system role are flagged with a special icon: T

Administrative users cannot be deleted, you must remove his administrative rights
(system role) first.

You can synchronize transferred LDAP users via LDAP user administration (see
‘LDAP Users").
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SpeCify how pOftf0|iOS, fO”OW-UpS, Portfolios, follow ups, subscriptions and owne...
SUbSCflptlonS, and owner rlght:s Of the user Fleaze decide haw ta proceed with the personal settings of

to be deleted will be managed in the uset FRANCK whois to be deleted.

presented dlalog Partfolio contents:

(®) Transter to the logged-on uzer

The portfolios, follow-ups and
subscriptions that were set up for other
users are not deleted. Follow-ups

() Assign to the logged on user

() Delete

(®) Delete
Subscriptions:
() Assign to the logged-on user

(®) Delete

Apply all settings for the uzer which iz to be deleted

Which uzer should be the new awner of the user's folders,
registers, and documents?

ALBERTA v

The logged-on user will be entered az the last editor for the
user's notes

Cancel

Set User Properties

Every user is a member of one or more groups and is granted access rights to
archive objects through their group memberships. Either to the individual user or
by use of profile administration, users can be provided with system roles, i.e. rights
to use administrative programs or access additional features in enaio® client.

Functions of local administrators within an area can be limited significantly.

Group Membership

Follow these steps to add or remove a user from a group:

-

1. }‘ Open the Security system window.

2. Click on the User administration tab.

3. Select a user from the User list and click on the Properties button.
The User configuration window will open.

4. Open the Groups register.
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7.

User configuration

User data | Groups | System roles | Profile settings | Security information

Group
3
& company

&) ENTWICKLUNG
& FINANCE

& GPUFPE DAU
& MANAGEMENT
& MARKETING
& rus

& FOWERUSER
& sALEs

& STANDARD

& surPPORT

& TESTER

& WEBUSER

Member Description

NO

NO

NO

NO DAU
NO

NO

NO

NO Poweruser
NO

YES

NO

NO

NO

Join Exit

Apply Cancel Help

Click the Apply button to apply the changes.

Set User Properties

Select the groups from the list into which you want to enter the selected
user and click on the Join button.

Select the groups from the list from which you want to remove the
selected user and click on the Leave button.

The changes to group membership will be saved and shown on the User
administration tab.

You can assign users to a group via the Group administration tab (see ‘Assigning
Users to Groups').

System Roles
By default, new users are only provided with the client system roles.

With the system role 'Client; Save own settings' users can perform and save the
following changes within enaio® client:

§ Make changes to the Settings tabs.

§ Make changes to the archive area or to the search bar.

This is a basic right which is only to be taken from users if you are the one who
configures the archive area and search bars using the profile administration, thus

making sure that users cannot change your configurations.
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The corresponding client system roles that users receive by default are required for
the archive and search areas. Without access to the archive area, users cannot run
an index data search.

Follow these steps to assign a system role to a user:

(I

: }‘ Open the Security system window.

2. Click on the User administration tab.

3. Select a user from the User list and click on the Properties button.
The User configuration window will open.

4. Open the System roles register.

User configuration ﬂ

User data | Groups | Systemroles | Profile settings | Security information

EI|:| Supervisor (1D = 18)

él--DAdminislmtor starten (ID = 1)

[ Korfiguration Gesamtsystem (ID = 2}

[ ] Korfiguration Sicherheitssystem (1D = 4)
[ ] Lokale Sicherheitsgruppen bearbeiten {ID = 65)
-] Korfiguration W-Vorlagen {ID = 5)

--[_] Konfiguration Archivdruck (ID = 6)

-] Automatische Aktionen starten {ID = 8)

-] Automatische Aktionen korfigurieren (ID = 3)
-] Benutzerablagen einsehen (1D = 10)

-] Objektrechte verandem (ID = 50)

(=) [] Editor starten {ID = 11)

E----|:|Objelv:tclefin'rtion bearbeiten (1D = 12)

- [] Pwctuto: Starten (1D = 14)
a-DCapture starten (I0 = 15)

Al Mone

Apply Cancel Help

5. Check the system roles that you want the selected user to have.
6. Uncheck all those system roles you do not want the selected user to have.
7. Click the Apply button to apply the changes.

The changes to the system roles will be saved.

[5:]

Users with the system role 'DMS: Supervisor* are flagged with a special icon: “i .
There must always be at least one supervisor.

You can administer the system roles for several users more simply using the tabs
System role administration or System roles (user).

1. }‘ Open the Security system window.
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2. Click on the System role administration tab.

Security system x
User groups [access rights]  User administration  Group administration | Swstern role administration | System oles [user)
Area “ GLOBAL - Hide deactivated users
 User:
'i' ADMINISTRATOR - OSIECHM - Client: waorkflow substitute configuration -
& ALBERTA 7] OSIECHM - Client: wiarkflow process adrinistration
a AMBER = OSIECHM - Client: Edit circulation slip work fow
a AMME-SOPHIE OSIECHM - Client: Workflow manage private circulation slip templat
a CLAIRE OSIECM - Clignt: ‘workflow manage public circulation slip template
T CLALDIA OSIECHM - Client: Use archive bar
a CLAXTON OSECHM - Client: Use search bar
a CECILE g OS5[ECHM - Client: Add icon
& Danny OSIECHM - Client: Delets icon
'I' EUGEME z OSEECH - Client: Edit static layers of other users
a EXTR&4-ADMIN OS[ECH - Client: Edit extended queries
FRAMCEK, OS[ECHM - Client: Administer subscriptions
GRAHAM OSIECH - Client: Administer follow-up
HAROLD OSECHM - Client: Debug events
& HERWE DUPONT OS[ECM - Client: Create events
M2 OS[ECHM - Client: Show relations
JAMET OSIECM - Clignt: Create visualization
JEAM OSIECM - Client: Administer visualization
& JEAN-MARC Il OSECH - Client: Delete archived documents
JOCELYME OS5[ECHM - Client: Execute changes in batch mode
JOSEFINA OSECM -‘webClient: Start
LAURENT OSECH -'WF-Admir: Start
& MaBLE = OSECH -'WF-Editor: Start
MaRVIN O5ECM -WF-Editor: Edit organization
MICHELIME OSIECM -'wF-Editor: Motify users as present/absent -
MOOoY a4 | »
£ PAMELA
g 2|EE|EI:: - | Al roles | | Mo roles ‘ | Print |
Ok | Cancel || Help |

All Users are listed on the left and all System roles on the right.
Select a user from the list on the left.
Check the system roles that you want the selected user to have.

Click the Assign button.

3
4
5. Uncheck all those system roles you do not want the selected user to have.
6
7. Click on the OK button to save the system role changes.

The system roles of users can be printed using the Print button. The
userrights.xsl style sheet is used for the printout. You can find this style sheet in
the directory\clients\admin. You can edit the design.

Users which have been configured as profiles are not shown on the System role
administration tab.

On the System roles (user) tab, all system roles are listed on the left. Select a system
role to see to which users it has been assigned. You can take or assign a system role
to multiple users with this tab.

enaio® Page 74



enaio® Administration Set User Properties

Security system H
User groups (access fights) | User administration | Group administration | Systsm rols administration  System roles fuser) }
Area v [ Hide deactivated users
Users with system role Other users
Lokale Sicherhetsanuppen einrichten (ID = 66 ~ § CLAUDIA AMBER ~
) Supervisor (I = 1) § EUGENE ANNE-SOPHIE
£ Administrator starten (1D = 1) 7 sAP CECILE
Korfiguration Gesamtsystem (ID = 2) § SEBASTIAN CLAIRE
Korfiguration Sicherheitssystem (1D = 4) § STEFFEN CLAXTON
Lokale Sichetheitsgruppen bearbeiten (ID = £5) § THOMAS DANNY
Konfiguration W-Vorlagen (ID = 5) . WEBUSER EXTRA-ADMIN
Korfiguration Archivdruck (ID = ) & WOLFGANG FRANCK
Automatische Altionen starten {ID = 8) GRAHAM
Automatische Aktionen korfigurieren (1D = 9) HAROLD
Benutzersblagen einsehen (D = 10) HERVE DUPONT
Objektrechte verdndem (1D = 50) INA
[ Edior starten (1D = 11) JANET
Objektdefinition bearbeiten (1D = 12) JEAN
Datenbari anpassen (1D = 13) JEAN-MARC
Iochuto: Starten (1D = 14) JOCELYNE
£ Capture starten (I = 15) JOSEFINA
Korfigurieran (1D = 16) KRAUSE
[ Client starten (1D = 35) LAURENT
[ Benutzersinstalungen speichem (ID = 17) MABLE
Meniiband anpassen (1D = 77) MARVIN
[ Historie éffnen (1D = 28) MICHELINE
Aus Historie wiederherstellen (1D = 32) MOODY
Historie fiir sinzeine Objekte korfigurieren (1D = 56) PAMELA
Expertensuche starten (ID = 25) PETERSON
Aus Trefferliste exportieren (1D = 30) PIERRE v
Dokumerte duucken (ID = 74) ==
- Notizen anzeigen (1D = 71) . —
Mot bmchcito A = 210 emove
Cancel Help

For local administrators within an area, the right to assign or revoke system roles
may be limited to single system roles, which are being specified using the remote
user administration.

The following system roles can be assigned to individual users in enaio®

administrator:
66 |DMS: Set up local security Configuration of remote areas
groups
18 |DMS: Supervisor All system roles except for Workflow
functions, enaio® enterprise-manager, and
'Server: Server: Switch job context'
1 | Administrator: Starting Start enaio® administrator
2 | Administrator: Configuration of | Configuration of the entire system (LDAP,
entire system automatic actions etc.)
4 | Administrator: Configuration of | Configuration of the security system (user
security system and rights administration)
65 |Administrator: Configuration |Enables restricted configuration of the
local security groups security system for remote areas.
5 | Administrator: Configuration of | Administration of the W-templates
W-templates (configuration of W-templates and assigned
applications)

6 | Administrator: Configuration of | Configuration of the archive print
Archive Print

8 | Administrator: Start automatic | Start installed automatic actions
actions
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9 | Administrator: Configure Set up and configure automatic actions
automatic actions
10 |Administrator: View user tray | View private trays of all users in
enaio® administrator
50 |Administrator: Change object | Specify other users or transfer object
rights ownership itself
11 |Editor:; Starting Start enaio® editor
12 |Editor: Edit object definition Change and modify object definition
This role alone does not enable you to save
changes in the database.
13 |Editor: Adjust database Make adaptations to the database
14 | Start: Starting Start enaio® start to run automatic actions
15 | Capture: Starting Start enaio® capture
87 |Capture: Edit filing Access to filing in enaio® capture
16 | Capture: Configure Set up configurations for enaio® capture
36 |Client: Starting Starting enaio® client
70 | WebClient: Starting Start enaio® webclient
17 | Client: Save own settings Make individual user settings and save
queries and/or documents in the archive area
of clients
80 |Client: Configure external Integrate external applications into clients
applications
77 | Client: Adjust ribbon Adjust ribbon
28 | Client: Open history View editing history, where activated
32 | Client: Restore data from history | Restore earlier data through editing history
(Condition: System role ‘Client: Open
history" is available)
56 |Client: Configure history of Configuration of the history for an individual
individual objects document, where included in the object
definition
(Condition: System role ‘Client: Open
history" is available)
29 |Client: Start expert mode Advanced search for objects
30 |Client: Export from hit list Export index data and document files from a
hit list
74 | Client: Print documents Print documents via clients
71 | Client: Open notes Show notes on objects
31 |Client: Edit notes Create and edit notes on objects
33 |Client: Show personal trash can | Show the personal trash can from which
deleted data can be restored.
37 |Client: View system trash can Show system trash can in which the deleted
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objects of all users are visible
(Condition: System role 'Client: Show
personal trash can' is available)

40

Client: Delete objects from the
trash can

Permanently delete objects in the trash can
(Condition: System role 'Client: Show
personal trash can' is available)

34 | Client: Run SQL queries Run SQL queries
85 |Client: Share documents Share documents with users with limited
access rights
86 |Client: Administer sharing Remove sharing of other users
35 |Client: Send content as e-mail | Send objects by e-mail to a recipient not set
up in the enaio® system
44 | Client: Open property Show property dialog for an object
63 | Client: Move objects Move objects, provided this is allowed in
enaio® administrator
83 |Client: Assign other locations Assign another location to documents
84 |Client: Create reference Create reference documents from documents
documents
79 |Client: Move across cabinets Move documents across cabinets
19 |Client: Use workflow Use workflows
61 |Client: Workflow substitute Set up workflow substitute for oneself
configuration
62 | Client: Workflow process Restricted administration of running
administration processes from clients
67 |Client: Edit workflow circulation | Edit workflow circulation slip
slip
68 |Client: Manage workflow of Manage and delete templates for private
private circulation slip templates | circulation slips
69 |Client: Manage workflow of Manage and delete templates of public
public circulation slip templates |circulation slips
51 |Client: Use object search Show 'Object Search' area
52 |Client: Use Navigation Show 'Navigation' area
78 |Client: Run default search If users should run searches exclusively
through saved searches, the default search
(search by index data and full text search) can
be switched off.
59 |Client: Add icon Include icons in the system's data pool
60 |Client: Delete icon Remove icons from the system's data pool
64 | Client: Edit static layers of other |Edit static layers not created by oneself
users
38 |Client: Edit SQL queries Create and edit SQL queries
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39

Client: Administer subscriptions

Administer and delete subscriptions of all
users and set up subscriptions for other users

55

Client: Administer follow-ups

Administer and delete follow-ups of all users

45

Client: Debug events

Run events for the client in debug mode

49

Client; Create events

Edit events for client and server

46

Client: Depict relations

Show relations/relations list where relation
links are set up in the system

47

Client; Create visualization

Visualize relations and save the visualization
in the assigned document type

48

Client: Administer visualization

General configuration for relation
visualization

75

Client: Change archiving status

Give documents the property ‘archivable' or
‘non-archivable’

53

Client: Delete archived
documents

Delete documents with the ‘archived' status

S7

Client: Carry out collective
changes

Carry out collective changes for several
selected objects in a hit list

73

Client: Always show variant
administration

Users who have no write permissions for
index data or objects can open the variant
administration in read-only mode, but are
not allowed to create new variants or assign
the "active variant' status to other variants.

76

Client; Show favorites

For every user, favorites are managed and
their objects are accessible on mobile devices
via enaio® apps as favorites.

81

Client: View preview annotations

Show annotations in the PDF preview

82

Client: Edit preview annotations

Create, edit, and delete annotations in the
PDF preview

20

WF-Admin: Starting

Start enaio® administrator-for-workflow

21

WEF-Editor: Starting

Start enaio® editor-for-workflow

22

WEF-Editor: Edit organization

Edit workflow organization

58

WE-Editor: Record users as
present/absent

Set presence of other workflow users

23

WEF-Editor: Create model

Create workflow model

24

WE-Processes: Start by import

Start workflow processes via a system import,
which is run by the automatic action
'‘Data/document import'

25

WEF-Simulation: Starting

Start a workflow simulation

26

WEF-Script; Starting

Start runtime environment for workflow
scripts

27

Enterprise-Manager: Starting

Start enaio® enterprise-manager
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72 | Server: Switch job context

88 |Server: Run Ado jobs

By using the Extras option in the menu bar you can show or hide system role 1Ds of
the system roles in the remote user administration and the configuration dialog of
the security system.

Change password
Follow these steps to change a user’s password:

}‘ Open the Security system window.
Click on the User administration tab.
Select an individual user and click on the Properties button.

A

Enter a new password in the Password field on the User data tab. Enter
the password a second time into the Password verification field.

A maximum of 100 characters may be used for a password.
5. Click the Apply button.

The changes will be saved.

In enaio® enterprise-manager, you can set rules for password syntax using regular
expressions. You must stick to these rules.

Use the 'Start to specify whether or not to check the case sensitivity of passwords.

Enabling and Locking User Account

On the START tab, you can choose to have user accounts locked after three failed
login attempts.

A user account is enabled as follows:

}‘ Open the Security system window.
Click on the User administration tab.
Select an individual user and click on the Properties button.

el

Select the Security information tab and click on the User account is
enabled radio button in the Status area.
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User configuration “

User data | Groups | System roles | Profile settings | Securty information
Invalid login attempt: 0

Last login attempt occumed at station:

Status

(®) User account is enabled

() User account is blocked

Apply Cancel Help

Provided that the security level Blocking of user account was specified (see
"Start' Tab' Tab'), invalid login attempts and the workstations where the
attempt was made will be shown here.

5. Click the Apply button.
The user account is enabled again.
You can use the same dialog to lock a user account.

Users can use their settings in enaio® client to establish that users whose account
was locked via the Security information tab are not shown in user lists.

Blocked users are never shown in user lists in enaio® webclient.

Blocked users are not automatically blocked in the workflow system.

Set up Profiles

enaio®

The creation of profiles may facilitate the administration of the security system.
You can assign a profile to users and at the same time enter them in several groups
and define the system roles. By changing a profile, you can modify group
memberships and system roles for all those users that have the same profile.

Itis also possible to create saved searches, extended queries, and links to external
applications for all users with the same profile.

Profiles contain the following settings:

8 all settings that users can select in the settings dialog in enaio® client:
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§  Settings for hit lists, i.e. configuration of the columns and
hierarchical folder hit lists, as well as hit list layout

Ribbon settings
inbox configuration
Language

etc.

w W w w

Saved searches

SQL queries

Links to external applications, limited to the first 15
Settings for the archive area

Settings for the search bar

w w w W W W

positions of windows and bars

(for screen resolutions smaller and bigger/equal to 1024 x 768)
§ System roles

§  Group membership

8 Predefined labels for annotations on layers

Through profile administration, the scanner settings of enaio® client and enaio®
capture are distributed as well.

When assigning a profile to a user, the user’s settings and rights will be overwritten.
Whether group memberships and system roles are overwritten or added is specified
when distributing a profile.

Group memberships and system roles of user having the system role 'DMS:
Supervisor' will not be changed.

If a user has the system role 'Client: Save own settings’, he can customize the profile
settings assigned to him in enaio® client.

A profile is created like a new user, but the new user is marked as a profile template.
The profile gets a user name and a password. It can be used to log in to enaio®
client, for example, in order to create saved queries, links to external programs, and
to configure the workspace and the search bars.

Group memberships and system roles of the profile and its assignment to users are
set up in enaio® administrator in the same way as for regular users.

If you change the settings of a profile, it must be redistributed specifically in order
to update the settings of the profile’s users.

In addition to the described individual profiles, it is possible to create group
profiles.

Group profiles contain:
§ Saved searches,
8 SQL queries,
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§ Links to external applications, limited to the first 15.

This profile is assigned to a group and will take effect on all current and future
members of the group. Individual settings of group members will not be
overwritten.

Group profiles do not allow you to administer the access rights to archive objects,
system roles and scanner settings.

Creating Profiles

A profile is created on the User administration tab in the security system. You
create it like a new user. It gets a user name and a password. This user name is used
in enaio® client to configure the default settings for saved queries, links to external
programs and search bars.

An already created user can also be used as a profile template.

Follow these steps to create a profile:

1. }‘ Open the Security system window.

2. Click on the User administration tab.

3. Select an individual user and click on the Properties button.

4. Select the User is a profile template option on the Profile setting tab.

User configuration “

User data | Groups | System roles | Profile settings | Securty information

Profile settings:
User is profile template Settings
Desktop
Digtribute profile []Sean
User profile:
Mame Full name
ARNAUD Amaud Vairot

ALBERTA Aberta Moody
PROJEKTM...

Apply Cancel Help

5. Choose whether to use the desktop and/or scanner settings of enaio®
client and enaio® capture.
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6. Click the Apply button.

The user will be shown with the 1 profile icon in the user list on the User
administration tab.

You can assign the profile to users (see 'Assigning a Profile to Users").

If you change the settings of a profile, it must be redistributed in order to update
the changes with the assigned users (see 'Distributing Profiles’).

Profiles which are not assigned to individual users but are used to assign saved
searches, SQL queries, and links to external applications to groups, must be
members of one group only.

Assigning a Profile to Users

You can assign exactly one profile to a user. The user's settings will be then replaced
by those specified in the profile. Whether group memberships and system roles are
overwritten or added is specified when distributing a profile (see 'Distributing
Profiles’).

If you assign a profile to a i supervisor, his system roles will not be changed.

Follow these steps to assign a profile to users:

1. }‘ Open the Security system window.
2. Click on the User administration tab.

Security system H
User groups (access rights) User administration IGmup administration } System role administration } System roles \_user)}
e v [tida dectivated eers
Filter by group & <> w
Name Full name Profile Groups @
8 cLaxTon Ear Claxton COMPANY
& panny Danny Pawlowski STANDARD
1 EUGENE Eugene Young STANDARD
& EXTRA-ADMIN Extra.Admin STANDARD
a FRANCK Franck Augignac STANDARD
& GRAHAM Harold Graham COMPANY
a HAROLD Harold Graham STANDARD
£ HERVE DUFONT Hervé Duport STANDARD
8 ma Ina Smith STANDARD
a JANET Janet Webb STAMDARD
& JEAN Jean Le Gareff STANDARD
a JEAN-MARC Jean-Marc Ganbard STAMDARD
& JocELYNE Jocelyne Letaillier STANDARD
a JOSEFINA Josefina Santiago STANDARD
8 KRAUSE STANDARD
a LAURENT Laurent Perthu STANDARD
& WaBLE Mable Fowler STAMDARD
& WarvIN Marvin Carlson FINANCE
a MICHELINE Micheline Tesserand STANDARD
& woopy Aberta Moody COMPANY
a PAMELA Pamela Moore STANDARD
& PETERSON STANDARD
A picree Diars Artnmali =TamnaRn A
>
NT sync LDAP New Copy Delete Profile Properties
Cancel Help

3. Select one or more users.
4. Click the Profile button.
5. The User configuration window with the Profile setting tab will open.
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User configuration “
User data | Groups | System roles | Profile settings | Securty information
Profile settings:
User is profile template Settings
Desktop
Distribute profile [1Secan
User profile:
Mame Full name
ARNAUD Amaud Voirot
ALBERTA Alberta Moady
PROJEKTM...
Apphy Cancel Help

6. Select a profile.
7. Click the Assign button.

Set up Profiles

The profile will be assigned to the selected users. The user's settings will be then
replaced by those specified in the profile. According to profile distribution settings

group memberships and system roles are extended or overwritten.

You remove the assignment of a profile to a user by clicking the Delete button on
the Profile setting tab.

Distributing Profiles

If you change the settings of a profile in enaio® client or in the security system,
these changes will only take effect on assigned users after the profile has been

redistributed.

Follow these steps to distribute a profile:

[EE

. }‘ Open the Security system window.

2. Click on the User administration tab.

Selecta 17 profile and click on the Properties button.

Activate the Profile settings tab in the User configuration window.

Select the Distribute profile option.
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Profile settings

Profile settings:

User is profile template Settings
Desktop
Distribute profils [sean

User profile:

Mame Full name

ARNAUD Amaud Voirot
ALBERTA Aberta Moody
EUGENE Eugene Young
PROJEKTM...

This option is available only if the profile settings differ from the settings of the
previously distributed profile.

6. Click the Apply button.
The Distribute profile dialog will open.

Settingz
S aved queries

External programs

“window settings [exclusive)

Folder structure under the desktop [exclusive)
Estended queries

Obijects in the desktop area

Stamp templates

[] Ovenvite user owned zettings
[Exclugive user settings will always be
avenanitten independentip.)

System roles Groups

() dd (@ Add

(®) Dvenwite () Dvenwite

Active clients
[ Infarm users with this profile

Time 0

Message

If vou enter a time period greater than 0, the affected
clients will automatically be quit after thiz period.

|| Cancel |

7. Select the settings you want to distribute.
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8. If you distribute Window settings and Folder structure under the
desktop, these settings always overwrite the users' setting.

You can decide whether the users' settings will be overwritten for the selected
non-exclusive settings.

9. To have more than the selected user-specific settings with the profile's
settings, activate the Overwrite user-own settings option. These are
particularly the object-type specific options and settings, which the user
configures using the settings dialogs in enaio® client.

For groups and system roles you can choose to only add new groups and system
roles or to completely overwrite them with the groups and system roles of the
profile.

System roles are never overwritten when the user has the system role 'DMS:
Supervisor'.

10. Confirm with OK.
Changes to the profile will apply to all assigned users.

To distribute the profile to logged-in users, you must inform them. Select this
option if you cannot rule out users being logged in.

You can enter a period in minutes after which the logged in clients will be closed
automatically. After restart, changed settings will be available.

If you do not enter a time and, instead, leave the setting at the value 0, the changed
settings will become available after enaio® client has been closed and restarted by
the user.

Assigning Profiles to Groups

If you assign a profile to a group, you are therefore providing all current and future
members of this group the saved queries, the SQL queries, and the links to external
applications assigned to this profile. Other settings will not be modified. Saved
queries and links created by the user will not be replaced.

A profile to be assigned to a group is created in the same way as a profile to be
assigned to individual users (see 'Set up Profiles'). However, the profile must only
be a member of the group that you want to assign it to and must only use desktop
settings.

If you change the saved queries, SQL queries, and the links to external applications
assigned to this profile, these changes are only applied to the group if you distribute
the profile (see 'Distributing Profiles").

Follow these steps to assign a profile to a group:
1. £ Open the Security system window.
2. Click on the Group administration tab.
3. Select a group.
4. Click the Profile button.
The Profile window will open.
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5. Select a profile from the list of available profiles.
Only the profiles that can be assigned to the selected group will be listed.
6. Click the Apply button.

Profile “

Praofile

[no prafile]

Abbrechen

The saved queries, SQL queries, and links to external applications are assigned to
the group.

If you want to delete the profile assignment to a group, select the entry (No Profile)
in the Profile window and click Apply.

Exporting and Importing User and Group Data

enaio®

Data from the enaio® security system — user and group data as well as
corresponding workflow information — can be exported and imported. For
instance, it is possible to export data from a productive system, modify them in a
test system and then import them into the productive system.

Export and import are carried out as automatic actions. You integrate automatic
actions via the Complete system/Additions tab (see "Additions' Tab"). You can then
create configurations for the actions and execute them manually using enaio®
administrator or periodically using enaio® start (see 'Setting Up Automatic
Actions").

This action does not require an additional license keys.

Export User and Group Data

For the 'Export users/groups' action, you incorporate the axacdirectorysync.dll
library.

Once this is done, add the action using the Automatic actions dialog and create a
configuration.

Configuration Data

A configuration name is entered on the configuration dialog. The name must be
unique. Special characters are allowed.
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Then specify a path and name to the export file and an optional log file path. The
log file is only generated if you enable the checkbox Write log file. The log file
receives the name of the export file with the suffix 'log'. Both files are XML files.

This kind of logging takes place independently from enaio® logging.

Configuration of user and group export H

Mame assignment

Please enter the name of the configuration.

Configuration name: osexport

Export settings
Please enter the path and the file name of the export file here:
Export file: C:'Program Files (x86)\OPTIMAL SYSTEMSYOSECM \dients\admin\Expe

Please enter the path to the log file here:

Log path: C:¥Program Files (x88)\OPTIMAL SYSTEMSYOSECM\dients\admin',
Rename existing export file Export DMS supervisor

Write log file Export profile relations of users and groups
Export object rights Export group relations of users

Export object expressions Export blocked users

Export data selection

E-[+] B Export (all)
ﬁ Groups (all)
Users (all)

v| = Object mappings (all)

If you execute a configuration, an export file will be created. If an export file already
exists at the given location, it will be overwritten.

Activate the checkbox Rename existing export file to rename any existing log file by
prepending its date of creation rather than replacing it by the new log.

Export Data

Select the data that you want to export in the Export data selection area. Therein, all
groups, users and object types will be listed for the assignment from the security
system.

§ Groups and object assignments
Select one or all those groups that you want to export.

Export data related to groups include the names, descriptions and profile
assignments.

All further data must be explicitly specified for export.
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§ Groups are assigned to object types. These assignment data will be
exported if you select the respective object types, cabinets or all object
assignments.

8§ Object rights (access rights) are assigned to object types. If you want to
export this data, activate the checkbox Export object rights.

§ Object expressions may make object rights conditional on conditions. If
you want to export these data, activate the checkbox Export object
clauses.

§ A profile can be assigned to a group. If so, the user data of the assigned
profiles can also be exported. To do so, activate the checkbox Export
profile relations of users and groups.

8 User
Select one or all those users whose data you want to export.

A user's export data contain the information that was displayed on the User
data tab upon user creation. Password is encrypted.

Data related to the assignment of system roles, group memberships and the
information whether a user’s account is blocked or enabled can also be
exported.

§ Users whose account is deactivated will only be exported when the
respective check box is activated.

§  Users with the system role 'DMS: Supervisor' will only be exported
when the respective check box is activated.

§ Ifaprofile is assigned to a user, the user data of the assigned profile
can also be exported. To do so, activate the checkbox Export profile
relations of users and groups.

§ By default, the data related to the users’ group memberships contain
only group names. Activate the checkbox Export group
memberships of users so that the descriptions and profile
assignments of the groups are exported in which the exported users
are members.

§ Just like to groups, profiles can be assigned to users. Activate the
checkbox Export profile relations of users and groups to export the
user data that are created only as profiles for exported users.

Click OK to confirm the configuration. All data will be saved and the import can be
instantly performed with enaio® administrator or at a scheduled time with enaio®
start.

Import User and Group Data
Integrate the library axacdirectorysync.dl1l for the 'User/Group Import' action.

Once this is done, add the action using the Automatic actions dialog and create a
configuration.
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Always back up all of the current user and group data before performing an import
of user and group data. Importing data that have been erroneously configured or
modified can lead to violation of the data protection regulations.

In case remote user administration areas have been configured, user and group data
cannot be imported.

Configuration Data

A configuration name is entered on the configuration dialog. The name must be
unigue; special characters are possible.

Then, enter the path and the name to the import file. You can specify the name
syntax with the help of placeholders. If you enter a folder name, the import will
check all XML files in the folder.

You can only import user and group data from files which have been created by one
of the two automatic actions 'User and group export'.

A path for a log file is optional. The log file is only generated if you select the
checkbox Write log file. The log file receives the name of the import file with the
prefix 'log'. The log file is an XML file.

This kind of logging takes place independently from enaio® logging.
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Configuration “

MName assignment

Please enter the name for the configuration here.

Configuration name: osimpaort

Import settings
Flease enter the path and the file name for the im

Import file: C:\ImportdateniImp:

Flease enter the path to the log file here:

Log path: C:\Importdaten',

[]Rename impart file after processing
Write log file

[]Refresh existing groups

[ refresh existing users

Import object dauses

Import object rights

[] importjupdate workfiow users

Import file selection

While reading the impart file, the exported elements are automatically deactivated. Read import data

port file here:

art.xml

Import group relations of users
[ Add only user groups not yet assigned
Import profile relations of users and groups

[ 1mport / refresh DMS - Supervisor
Replace existing profile users

[ 1mport blocked users

Enable blocked users

@ Impart {zll)
: Groups (all)
Users (all)

Activate the checkbox Rename import file after processing to rename any existing

log file by prepending its date of

Import Data

creation rather than replacing it by the new log.

If you have indicated exactly one import file, you can show this data via the Read
import data button in the Import data selection area.

All groups and users available in

the import file will be then listed. You can either

select all users, all groups or both depending on whose data you want to import.

If you just enter a folder name or a path syntax using placeholders, you can choose

whether to import single or all u

8 Groups

Sers.

Group data consist of names, descriptions and profile assignments. They may
include object assignments, object rights and object expressions. Object
assignments will always be imported if the objects exist in the import system.

For importing groups, specify:

§  whether or not data of existing groups will be updated.
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§ If you do not select this option, group data will not be imported in
case a group with the same name exists.

§  whether or not object expressions will be imported.

§  If object assignments and object rights are imported, object
expressions can also be imported. Select the corresponding
checkbox.

§ Logic expressions refer to object fields. If these object fields do not
exist in the system, the expression will not be imported.

§  This option has to be disabled during Active Directory
synchronization.

§  Specify whether object rights will be imported.

§  If the import data include object assignments, they will always be
imported. Object assignments not existing in the system will not be
imported. Object rights will not be imported unless the respective
check box is activated.

§  This option has to be activated during Active Directory
synchronization.

§  Specify whether workflow information of users will be imported.

§ Unique assignment of users to the workflow organization structure is
only possible if the XML file to be imported contains: wf-name, wf-
surname, wf-email, wf-login, is-wf-user, wf-organization (name, wf-
org-id, wf-user-id), wf-role (name, wf-role-id, wf-org-id").

§ Import requires workflow organization structures and internal 1Ds
of both the source and the target system to be identical. Otherwise
enaio® user data will be imported without workflow information
because it is impossible to uniquely assign users to the workflow
organization.

§ To transfer the organizational workflow structure to the target
system, just use the export/import feature of enaio® editor for
workflow.

§  Specify whether or not the profile relations of groups will be
imported.

§ A profile can be assigned to groups. If so, data of the profile user will
be required. If this data is not available, the profile property of the
group to be imported will be deleted in order to avoid
inconsistencies.

§ If profile user data is part of the import data, you can either select the
respective user when selecting import data or activate the option
Import profile relations of users and groups in order to
automatically import the data of users who have been defined as
profile for other groups or users.
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§ If the import data do not contain profile user data, the system checks
whether the necessary profile user data are already in the user
administration. If so, the profile property will be retained; otherwise,
the profile property will be deleted.

§ User

User data contain the information that was shown on the User data tab upon
user creation as well as the unique GUID of the user. Password is encrypted.
Data related to assigned system roles and group memberships will also be
imported.

For importing users, specify:
§  whether or not data of existing users will be updated.

If you do not select this option, user data will not be imported in case
a user with the same name already exists.

§  whether users with the system role 'DNS: Supervisor' will be
imported or updated.

§ whether or not users whose accounts are blocked will be imported.

If you do not select this option, only users whose accounts are not
blocked will be imported.

If you import these users, you can enable their accounts by activating
the checkbox Enable blocked users.

§  Specify whether or not the profile relations of users will be imported.

A profile can be assigned to users. If so, data of the profile user will
be required. If this data is not available, the profile property of the
group to be imported will be deleted in order to avoid
inconsistencies.

If profile user data is part of the import data, you can either select the
respective user when selecting import data or activate the option
Import profile relations of users and groups in order to
automatically import the data of users who have also been defined as
profile for other groups or users. The default settings are used for
profile assignment, i.e. system roles are overwritten and group
memberships added. The default behavior cannot be changed.

If the import data do not contain profile user data, the system checks
whether the necessary profile user data are already in the user
administration. If so, the profile property will be retained; otherwise,
the profile property will be deleted.

§ Ifauser has a profile function in the import system but becomes a
user without a profile function through an import update, you must
select the checkbox Replace existing profile user. The profile
assignments will be deleted. The settings of users to which the profile
has been assigned will not be changed. Only the user who now has
no profile function any more loses the profile function.
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If you do not activate the checkbox Replace existing profile users,
data of profile users is not updated with data of users who do not
have a profile function.

§  Activate the checkbox Import group memberships of users so that
the descriptions and profile assignments of the groups are imported
in which the imported users are members.

§  When activating the Add only unassigned user groups checkbox
option, existing group assignments will not be modified, but
unassigned groups will be added to user accounts and groups.

Click OK to confirm the configuration. All data will be saved and the import can be
instantly performed with enaio® administrator or at a scheduled time with enaio®
start.

Automatic Directory Synchronization

The automatic action 'Directory synchronization' automatically executes
synchronization with all Directory systems, e.g. Novell eDirectory and Active
Directory.

Doing so, user and group data of an enaio® system and the Directory system are
exported and synchronized. New and changed user data of the directory system are
then imported into the enaio® system.

If synchronization is carried out with remote user administration, data is
synchronized only to a limited degree: Only user group assignments and user
changes are synchronized. This means that users may be deleted from the
administration area of a local administrator, no longer be visible for him/her, and
appear in the administration area of another local administrator.

To configure the action, use a configuration wizard.
To use this automatic action, add the axacdirectorysync.dll library.

The action uses style sheets for the XSLT transformation, which are delivered as
standard with the setup. Copy the components\DirectorySync-XSLT directory
with the installation data into a . . .clients\admin subdirectory of the application
data.

As in the automatic action 'User and group import' (see 'Import User and Group
Data') users cannot be deleted and user names cannot be changed. Users who have
been deleted from the Directory system are disabled in enaio®. They are not deleted
or disabled in the workflow organization.

If remote user administration is used, then data within the remote areas is
synchronized only to a limited degree: Only user group assignments and user
changes are synchronized. This means that users may be deleted from the
administration area of a local administrator.

In addition to the automatic action 'Directory Synchronization,' the automatic
action "XSLT Directory Synchronization' is also available. It is also integrated via
the axacdirectorysync.dll library.
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The XSLT Directory Synchronization does not use a wizard but enables directory
data to be called up very flexibly via a command line and enables configuration files
and style sheets to be integrated for XSLT transformation.

Configuration Data

When setting up the automatic action, enter the configuration name and the paths
for the export files from the enaio® system and the directory system.

Configuration H

Mame assignment

Configuration name: Directory Synchronization
User and group export

Export file: C:\Program Files (x86)\OPTIMAL SYSTEMS\OSECM\dients\admin\Export.xml
¥5LT transformation

Home directory: C:\Program Files (x86)\OPTIMAL SYSTEMSYOSECM\dients\admin\DirectorySync-XSLT
User and group impart

Import file: C:\Program Files (x86)\OPTIMAL SYSTEMS\OSECM\dients\admin\Import. xml

Configuration wizard
[ simulation mode

Specify the home directory in the ..clients\admin\ subdirectory into which the
XSLT transformation data were copied.

At last, enter the path of the XML file to be imported with the updated user and
group data which are automatically imported into the enaio® system.

The automatic action can be run in simulation mode. This will include all steps as
far as import of the updated user and group data. Once simulation is done, the new
XML file with updated user and group data will open for checking. Provided that
simulation has been successful and you want the automatic action to run
productively, reopen the automatic action for configuration and deactivate the
simulation mode.

With enaio® start, you can execute the automatic action in a time-controlled
manner so that user data are automatically synchronized and updated on a regular
basis.

The Configuration Wizard

In the configuration wizard you can customize XSLT transformation settings. This
way, no further customization of files is necessary.

Start the configuration assistant using the button in the configuration dialog.

DSDE Queries

In this step, you enter the server IP address and port as well as the LDAP path as
parameters for the data query in the Directory.
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Notation:

/server <Name or IP> /port <Port> /baseDN *"'<LDAP-Path>"

The parameter information must be in DSDE expected notation. Details can be
found in the Microsoft documentation.

Specify as user name and password the access data of the domain account, which
will be used for the AD query and which has the corresponding rights in the
domain.

As the target file specify the name and path for the file where the data from the
directory will be exported.

After entering this data, click the Save button. The data will be transferred to the
query list. You can create multiple queries. Each query must be saved to a separate
file. If you select a query in the list, the data will be shown. You can edit and save
this data or delete it again by clicking the Delete button. Click the New button to
create a new query.

OS|Directory Synchronization configuration = =

DSDE queries \cos

Configurstion of DSDE queries

OPTIMAL SYSTEMS|
DSDE configuration
Parameter Jserver ospdc optimal-systems de /port 389 /baseDN "OU-0SDEV OU-0S Berin OU-0S Standorte, DC-optimal-systems de, DE=de”

User: dsadmin
Password:  weesees

Target file: C:\Program Files (xB6\OPTIMAL SYSTEMS\OSECM clients‘\admin\Directory xml H x

Parameter User name Target file
/server ospdc.optimal-systems.de /port 389 /baseDN "OU=0SDEV.0U... dsadmin C:\Program Files (B8P\OPTIMAL SYSTEMS\O...

Execute DSDE queries

Next > Cancel

After having created the queries, you must execute the DSDE query. The respective
data will be displayed in the following steps.

Then click Next to continue with the configuration.

Group mappings

Assign a directory group to an OS group. To do so, select an OS group and a
directory group. Only directory groups that have members are displayed here.

Enter additional parameters and click the Save button. The assignment is entered in
the assignment list.
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The group lists can be filtered. If you enter a character sequence in a Filter field,
only the groups that contain the character sequence will be shown. Remove the
filter again using the Update button. Updating is also necessary if you have added
or modified queries in the previous step.

You can specify the following parameters for an assignment:

§ Password for members of this group
Users who have not yet been a member of an OS group receive this password.
If you do not specify a password, the password 'optimal’ is entered.

8  User profile for members of this group

New members receive this profile, whereas it is assigned to existing members.
However, in the latter case it must be redistributed in enaio® administrator.

8 Roles
Specify the IDs of the desired system roles.

All members are assigned the specified system roles, any existing roles are
deleted.

In enaio® administrator, you can choose to show the IDs of the system roles via
the EXTRAS menu within the user administration.

§ Additional groups
Additional groups are assigned to all members.

These parameters may depend on other parameters that are specified in the user
and group import configuration in a later step.

0S|Directory Synchronization configuration = E

Group mapping \COS

Configuration of mappings of O'S groups and Directory groups

OPTIMAL SYSTEMS

Additional parameters for the selected mapping
Password for members of this group:
User profile for members of this group:
Roles (separated by commas):

Additional groups

Group mappings

Filer Filter
OS5 group [a] E Directory group Parent group
ADMIN
ADMINS
ALL
COMPANY %

ENTWICKLUNG

FINANCE

GPUPPE DAL ®
MANAGEMENT

MARKETING

PMS

POWERLSER

SALES v

Defined group mappings

05 group Directory group Password  Profile user

<Back Cancel
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Then click Next to continue with the configuration.

Workflow mapping

Assign a Directory group to an OS organizational class 'Role’. To do this, select an
OS role and a directory group and click on the Save button. The assignment is
entered in the assignment list.

0S|Directory Synchronization configuration = E
Workflow mapping OS
Mapping of workflow organizational structures and Directory groups \‘
OPTIMAL SYSTEMS
Wordlow mappings
=-{% OPTIMAL g | e
-3 Adhoc
o4 User = Cirectory group Parent group

Defined workflow mappings

<Back Cancel

Then click Next to continue with the configuration.

Ignore users

Here you can activate all OS users whose data you do not want to be changed by the
synchronization.

Activate all users here that are not to be deleted because they are only in the OS user
administration.

All existing OS users are listed. The view can be filtered. If you activate the
checkbox for a user, the data of this user will not be changed.
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3 - |

0S| Directory Synchronization configuration

Ignore user
Users that must not be affected by the synchronization process

Filter:

f0s

OPTIMAL SYSTEMS

User name

[[] ADMINISTRATCR
[T] ALBERTA

[[] AMBER

[] ANNE-SOFHIE
(] ARNAUD

[ CECILE

[] CLAIRE

[ CLAUDIA

[ CLAXTON

[ DANNY

[ pAVID

[] DVUSER

[] EUGENE

(] EXTRAADMIN
[ FRANCK

[] GRAHAM

] HAROLD

["] HERVE DUPONT
[ A

[ JANET

[ JEAN

[ JEAN-MARC
[ JESSY

[ JOCELYNE
[] JOSEFINA

[[] KRAUSE

[] LAURENT

[[] MABLE

] MARVIN

(] MICHELINE
[ MOODY

[] 0SUSER

Full name

Aberta Moody
Amber Vaughn
Anne-Sophie Vottin
Amaud Vairot
Cécile Hagmaier
Claire Martin
Claudia Schleret
Earl Claxton
Danny Pawlowski
David Bohla

Eugene Young
Extra.Admin
Franck Augignac
Harold Graham
Harold Graham
Hervé Duport
Ina Smith

Janet Webb
Jean Le Gareff
Jean-Marc Ganbard
Jessica Just
Jocelyne Letailier
Josefing Santiago

Laurent Perthu
Mable Fowler
Marvin Carlson
Micheline Tesserand
Aberta Moody

05 User

< Back

Corce

Then click Next to continue with the configuration.

User and group import configuration

You can specify the following import parameters:

8  Write log file

enaio®

You can set up additional logging. You must specify the path for this logging
file. The file gets the name axacuimp. log.xml.

Rename import file after processing

Activate the checkbox Rename import file after processing to rename any
existing log file by prepending its date of creation rather than replacing it by the
new log.

Refresh existing groups

If you do not select this option, group data will not be imported in case a group
with the same name exists.

Refresh existing users

If you do not select this option, user data will not be imported in case a user
with the same name already exists.

Import object expressions
Clauses for the access rights to objects are imported at the same time.

Import object rights
Access rights to objects are imported at the same time.

Import/update workflow users
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enaio®

The workflow assignment is only evaluated if you select this option.
Add only not yet assigned user groups

At import, belonging of a user to a group is not deleted but added.
Import profile relations from users and groups

If you activate this option, the data of users serving as a profile for other groups
or users will also be imported automatically.

Import/update DMS supervisor

Data of users having the system role 'DMS: Supervisor' are only included if this
option is activated.

Replace existing profile users

You must select the checkbox Replace existing profile users if a user who is a
profile user in the import system would become a user without profile function
due to an import update. The profile assignments will be deleted. The settings
of users to which the profile has been assigned will not be changed. But the
settings of the user account that now is a user without profile function are lost.

Import blocked users

If you do not select this option, only users whose accounts are not blocked will
be imported.

If you import these users, you can enable their accounts by activating the
checkbox Enable blocked users.

OS|Directory Synchronization configuration = =

User and group import configuration
Seftings for user and group import

Settings
[]Wwirite log file

Leg path

[ Rename import file after processing
Refresh existing groups

Refresh existing users

[ Import object expressions

[ Import object rights

Importupdate workflow users
Import group relations of users

[] Add group mappings of users
Import profile relations of users and groups
[] Importirefresh DMS supervisor

[ Remove existing profile users
Import blocked users

[] Enable blocked users

I &,
70os

OPTIMAL SYSTEMS

Cancel

Then click Next to continue with the configuration.
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Transformation settings
The XSLT transformation parameters are displayed in this step.
If necessary, they must be adapted to the data of your Directory.

0S| Directory Synchronization configuration =

Transformation settings \ 'os

XSLT transformation parameters

OPTIMAL SYSTEMS

Parameter

Name:

Value: = ®
Parameter list
Name Walue
EXECUTE-MAPPING-FOR-EXISTING-USER true
PASSWORD FQ017500435201301720320416120220425401371257165512
SERVER-ID 3
LOCKED false
ACTION insert-update
AUTO-EXPORT false
USER-EXPORT-FILE Export xaml
PASSWORD-SELECTION DEFAULT
LOCK-CONTROL-BY-DIRECTORY true
LOCK-ATTRIBUTE userAccourtControl
LOCKVALUE 514
USER-IDENT sAMAccountMame
USER-NAME sn
USER-SURNAME givenName
USER-EMAIL mail
USER-FULLNAME displayName

< Back Cancel

Then click Next to continue with the configuration.

On the following page some configuration data are displayed. You can complete or
cancel the configuration or go back to previous steps.

The configuration is saved as configuration.xml. If a configuration already exists,
it is saved as configuration.date.time.xml.

XSLT Directory Synchronization

The automatic action 'XSLT Directory Synchronization' is also integrated via the
axacdirectorysync.dll library.

The action does not include a configuration wizard.

The process logic corresponds to the 'Directory Synchronization' action:
§ Export of user and group data from enaio®

§ Export of data from an Active Directory

§ Transformation of data

§ Import of data into enaio®

Unlike the 'Directory Synchronization' action, data is exported from an Active
Directory via a command line call and through which more complex mechanisms
are possible than with DSDE queries.
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Include an XML configuration file and an XSLT style sheet for the transformation.

Konfiguration -

MNamensvergabe

Konfigurationsname:
Verzeichnisexport

DSDE Kommando:
¥SLT-Transformation

Konfigurationsdatei: Jxml

Transformationsdatei: sl

[[] simulationsmodus K Abbrechen

The automatic action can be run in simulation mode. This will include all steps as
far as import of the updated user and group data.

You can find sample files and further information in the directory
..components\XSLT Directory Synchronization logic.

Please contact the support team or consulting team at OPTIMAL SYSTEMS if you
want to use the "XSLT Directory Synchronization' action.
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Configuring the W-Module

Introduction to the W-Module

You must assign users or user groups and Windows templates in

enaio® administrator for W-Document types set up in enaio® editor. A user can
then choose between the configured Windows templates when creating a W-
Document.

Templates can also be assigned to module-spanning document types.

You need the system roles 'Configuration of W-Module' and ‘Configuration of
security system' for W-template administration.

Windows templates link a Windows application with a file that is used as a template
file and is opened when the Windows application starts. You can either specify the
application during configuration or let enaio® client automatically determine it
using the registered extension of the template file.

If the Windows template is linked with Microsoft Word, the template file may
contain replacement fields. enaio® data-transfer can automatically replace these
empty fields with index or archive data, or data from other archive documents.

To enable access to Windows templates, assign access rights to users and groups.

enaio® server administers template files in the \etc\Templates directory, making
them available to users.

If you are working with multiple server groups, you have to copy the templates into
the templates directory of each server group.

It is also possible to drag and drop W-Documents without having configured any
application for a template, i.e. a file type. When opened, the operating system uses
the file extension to determine the application to which the document must be
handed over.

However, if there is no such association, the document cannot be opened.

This feature is enabled on the 'Documents.

Setting Up a Windows Application

enaio®

Follow these work items to set up a Windows application:

1. L& Open the W-template administration window using the toolbar
button W-module or the Set up W-modules item in the Configuration
menu.

2. Open the Template for application tab.
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‘W-template administration “
Document types fortemplate | Users fortemplate | Templates for application | Templates for document type | Templates for user
Applications
Name Executable program Directory path New
Adobe Reader AcroRd32.exe C:\ProgrammeAdobe'\Reader 9.0\Reader
Microsoft Word 2. WINWORD EXE C:\Programms"\Microsoft Office\Office 12 Change
Notepad notepad exe CAWINDOWS
Tabellenkalkulation EXCEL.EXE C:\Programme\Microsaft Office\Office 12 Delete
[w/o templates
Existing templates Assigned templates
Namespace Alias File extension Assign Namespace Mias File extension
2bereich Invoice docx 2bereich Incoming invoice
2bersich Report docx Remove
Buchhaltung Ausgangsrechn...  docx
Entwicklung Lastenheft docx.
Tabelle Tabelle sx
Vertrieb Angebot docx
Verwaltung Brief doex
global DOCX Document  docx y
globl Text document bt [ Application
[ viewer
Fob

In the Applications area of this tab, you will find all applications that have
already been set up.

The Existing templates section lists all templates that have been set up and the
Assigned templates section lists all templates that are assigned to the selected
application.

Click the New button in the Applications area.
The Set up new application window will open.

Set up new application

Marne; | |

Application file:

Start application in own window [start external)
[ Mever check out documents
Calling the application:

-:::Z' Firzt direct program call. then registered application

(®) First registered application, then direct program call

Cancel Help

Enter a name and select a file using the file selection dialog.

Applications can be started internally or externally. Externally, the application
runs in a separate window, while internally it is integrated into the application
window of enaio® client.

Internally started applications do not offer to use enaio® office-utilities during
document processing. We recommend to process files only in externally started
applications and to use internally running applications as document viewers.

If documents are not to be modified in the application, for example PDF files
which are displayed by Acrobat Reader, you must activate the option Never
check out documents.
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Both the indicated path to the application and the registered file extension
allow you to directly open an application.

If you choose to have the application started directly, it must be available at
each workstation using the indicated path.

Note: Select the option First registered application, then direct application call if
you use MS Office applications, particularly in conjunction with enaio® office-
utilities.

5. Confirm your entries with OK.
The data is saved and is displayed on the Template for application tab.

You can Change and Delete the applications. Before deleting the application entry,
you must remove assigned templates.

You can assign templates to the applications.

Creating Windows Templates

enaio®

Follow these work items to create a Windows template:

1. [+ Open the W-template administration window using the toolbar
button W-module or the Set up W-modules item in the Configuration
menu.

2. Open the Document types for template tab.

‘W-template administration H
Document types fortemplate | Users fortemplate | Templates for application | Templates for document type | Templates for user
Template
¥ Namespace Alizs File name Open
2 bereich Incoming invoice
2bercich Invoice INVOICE docx =
2bereich Report Report.docx
Buchhatiung Ausgangsrechnung Rechnung docx imag
Entwicklung Lastenheft Lastenheft.docx
i Tabelle Tabelle Ll
Y Vertrie Angebat Angebot docx
Verwaltung Brief Brief docx Export
global DOCX Document Testdokument 01 .docx
global Text document fictional english names td Import
[[] Without application
[] Without document types
[[] Without users # groups

Existing document types Assigned document types
Cabinet Documert type R Assign Cabinet Document type
Patient Score MMST Sales Partner Incoming invoice
Patiert Score SPARG femoxe
Patient Soziaimedizin
Patient Verlangerungen
Patiert Visitenveriauf
Sales Partner Documert
Sales Partner Invaice
Sales Partner Report
WF-Protololl Protokell_PDF w
< >

In the Template area of the tab you will find the namespace and alias for each
available template. Templates with a template file that has not been stored in

enaio® server will be flagged with a red exclamation point in the first column.
Templates with a template file that has been opened and not yet written back
are flagged with a yellow lock (see "Modifying Windows Templates').
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In the Existing document types area, all available W-Document types and
module-spanning document types are listed, while the Assigned document
types area lists all document types that are assigned to the selected template.

3. Click the New button in the Template area.
The Set up new template window will open.

Set up new template

Mamespace: ]
Aliag: v
Template:

Ending:

Application: W
Wigwer: v

Cancel Help

4. Enter a Namespace and an Alias. Existing names can be chosen from the
list. These names allow the user to select a template.

5. Select a template file using the file selection dialog (see 'Creating
Template Files'). If you do not select a template file, the template will be
flagged in the list with a red exclamation point.

The extension of the selected template file will be preset in the Ending field.

6. Select the application to be run from the Application list. All applications
that have been set up are shown in the list (see 'Setting Up a Windows
Application’).

If you do not select an application, enaio® client will start the application
automatically using the registered file extension of the template.

The viewer is used once a W-Document is opened by a user who does not have
the right to modify the document. Select the viewer from the list of all set up
applications. If you do not select a viewer, the application will be used as viewer
by default.

The Templates for application tab also allows you to assign templates and
applications.

7. Confirm your entries with OK.

The data will be saved and the new template will be shown on the Document types
for template tab.

You can assign document types to the template here or on the Application for
document types tab.

Both the Users for template and the Templates for users tab allow you to assign
users and user groups to the template.
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Creating Template Files

You must create the template file, which is indicated upon template creation, with
the application that the template is assigned to.

The template file is the file that will start the application when being opened.

enaio® administrator copies template files to the \etc\Templates directory of the
data directory and enaio® server makes them available to users.

For W-Templates that are associated with the Microsoft Word application, you can
create template files containing replacement fields.

The 'Data transfer' macro will replace the replacement fields with content of index
data fields or document content.

Further information can be found in the ‘enaio® data-transfer' handbook.

If you are working with multiple servers, you have to copy the templates into the
templates directory of each server.

Assigning Windows Templates to a W-Document Type

enaio®

A user can only create W-Documents if the W-Document type has at least one
assigned Windows-template. Due to Windows templates, a Windows application is
connected with a file that is used as a template and opened when starting the
Windows application.

The W-template administration dialog offers the Document types for template tab
on which you can assign document types to a template. You can assign templates to
a document type on the Templates for document type tab.

Templates can also be assigned to module-spanning document types.

The assignments are automatically saved in the database.

Document Types for Template
You set up and edit templates in the Template area in the Document types for
template tab.

All available templates are listed in this area. Use checkboxes to restrict the list to
templates Without application, templates Without document types, and templates
Without users/groups.
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W-template administration n
Document types fortemplate | Users fortemplate | Templates for application | Templates for documert type | Templates for user
Template
v Namespace Aias File name Open
2bercich Invoice INVOICE docx v
2bereich Report Report. docx
Buchhatiung Ausgangsrechnung Rechnung docx iag
Entwicklung Lastenheft Lastenheft docx.
i Tabelle Tabelle e
Y Vertrie Angebat Angebat docx
Verwaltung Brief Bref docx Export
global DOCX Document Testdokument 01.docx
global Text document fictional english names bd Import
[] Without application
] without document types
[] Without users / groups
Exdisting document types Assigned documert types
Cabinet Documert type R Assign Cabinet Document type
Patient Score MMST Sales Partner Incoming invaice
Patiert Score SPARG fiemoxs
Patiert Soziaimedizin
Patient Verlangerungen
Patiert Visitenveriauf
Sales Partner Documert
Sales Partner Invoice
Sales Partner Report
WF-Protololl Protokell_PDF w
< >

All configured W-Document types and module-spanning document types will be
listed in the Existing document types area.

Use the Assign button to assign to a selected template the selected document types
from the Existing document types area. They will be displayed in the Assigned
document types area.

Use the Remove button to undo the document type assignment to a template.

Templates for Document Type

All W-Document types and module-spanning document types are listed in the
Document types area on the Templates for document type tab. Use the checkbox
Without template to limit the list to document types to which no template is
assigned.
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‘W-template administration
Document types fortemplate | Users fortemplate | Templates for application | Templates for documert type | Templates for user
Document types
Cabinet Document type | Clw/o templates
Patient Score Endoprothetik
Patient Score FFbH-R
Patiert Score MMST
Patient Score SPARG
Patiert Sozialmedizin
Patient Verangerungen
Patient Visitenverdauf
Sales Partner Document
Sales Partner Incoming invoice
Sales Partner Invaice
Sales Partner Report
WF-Protokoll Protokcll_PDF ©
< >
existing templates assigned templates
Namespace Aias Assign Namespace Alias
2bereich Incoming invoice
2bereich Invoice s
2bereich Report
Buchhaltung Ausgangsrechnung
Entwicklung Lastenheft
Tabelle Tabelle
Vertrieb Angebot
Verwaltung Brief
global DOCX Document
global Text document

All available templates will be listed in the Existing templates area.

Use the Assign button to assign to a selected document type the selected templates
from the Existing templates area. They will be listed in the Assigned templates area.

Use the Remove button to undo the template assignment to a document type.

Assigning a Windows Template to an Application

enaio®

You can either assign an application and a viewer to Windows templates directly in
the configuration dialog (see 'Setting Up a Windows Application') or on the
Templates for application tab.

If you do not assign any application to a template, the application will start using
the registered file extension of the template. If you do not select any viewer, the
application will be used as viewer by default.

On the tab in the Applications area you can find a list of applications set up. Use
the checkbox Without template to limit the list to applications to which no
template is assigned.
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‘W-template administration n
Document types fortemplate | Users fortemplate | Templates for application | Templates for documert type | Templates for user
Applications
Name Executable program Directory path New
Adobe Reader AcroRd32.exe C:\Programme’\Adobe\Reader 9.0\Reader
Microsoft Word 2.. WINWORD.EXE C:\Programme'\Microsoft Office\Office 12 Chiange
Notepad notepad.exe CAWINDOWS
Tabellankalkulation EXCEL EXE C-\Programme\Microsoft Office’\Office12 Delste

[[Jw/o templates

Existing templates Assigned templates
Namespace Alias File extension Assign Namespace AMias File extension
2bereich Invoice docx 2 bereich Incoming invoice
Zberdich Report docx fiemoxs
Buchhaltung Ausgangsrechn...  docx
Entwicklung Lastenheft docx
Tabellz Tabele LY
Vertrieb Angebot docx
Verwaltung Brief docx
global DOCX Document  docx
global Ted documert i [ #ppication
[[] Viewer

The Existing templates section lists all templates that have been set up and the
Assigned templates section lists all templates that are assigned to the selected
application as Application or as Viewer.

Use the Assign button to assign to a selected application the selected templates from
the Existing templates area as Application or as Viewer. They will be listed in the
Assigned templates area.

Use the Remove button to undo the template assignment to an application.

The assignments are automatically saved in the database.

Assigning Windows Templates to Users

enaio®

You assign Windows templates to user groups or individual users on the Users for
template or on the Templates for users tab.

The assignments are automatically saved in the database.

The Users for Template Tab

All available templates will be listed in the Templates area of the Users for template
tab.
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Document types fortemplate | Users fortemplate | Templates for application | Templates for documert type | Templates for user

Area ¥ GLOBAL v Hide deactivated users
Templates
¥ & MNamespace Alias File name
T 2bereich Incoming invoice
2bereich Invaice INVIOICE docx
2 bereich Report Report docx
Buchhaltung Ausgangsrechnung Rechnung.docx
Ertwicklung Lastenheft Lastenheft docx
T Tabele Tabelle
T Vertrieb Angsbot Angebot docx
Verwaliung Brief Brief docx
global DOCX Document Testdokument 01.docx
global Text document fictional english names b
Existing groups / users Assigned groups / users
Name Description Assign Name Description
& ADmin I company Testgruppe fiir Schrank ..
& GFUPPE DAU DAU Remave & ENTWICKLUNG
&.pms Projektmanager & FnancE
& PFOWERUSER Foweniser {5 MANAGEMENT
& MARKETING
& saEs
& sTANDARD
& suprORT
MGrowps & TESTER
[Juser & WEBUSER Nutzer des 05 WebClisnt

Either all available groups, users or both will be listed in the Existing groups/users
and Assigned groups/users areas.

Use the Assign button to assign to a selected template the selected groups and users
from the Existing groups/users area. They will be shown in the Assigned

groups/users area.

Use the Remove button to undo the template assignment to groups and users.

The Templates for User Tab
Either all available groups, users or both will be listed in the Groups/users on the

Templates for users tab.

YW-template administration

Area:

Diocument types for template Users for template  Templates for application  Templates for document type | Templates for user

&7 GLOBAL -

Hide deactivated users

 Groups / users

Name

& | ¥ Groups

&a

I COMPANY

O ENTWICKLUNG
& FINANCE

& GFUFFE DaU
& MANAGEMENT
& MARKETING
P

I POWERLISER
i 58LFs

User

& 5TANDARD
40 I

~ Esisting templates

Aliaz

Irwoice

Report
Ausgangsrechnung
Lastenheft

Namespace
2 bereich

2 bereich
Buchhaltung
Entwicklung
Tabelle
Vertrieb
Wenwaltung
global

global

Tabelle

Angebot

Brief

DOC Document
Text document

Asgsign
Remave

 Assigned templates

Alias
Incaming invaice

Mamespace
2 hereich

0K

Help -
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All available templates will be listed in the Existing templates area.

Use the Assign button to assign to a selected user or a selected group the selected
templates from the Existing templates area. They will be listed in the Assigned
templates area.

Use the Remove button to undo the template assignment to groups and users.

Modifying Windows Templates

enaio®

Click the Set up W-module item in the Configuration menu to open the W-
template administration in which you will find all templates set up in the Template
area on the Document types for template tab. Use checkboxes to restrict the list to
templates Without application, templates Without document types, and templates
Without users/groups.

‘W-template administration “
Document types for template | Users fortemplate | Templates for application | Templates for document type | Templates for user
Template
¥ & Namespace Hlias File name Open
2 bereich [ —
Zbereich Invoice INVOICE docx How
2bereich Report Report docx
Buchhaliung Ausgangsrechnung Rechnung docx Cimag
Entwicklung Lastenheft Lastenheft docx.
i Tabelle Tabele Zo-i
D Vertrieb Angebot Angebot.docx
Verwaltung Bref Bref docx Export
global DOCX Document Testdokumert 01.docx
global Text document fictional english names bd Import
[ without application
] without document types
[] Without users / groups
Exsting document types Assigned documert types
Cabinet Documert type R Assign Cabinet Document type
Patient Score MMST Sales Partner Incoming invoice
Patiert Score SPARG fiemoxe
Patient Soziaimedizin
Patient Verlangerungen
Patiert Visitenveriauf
Sales Partner Documert
Sales Partner Invaice
Sales Partner Report
WF-Protololl Protokoll_PDF w
< >

Templates can be flagged with the following icons:

T The template file has been opened for editing and has not yet been closed.
Using the Edit template dialog, reassign the edited template file.

Either no template file has yet been specified for the template or the assigned
template file is not available in the templates directory. Using the Edit template
dialog, specify a template file.

You can perform the following operations on selected templates:

Open - The template file will be opened in the specified application and can be
modified. In the list, the template will be marked with a yellow lock. Having
modified the template file, save it to any location and open the Edit template dialog
in order to reassign it to the template. The yellow lock with then disappear.

Change — The Edit template dialog will open in which you can change the template
settings.
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enaio®

Delete — The selected template will be removed from the template administration.
If document types are assigned, you must firstly remove the assignment.

Export — The configuration of the W-template administration can be exported. Use
the export dialog to specify in detail which settings from the W-template
administration settings are to be exported. Export files will be saved in XML
format.

Import — A configuration file of the W-template administration can be imported.
Assignments will only be imported if the name as well as the internal name of a W-
Document type in the export file corresponds exactly to the W-Document type in
the import system.

Changes are automatically saved in the database. If you delete templates from the
template administration, the template files in the \etc\Templates template
directory will not be deleted.
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Configuration of the Archive Print

Introduction to the Archive Print

A user can place W-Documents as image documents into the archive with the
enaio® printer.

Printer drivers for black and white printing and for color printing can be installed
optionally during the installation of enaio® client.

The printer driver for black and white printing creates a black and white image
from a W-File in TIFF G4 format or a PDF file. The printer driver for color printing
creates a color image in JPEG format or a PDF file. PDF files created in this way are
images integrated into the PDF format.

For black and white printing, you can provide the user with background images
that they can integrate. These background images must be available as black and
white bitmaps in TIFF G4 format and have the same size as the document pages.

When a user uses the printer driver to save a W-Document to the archive as an
image document, he must specify the location, choose the document type and
index the document.

Archive Print Formats

enaio®

The archive print dialog allows you to select the format for black and white as well
as for color prints.

Open the dialog by selecting the Set up archive print item from the Configuration
menu.

Set up Archive Print H
File AS-printer documents in POF farmat
File AS-colar printer documents in PDF farmat
W allpaper bitmaps
File:
Alias:
E;rfposed (O1stpage () Following pages (@) all pages
+ 1
Angchreiben C:h . ASchreiben tif 1.Page
Anschreiben C:A ASchreiben tif Fallowing
Auftragebest. C:h . Nawftragsbest tif 1.Page
Auftragsbest. C:A N\Auftragsbest tif Fallowing

Select File AS-printer documents in PDF format to create a black and white copy of
the document in PDF format.
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Select File AS-color printer documents in PDF format to create a color copy of the
document in PDF format.

Having selected the PDF format, the user can open a confirmation dialog available
in his settings menu in enaio® client and, instead of PDF, select TIFF G4 for black-
and-white prints and JPEG for color prints with the AS printer before printing. If
you want to enable users to select these options in the confirmation dialog, add the
following entry in the [ASPRINT] section of the as.cfg file of the etc directory:

DDOCFORMAT=1
PDOCFORMAT=1

Using PDF format, the user can assign the document to a W document type or a
module-spanning document type. If you want to make image document types
available to users, add the following entry in the [ASPRINT] of the as.cfg file of the
etc directory:

PDFForinternView=1

For black and white printing with enaio® printer the user will only be proposed D
document types or, respectively, P document types for color printing.

Integrating Background Images

Follow these work items to integrate background images for black and white
printing:

1. Open the Configuration menu and select the Set up archive print item.
The archive print dialog will open for setup.

Set up Archive Print H

File 45-printer documents in PDF format
File &5-zolor printer documetts in POF format

‘wallpaper bitmaps

File:

Aliaz:
For[qposed (Oistpage () Following pages ® al pages

4+ t

Anschreiben C:A ASchreiben tif 1.Page
Angchreiben C:h . ASchreiben tif Fallowing
Auftragsbest. C:A . NAuftragsbest tif 1.Page
Auftragebest. C:h . NAuftragsbest tif Fallowing

Cancel

2. Use the file selection dialog to enter a file into the File field, which will be
integrated as a background.

The file must be available in TIFF G4 format and have the same size as the
document pages. The file must be accessible to all users at the specified
location.

3. Inthe Alias field enter an alias, which users can use to select a
background.
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4. Define whether the file is to be used as the background for the 1st page,
the Following pages or All pages.

5. Transfer the entries to the list with the arrow buttons.
6. Confirm your entries with OK.

You can delete a background image by selecting it in the list and transferring it out
of the list with the arrow button.

Background images are only available for black and white printing by use of
enaio® printer.
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Configuring the XML Module

Introduction to the XML Module

The XML module is used to administer XML data in the archive. XML data are
displayed in a browser using corresponding style sheets.

To each XML document type you can assign any number of style sheets. One of
these must be defined as the default style sheet. When opening an XML document,
the default style sheet is used for display in enaio® client. You can choose a different
style sheet from the list of assigned style sheets.

The Microsoft XML Parser 4.0 or higher is used. The library required for this
purpose is saved to the system directory and registered when enaio® is installed.
Internet Explorer must also be installed at the workstation.

In order to define that the XML module is not available for module-spanning
document types, add the following entry to the \etc\as.cfg configuration file of
the data directory:

[SYSTEM]
XMLOBJECTMENUMODE=1

Style Sheet Administration

enaio®

Style sheets are assigned to document types by adding entries in the as. cfgfile.

The as_cfg file is found in the directory \etc of the data directory. You can edit
the file with any editor.

Style sheets also require the object type of a document type. Either use enaio®
editor or the Object information in enaio® client to determine the object type.

Add the section [XML] to the as.cfg configuration file, indicate the object types
and assign style sheets to them. The sequence of the entries in the section is not
important.

Example:

[XML]
objekt(458752)=Tabelle,Grafik
Tabel le=tabelle.xsl ;html
Grafik=grafik.xsl;svg
default(458752)=CGrafik

Use the object type to indicate a document type and, as shown in the second line of
the example above, assign all style sheets to it.
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Enter the file name of each style sheet in a separate line. Indicate the file type of the
output file, separated by semicolon, behind the file name. All style sheets are to be
saved to the \etc\templates directory of the data directory.

You can optionally indicate a default style sheet for each object type in a separate
line.
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The Electronic Signature

Introduction to the Electronic Signature

OPTIMAL SYSTEMS GmbH has issued a manufacturer declaration, declaring the
enaio® signature module to be a signature component which allows you to provide
data for the creation or validation process of qualified digital signatures and to
verify qualified electronic signatures or qualified certificates and to show the results
of these examinations, meeting all requirements of the signature law and the
signature decree.

Make sure that in Adobe Reader under Edit > Preferences > Internet the option
Show PDF in browser is activated at each workstation where documents are signed.
If this option is disabled, the signature module will not open.

Different signature modules are available: Mentana, SecSigner, and Governikus.

Functionality:

Mentana SecSigner Governikus

Image module Internal signature of External signature Internal signature of
a PDF a PDF

Windows External signature if  External signature External signature if

module not already present not already present as
as PDF PDF

Video module No signature No signature No signature

E-mail External signature External signature External signature

module

XML module  External signature External signature No signature

Container No signature No signature No signature
module

Sign several Yes no Yes
documents as

batch in

succession

Do not switch from one digital signature module to another as this will cause
errors. Please contact Consulting if you need to switch the signature module.

A password prompt may appear when documents are opened in signature mode for
Mentana. For this, enter the following in the as.cfg file in the \etc directory of the
data directory:
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[Signature]

PwdForSigning=1

Mentana

An electronic signature including the information on the signature type can be
appended to documents in PDF format.

Image documents that are not available as PDFs will be converted into PDF and
signed by the features provided by Acrobat Reader. W-Documents which are not in
PDF format, are signed using an external signature.

External signatures can also be appended to e-mail documents and XML
documents.

For electronically signing of image documents, signature types are set up. When
signing, users can then select a signature type from a list. The electronic signature is
appended by the signature feature provided by the Acrobat Reader. The Acrobat
Reader version 6 or greater is at least required.

When appending external signatures to W-Documents, e-mail documents and
XML documents, the user does not need to choose a signature type.

If a card-reading device for digital signatures is installed at the workstation, the user
needs a signature card and must enter a PIN.

The license key 'DIS' is additionally required at the workstation.

On 1 July 2008 the validity of the hash algorithm SHA-1 expired. Since enaio®
Version 6.0 SPI all required components are updated automatically by the enaio®
setup; the latest version of the Mentana certificate manager must be manually
installed. The certificate manager must be obtained directly from Mentana.

According to the used hash algorithm, the HashAlgo entry in the [Signature]
section in the as.cfg file of the \etc directory must be altered. The entry is preset
with '1" and allows hash values with SHA-256. Changing the entry can generate
hash values with SHA-386 ('2") or SHA-512 ('3"). The appended numbers indicate
the length of the hash value, respectively. If required, enable the previously used
hash algorithm SHA-1 by setting the HashAlgo value to '-1' or '0".

Archived documents cannot be signed. External signatures are only archived during
archiving if document histories are created and archived. You can specify this in
enaio® editor.

Users can print a signature at verification. The style sheet
\clients\client32\verify._xsl is used for the print.

SecSigner

With SecSigner, only external signatures are created. For this purpose, image
documents are converted into PDF files, but other document types are not
converted.

For external signatures, signature types are not available.
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SecSigner requires appropriate soft- and hardware. These must be installed
according to the manufacturer's instructions. Additionally, you must indicate the
path to the SecSigner installation directory using the 'Path' environment variable.

Both for signing and verification, the external SecSigner components will be run.

The license key 'DIS' is additionally required at the workstation.

Archived documents cannot be signed. External signatures are only archived during
archiving if document histories are created and archived. You can specify this in
enaio® editor.

To use SecSigner, open the Electronic signature configuration dialog and integrate
the signature module 'SecCommerce SecSigner.' Further information is not
necessary.

Governikus Signer Integration Edition

Governikus creates external signatures. Image documents are integrated into a PDF
and signed internally like existing PDF documents. A signature type can be assigned
to internally signed documents.

XML documents, container documents, and film documents are not signed.

You need the appropriate software and hardware for the Governikus Signer
Integration Edition. These must be installed according to the manufacturer's
instructions. Governikus Signer must be started before a signature.

External Governikus components are used both for the signature and for
verification.

The license key 'DIS' is additionally required at the workstation.

Archived documents cannot be signed. External signatures are only archived during
archiving if document histories are created and archived. You can specify this in
enaio® editor.

For Governikus, use the Electronic signature configuration dialog to integrate the
'‘Governikus' signature module. You can create signature types with signature text.

You can specify in the configuration file GovernikusConfig.xml in the etc
directory of the data directory how many files a user must have viewed so that a
signature is possible. 2% is preset. You can change this value.

Configuration of Signature Types

You create signature types for the 'Mentana' signature module using the Electronic
signature toolbar or using the Electronic signature item in the Configuration menu.

The Electronic signature configuration dialog will open in which you can
enter the signature module and create and edit signature types.

1. Select the signature module by Mentana GmbH.
You can create New signature types, delete or change them.
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Signature module

| Mentana

Signature type

| Acknowledgement

Signature text

The signing parties confirm to have acknowledged the document.

Filter for the issuer of the certificate

Timestamp server

Allowed use of certificates
() Licensed [“ballpoint pen']
() Digital signature ["pencil”]

(®) Eoth

Yerification mode

To create a new signature type, enter a Name with a maximum of 100
characters in the New signature text dialog and enter the Signature text. The
maximum length of a signature text is equal to the maximum length of a field
in your database. You can enter a line break in the field by pressing Ctrl+Enter.

Signature text

2. Confirm with OK to save the signature type.

Depending on the qualification of the signature, it may be necessary to integrate a
timestamp server which is used to synchronize a signature's time stamp. The URL
of the timestamp server is to be entered into the respective field.
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If multiple certificates from different certificate providers are accessible, you can
activate a filter for users in enaio® client. By entering text, only the certificates of
those providers whose names are part of the entered text will be displayed in enaio®
client.

What is more, you can decide whether to show certificates for which the valid
properties Licensed (‘ballpoint pen'), Digital signature (‘pencil’) or Both is selected.

There are the following options for the verification mode:

§ CSP

Certificate Status Protocol
§ OCSP

Online Certificate Status Protocol
§ LDAP

Indicate the path to the directory service when selecting this protocol.
§ HTTP
Indicate the path to the directory service when selecting this protocol.

Indicate just the signature type and signature text with no information about
certificates for Governikus Signer Integration Edition.
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Administration of enalo® client

Introduction to enaio® client Administration

Some settings in OS|Client cannot be modified by users and must be configured by
an administrator. In addition to the settings on the 'Start’ tab that are defined in
enaio® administrator (see "Start' Tab"), administrators can adjust configuration
files and, if necessary, distribute them to the users.

Start Parameters for enaio® client

The following parameters can be specified when starting enaio® client:

-uid User name

-user For user names with spaces: value in quotation marks, mask with
guotation marks

-pwd Password

-password  For passwords with spaces: value in quotation marks, mask with
quotation marks

-srv Server#Port

-n No startup screen
-i Register
Example:

ax.exe -uid user -password " My PW" -srv osserver#4040 -n

In order to register under Microsoft Windows Vista, the logged in user needs
administrative rights. In addition, the User Account Control must be disabled.

Information Page in enaio® client

enaio®

An information page in German, English, and French is available. It is displayed by
default after the client starts up, and it is shown in the content and display preview
if no hit list or index data form of an object is open. The respective language version
of the information page is displayed according to the language setting in

enaio® client.

The files os_defaultinfo.htm, os_defaultinfo_en.htm,, and
os_defaultinfo_fr.htm can be found in the directory .\clients\client32.

The information pages can be individualized. To do so, create separate pages and
replace the files in the directory .\clients\client32.
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Search Area

A query in enaio® client is done via the current version of the objects’ index data. If
object types are configured in enaio® editor in such a way that different index data
versions are saved, the user can extend the search to all versions. To do so, press
and hold Shift when you start the query.

This feature is not available for searches against basic parameters, multiple fields,
tables, the full text and for combined searches.

You can enable this feature with an entry in the configuration file as.cfg in the
directory \etc of the data directory:

[SYSTEM]
QUERYALL INDEXDATAVERS 10NS=1

Value '0' turns the extension of the search area off.

This feature is available only in enaio® client, it cannot be used in enaio® web-client
and with interfaces. The feature is not described in the enaio® client handbook.

Due to the memory- and processor-intensive access to the database, a significantly
higher scaling of the system might be necessary.

Before extending the search area, please consider the following:

§ An index from the osguid column in the osobjhist table should be
created.

Example: create index osobjhist_osguid on osobjhist(osguid)

§ Inall shadow tables of all objects in which the index data history is
maintained (e.g. root4s, object6s, ...) an index at the osguid column
should be created.

8 Similar to the search fields in the project-specific tables (e.g. root4,
object6), the fields which users will search for in the index data history
(e.g. rootds, object6s, ...) should be indexed as well.

By doing so, the size of the respective tables changes significantly and thus the
requirements for backup and hardware equipment so adjustments need to be
made where necessary.

§ The respective database settings for indexing cannot be made in enaio®
editor.

8 Creating indexes affects all writing operations of index data sets which
can cause longer processing times when performing mass imports. In
enaio® client, the performance of writing operations is not affected
considerably.

Default search

Users have many options for searching for objects in enaio® client. The default
search is a search for object-type-specific index data forms and a full-text search.
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If users and user groups should only be able to search using saved queries, the
default search can be switched off for the users and user groups concerned using
the 'Run default search’ system role.

Then all object types are not shown in the Object search area and all corresponding
functions are hidden on the START tab in enaio® client.

Display of OS Files

enaio®

OS files, i.e. references to documents managed in enaio® are opened via the
AxOutlookPreview.exe display module.

The display module is automatically installed with enaio® client into the
directory..\clients\client32 and registered by enaio®-Setup. enaio® client is
then used as a default application for showing OS files. This way, OS files will
always be opened with enaio® client.

If more than one enaio® client application are installed on the same workstation,
the most recently installed application is used to open OS files.

The display module enables you to determine the applications used to display
documents managed in enaio®.

There are the following options:

§ Default programs

Documents will be opened with the default programs that were configured on
the workstation for the respective file extensions. For example, MS Office Word
will open DOC and DOCX files, and MS Office PowerPoint will open PPT files.

§ enaio® client
Documents will be opened in enaio® client.
§ enaio® webclient
Documents will be opened in enaio® webclient.
§ enaio® documentviewer
Documents will be opened in enaio® documentviewer.

The respective applications for document display can be specified in the
configuration file AxoutlookPreview.exe.config. This file can also be found in
the directory .\clients\client32 and can be edited with any editor.

In the appsettings section the following parameters are available:

Parameters Values Function
Mode O=default programs Only one mode can be set
1=enaio® client up. If no mode is set, enaio®
documents will be opened in

2=enaio® webclient . )
enaio® client.

Depending on the mode,
further parameters can be

4=enaio® documentviewer
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necessary.

ClientPath

Program path to enaio®
client

For mode 1;

The application path to
enaio® client must be
indicated if the ax.exe and
AxQutlookPreview.exe
files are not located in the
same directory.

ContentViewerMode

0=documents and index
data

1=documents
2=index data

For mode 4;

You define which
information is displayed in
enaio® documentviewer.

OsEcmWebClientBaseUrl

Home URL for enaio®
webclient

For mode 2;

This URL is opened by the
default browser.

Example:
http://www.optimal-
systems.de/documentviewer/
app/viewer

DocumentViewerBaseUrl

Service endpoint of
DocumentViewer

The URL must not be
indicated for use in the
production system as it is
read from the client registry
file. You can, however,
indicate the URL for mode 4
for redirecting by

enaio® documentviewer, e.g.
for test purposes.

This URL to

enaio® documentviewer is
opened by the default
browser.

Server

IP of enaio® server

For mode 0:
IP address of enaio® server

Port

port of enaio® server

For mode 0:
port of enaio® server

User

Name of the user who can
log in to enaio® server.

For mode 0;

User name of an enaio® user
who has respective rights.

Password

User password

For mode 0:
enaio® user password

As for enaio® documentviewer, it is not necessary to indicate the service endpoint
of enaio® webservice for use in the production system because it is read from the

Page 127



enaio® Administration OS Files and Annotations on Layers

client registry file. You can, however, indicate the URL in the
system.serviceModel section for mode 0 to redirect enaio® webservice, e.g. for
test purposes.

Example:

<client>
<endpoint address="<Server-I1P>:<Port>/osws/services/EcmWsMtom"
binding="basicHttpBinding"
bindingConfiguration="EcmWsMtomSoapServiceSoapBinding"
contract="WebService.OsecmWsPortType"
name=""EcmWsMtomSoapBinding" />
</client>

Changes to service endpoints are not automatically transferred to the client registry
file. To synchronize the client registry file with the values of the server registry file,
perform an update of the client installation either with the enaio® setup, or
synchronize both registry files with the tool
0S.UpdatelLocalServiceRegistry.vbs from the directory
.\clients\client32\samples. In systems with multiple servers the registry
entries are transferred by the server with the highest probability of connection, or, if
the probability of connection is less than 50% for all servers, they are transferred by
the server in the last line of the [SERVERS] section in the asinit.cfg file of the
client.

Moreover, the display module AxOutlookPreview.exe can be deployed for
integrating the preview files into e-mails (see 'Integration in Microsoft Outlook").

For more information about enaio® documentviewer and enaio® contentviewer,
refer to the sections 'enaio® documentviewer' and 'enaio® contentviewer' in the
'Viewing Services' chapter.

The logging of axoutlookpreview.exe is also set up
viaaxoutlookpreview.exe.config.

OS Files and Annotations on Layers

enaio®

References to image documents from e-mail programs that open the image
document in enaio® client, for example, can call up the layer administration when
the image is displayed so that users can immediately create annotations.

A new dynamic, public layer is created and an annotation tool can be preselected.

The following entries in the as.cfg file in the etc directory of the data directory
are required for this:

[SYSTEM]
AUTOCREATEANNOTAT ION=1
AUTODEFANNOBJ=n

The entry '"AUTODEFANNOB)" is optional for an annotation tool:

Value | Tool
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No preselection (default)

Freehand line

Text

Filled rectangle

Rectangle

Arrow

Ruler

Line

Highlighter

Ol N|O| Al | W|DN| L[| O

Note

=
o

Stamp

11

Link

OS Files and Annotations on Layers

The user requires the appropriate rights to dynamically public layers.

If no annotations are created, the layer is not saved when closed. If users wish to
create a different type of layer, they must close and re-open the layer
administration.

enaio®
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Archiving

Introduction to Archiving

Archive

enaio®

Audit-proof archiving is one of the most important administrative tasks.

Audit-proof archiving is configured as an automatic action in enaio®. After
configuration, automatic actions can automatically be run at regular intervals. This
will reduce the administrative effort required after configuration.

The interaction of all corresponding factors is essential in order to guarantee that
archiving duly meets the legal requirements. This just as much includes the
procedures to be applied as the hardware deployed or the various software
components.

It is recommended to have all aspects coming into question be regulated and
evidenced by process documentation That is created by the liable operator. If
required, OPTIMAL SYSTEMS can provide project support in this matter.

For all compliance storage solutions certified by OPTIMAL SYSTEMS enaio®
provides archiving processes that fulfill legal requirements. Correct archiving of
documents and physical retention periods are subject to restrictions of the storage
system in use. If, for example, a compliance storage system is able to manage
retention periods only until 2038, such a restriction cannot be compensated by an
archiving software solution like enaio®.

To guarantee simple configuration and secure operation, enaio® provides tools and
means for different certified archive storage systems. Nevertheless, keep in mind to
follow the configuration steps described in the respective interface manuals.

It is therefore recommended to coordinate, realize, document, and test the
planning of retention periods, the selection of an archive storage system and its
configuration, the configuration of retention periods as well as necessary archive
storage system settings in enaio®, and the correct configuration and execution of
archiving processes with our consulting department.

Audit-proof archiving is set up as an automatic action (see ‘'Introduction to
Automatic Actions'). The action 'Archiving' accesses the settings which you have
configured in enaio® enterprise-manager. During configuration you have to specify
which enaio® server archives which documents on which media.

Perform the following settings before configuring the automatic action 'Archive:'

§ Register the library axacarch.dllwith the system (see "Additions Tab").
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§ Open the media administration in enaio® enterprise-manager and
indicate the paths to media, set up media sets, assign media to media
sets, and assign media sets to document types.

§ Furthermore define archiving options and configure the integrity checks
in enaio® enterprise-manager.

Changes to media and archiving settings in enaio® enterprise-manager will usually
apply after server restart.

All archiving processes will be logged. This log can be used to verify if archiving
processes were successful.

If an e-mail server is available, the administrator can automatically be notified
about complete archiving processes by e-mail.

Before archiving, the integrity of the documents to be archived can be verified by
performing a hash check (see Validating Document Integrity").

Integration of Virtual Archives: iTernity/Centera/iXOS
An iTernity, Centera or iXOS system available in the network can also be used for
archiving.

If so, create a virtual archive for the connection, set up a media set and assign
document types to this media set for the available solution.

Media and paths to the media are not configured.

In the manner of archiving with enaio® server, the archiving process itself is carried
out as an automatic action.

The following constraints apply:

8 The archiving options in enaio® enterprise-manager regarding the media
and space management are not taken into account. enaio® server simply
transfers the documents to the integrated system.

The integration of virtual archives requires an additional license key.

For NetApp and GRAU DATA, you set up media and media sets as with internal
media management.

Retention periods

For documents enaio® manages two types of information in terms of retention
periods: the retention period and the scheduled retention period. If this
information is available for a document, it can be viewed in the Object information
in enaio® client.

The retention period is set in the course of archiving with iTernity, Centera or
NetApp system. In doing so, the scheduled retention period is entered as retention
period. If no scheduled retention period is indicated, the retention period is
determined according to the specified retention days. Using iTernity or Centera,
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retention days are specified when configuring the virtual archive drivers, and when
using NetApp during the configuration of the media paths.

The planned retention period is assigned via scripts. It can be indicated and
changed for archived as well as not yet archived documents. An evaluation is also
possible via scripts and the COM interface.

The retention period of documents in Centera archives cannot be changed, the
retention period of documents that are filed in a NetAPP, GRAU DATA Archive or
iTernity archive can be changed by using the automatic action 'Edit retention
period'.

Please note that, if retention periods extend beyond 2038, NetApp archives may be
prone to the year 2038 problem. To avoid this problem, select the appropriate
option in the server properties (see ‘Archiving’).

Media Management in enaio® enterprise-manager

If the archiving is performed with a server or a server group, you must indicate the
paths to the media on which the documents can be archived.

Within a server group, one server must be designated as the group control server.
This server will be then used to query and modify media data.

The family control server of only one available server group is by default designated
as the group control server. If there is a second server group, open the context
menu of the intended server and designate it as the group control server with the
item All tasks > Set group control server.

Media sets must be created and set up. Media sets are assigned to media on which
archiving is done and the document types, which are archived on the assigned
media.

It is not necessary to assign document types to a media set for a server or a server
group because other servers/server groups that are configured as main servers can
archive the document types, given that the document type assignment has been set
up. Auxiliary servers only ever archive their own documents (see 'Archiving

options").
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Paths to media

Archive

If you select Paths to media in the console root, the paths already set up to media
are listed. If there are no entries, click the Refresh button to update the list.

All media found at the selected path will also be listed.
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| Change

You can filter the list of media according to:
§ mediaentered in the database

The list will only offer media found at the selected path which have already
been configured.

§ media not entered in the database

The list will only offer media found at the selected path which have not yet been
configured.

Set up a new path via the New button.

Path name: I

Alias: I
¥ Removable medium [e.g. WORM)
[~ Flag as read-only

[~ Setlast access time

Fietention [days): ID

o]

Enter a path name and an alias. Multiple aliases of a path allow you to set up
archiving processes with different retention periods to the same path.

Make sure that no other enaio® server archives into this area.

If you are working with removable media, select the respective option.
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You can activate the property Read-only for all files that are filed to this path. The
property may be required by other systems that you are working with, e.g.
hierarchical storage management systems. This function requires a license key.

A retention period (in days) is necessary for the use of GRAU DATA and NetApp
storage solutions. NetApp must be configured for the administration of retention
periods.

Activate the property Set last access time for all paths which lead to GRAU DATA
and NetApp storage media.

You can only delete paths to media if neither media nor document types are
configured for them.

Media Sets

If you select Media sets in the console root, media sets already set up are shown. If
there are no entries, click the Refresh button to update the list.
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Delete

Media sets are set up using the New button in the Media sets area.

You can choose whether to create a media set for internal media management using
enaio® server or a media set for a virtual archive (see below).

Select the type of the media zet

' |nternal media management

7 Virtual archive

ak I Cancel |

For internal media management, the following dialog will open:
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= Media set EX|
Name |get2

Alias |get2

Cluster zize: 0

Iv Specify template and name of the medium

Template and media size

Media size (MB) | < automatic j
Prefix Sufix Path
b air rnediurm | | | ﬂ
Mirrored mediurm | | | ﬂ
oK | Cancel |

Enter a Name and optionally an Alias, and the Cluster size.

When archiving via a hard disk system or XenTERA, you can specify a Template for
the media name. Media are thus not need to be set up.

To define the template, select the Media size and enter the Path. The Main medium
path just needs to be selected from the list which offers all already configured paths
to media. Do not select a path to a Mirrored medium if you do not want mirrored
media to be created.

Both media are named with a serial decimal number starting from 0001. You can
specify a prefix and a suffix for the name.

Make sure that media names as well as environments with differing paths to media
and several archiving server are unique throughout the entire system.

Media Sets for Virtual Archives

If you want to use a virtual archive as archiving location, you must set up a media
set for it.

| Media set “

RES

Alias: |
Wirtual archive: |

=
(u] | Cancel |

To do so, enter a Name and optionally an Alias, then choose the virtual archive
which has been set up.

The virtual archive is set up in the area Media management > Virtual archives.
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i@ File Action View Favorites Window Help

Archive

ez pE e B =

(23 Console Root
4 ". Enterprise Manager
4 @ OSECM - System
4 s Server groups
4 Ty dokuteam&10
b ¥ Application server
4 43 Management
4 2 Medis administration
4 Paths to media
(31 Media sets
) Media
1%, Connections to media

3 Virtual archives

& i+ Administration

Clalx]
Refresh | [ refresh at connection
Alias | Drivers| Setr.. | Lastgenerated | Params
MeinServer  OXV.. 2 745 winzek #1+UCR200mIVRIridacw3narS dgapeSsrc
Tivoli Star...  0xv.. 3 1624 nodename=dms:hosthame=10.1.4.117 filespacenam
05Doku Oxv.. 0 1934 1oot:#xIpIH O vjua2Csb9ZE 51w kd29 drixBui< geyl

Mew

Edit

Delete

>

Information

You need a license key to integrate virtual archives.

If you select a virtual archive that has already been set up, you get detailed
information about the virtual archive via the Information button.

You create a new virtual archive using the New button. First, you must select the

virtual archive type:

Select the wirtual server

Application server
iTemity storage

Certera storage

[0S storage

Tivoli storage

«
I
I
" Centera mulli storage
I
I
r

Dell D storage

[ o 1|

Cancel
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iTernity:
=] Virtual archive driver for iTernity “
General Multi iT ernity-head configuration
Alias: ’W r
W Compress d Path to the configuration fils (without ary assignment the cxvarcit ofg’ will be used)
¥ Ercrypt dat J
¥ Check after writing
Fistention 50 [Feneregom |
[ Use multi heads
Simple T ernity-head configuration
User. ’7
Password: ,7
Endpaint: |
Promy |
Prowy server ,7
0K Cancel

Insert in the Endpoint field the URL of the Web service through which you can
access iTernity.

The URL's structure is as follows:
http://<IP address>/iTernity/iTernity.asmx

Indicate https as the protocol if encrypted handover has been configured for
iTernity users.

Enter the URL in your browser to check the connection. If the Web service is
accessible, a page containing the documentation of the iTernity server will be
displayed.

It is possible to compress the data before saving and to encrypt them. To prevent
failures, you can have the data checked after storage by use of hash values in order
to determine transmission errors.

Documents can only be deleted once the retention period has expired.
If connections must be provided by a proxy server, indicate the server’s port.
Use multi heads

Set up a configuration in case you use a multi head system. The configuration will
be saved to the database and applies to all enaio® servers.

Different configurations for several enaio® servers must be set up in configuration
files. Every server will access the configuration file that is indicated here. For this
case, you thus need identically named configuration files which, in relation to
respective server, are accessible at the path entered. If you do not indicate any path
or file name, a configuration file named oxvarcit.cfg will be searched for in the
.\server directory of all servers. You create configuration files by exporting a
configuration.
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e Termiy
¥ Compress d
¥ Encrypt dat

¥ Check atter wiiting

Fistention 50

[¥ s multi heads

Simple T ernity-head configuration

User.
Password:

Endpaint: I
Promy I

Promy server

Muli iTernity-head canfiguration
I™ Use a configuration file

Path ta the configuration fils [withaut any assignment the oxvarcit. ofg' will be used)

| [.]

[-ga Berlin Add group
-y B
Remove aroup

Add iTemity

Remave iTernity

Edit

Move up
Fowve down

Import configuration

Export configuration

oK Cancel

Archive

You create at least one group and assign at least one head to the group with the Add

iTernity button:

Alias: IBl

Endpoint: Ihth:l:ﬂ<12?.0.0.1:=!|'I'err1ity,|’|‘l'ernity.asmx

User: I admin

T
Password: i

Proxy server: I

Proxy port: I o]

¥ read access

[V write access

Decide whether you want to use the head for read access, write access or both.

The head of the first group is always used for read-only access and balances the load
automatically. The head of the second group will attempt to access in case the head
of the first group is not available.

Write access always takes place in the order of the groups and the heads in the
groups. The server load is not balanced for write access.

You can save a configuration as a file using the Export configuration button.
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Centera storage
= | Centera storage H
Alias: |CenteraSt0rage
Fietention (days]: 330
Maw. embedded file 50
Cluster address: |VBSEWEI
Profile: |
Strategy : FRead |Failover j
Strategy : Wite |None j
Strateqy : Existence checll Failoer j
Strategy : Delete |N0ne j
’Tl Cancel |

Documents can only be deleted once the retention period has expired. The deadline
begins with the date of archiving.

The maximum size for the storage of files in the content description files is
indicated in KB. The value '0' deactivates the storage function. Files with a size up
to 100 KB can be stored. If 'single instance storage' is activated, the storage of
documents can have an impact on the system performance.

Enter the IP or the computer name as the Cluster address. Separate multiple
addresses by comma in Centera multi cluster environments.

Insert the path and the name of a Centera access profile file into the Profile field.
The path has to be entered relatively to the enaio® directory \server.

If more than one enaio® server is applied, the Centera access profile file has to be
copied to the respective directory of each enaio® server.

This file is needed to identify enaio® server as a user and to grant the necessary
rights.

Specify strategies for read and write access, the existence check and deletion. The
choice of the strategy depends on your Centera system.

8 Failover: If the action fails using the first address, it is repeated using the
next address.

8 Replication: The action will always be repeated using the following
cluster address.

8 None: The action is always exclusively executed using the first address.

Further information can be found in the section '"Multi cluster strategies' in the
Centera documentation '‘Programmer's guide'.

Page 139




enaio® Administration Archive

enaio®

These strategies set up the communication between enaio® server and Centera. The
strategies concerning failure safety and data security within a Centera system are
not dependent hereof.

Centera multi storage

Alias: IEenteraM ultiStorage

Rietention (days]: 330

Max, embedded file |5D

Cluster address 1: IVBSBWBI

Profile 1: |

Strategy : Read IFaiIover

Strategy : wiite I Mane

Strategy: Existence checl Failover

Strateqy : Delete INone

Cluster address 2: IVB-"-\S erver

Prafile 2: |

Strategy : Read INone

Strategy : white I Feplication

Strategy : Existence checl R eplic:ation

Strategy : Delete INone

,TI Cancel |

When using two Centera systems which are independent of each other choose the
virtual server Centera multi storage.

Alias, amount of retention days and maximum size for the storage of documents in
the content description files are equal for both Centera systems, but addresses,
profiles and strategies need to be entered separately for both systems.
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Alias:

Adrnin port: |4DBU
Server port: IB':IBD

Primary hostname: I

Secondary hostname: I

Log: Ihttp

Archive name: I

User I

Application: IU SECH

Ietc.-’cerl. pem

Certificate:

Priveate keyw IEle’key.pem

Authentication 1D: I

Seckey expiration: |3E;DD

Log path: I

APl Log path: Ilog\dsh.log
AP Log size [MB]:

&P Log level [ Entry [~ Debug

OK | Abbrechen |

Insert the communication data which enable the archiving with iXOS. Details can
be found in the iXOS documentation.

The paths to the files which contain the certificate and the private key can be
optionally entered relatively to the enaio® directory \server.

Storages

If you cannot automatically generate the media using templates for the media sets,
configure the media.

If you select Media in the console root, all accessible media are listed.

Media that a template has created automatically will also be listed here.

Mirrored media and unused media can be hidden.
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osecm_entmgr - [Console Root\Enterprise Manage\OSECM - System\Server groups\dokuteamé10\Mana.. —= &
i@ File Action View Favorites Window Help NEE
L Al ol RN 7 Mol
(23 Console Root i
2 13 Enterprise Mansger Refiesh | refresh at connection
4 @ OSECM - System [ hide unused media I~ hide mimored media
4 s Server groups
oy dufut;mm o[+ &[] Hame [ Media cider [ Media set | Mediasize | Clustersize | Fres [ | Us
 Ba Appli [E P Bal.. 2 rseins 0 i} 0 0
> B Application server = Digk1 meeing 0 [t} 0 o
M it
4w Management o dok.. 1 meeins 1200 0 ]
4 [ Media administration : e o o 0 o
8 Paths to media o we 1 Sett 1200 5 ]
3 Media sets

% Connections to media
3 Virtual archives
> &3 Administration

< >

New main medium | New miored medum |

Detemine sizs | Ordler |

Media can be set up as © Main media or as > Mirrored media and <2 assigned to
each other.

If a document cannot be found on the main medium, it will be then searched for on
the mirrored medium. Optionally and in case of failure, an e-mail is sent to the
administrator (see the 'Archiving Option' Send e-mail when archiving').

At storage, documents are first written to the main medium and then to the
mirrored medium. If a document cannot be saved to one or more media, the
document is not classified as archived and both media will be blocked. At renewed
archiving, a document will only be written to a medium if it is not found on it.

Media are assigned to a media set in which they can be sequenced, at the same time
defining the order in which they are written to.

It is possible to lock all main media that you do not want to use for further
archiving.

Click the button New main medium to open the New main medium dialog. From
the list of available media, select the medium you want to use as the main medium,
choose a media set, the cluster size and a media size. The size can be selected from
the list or inserted as a value in MB.

For removable media, you can choose Automatic as the size to automatically detect
the size.

E New main medium u
Media set: |Set'| ﬂ
Media size: ,W‘

Cluster size: 0
List of available media:
Media_| Path
wmpub A
<. >
Status
(+ Free ™ Locked

Cancel
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Click the button New mirrored medium to open the New mirrored medium dialog.
In this dialog, select a medium, enter a medium size and a cluster size and choose
the main medium to which the mirrored medium will be assigned.

Media size: |<aut0matisch> vI
Cluster size: IU

List of available media:

Main medium:; | tmp

Create | Cancel |

Media set: ISeH ;I

List of media azzigned to the set: Move up | Move down |

Medium |_Folder | Path |
trp 1 C:A

aK I Cancel | Apply |

It is possible to lock all main media that you do not want or no longer want to use
for archiving. The assigned mirrored medium is also automatically locked.

Use the Properties button to open the properties dialog of a medium and you can
lock a main medium.
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M amne: ItmD

Media set: I Setl
Media size: |1 200 ME worm vI

Cluster size: ID
Path type: IHard disk

— Space

Used: IlJ
Free: I'I 200

D etermine |

— Status

* Free " Locked

— Azszighment

Mirrored mediurm

Unazzign |

=l

| Cancel |

Archive

If you lock a main medium, the assigned mirrored medium will be automatically
locked as well. Mirrored media cannot be locked through the properties dialog.

Assignments between main and mirrored media can be undone and set up anew.

Connection to Media

Document types are assigned to media sets as their documents will be stored on the

media of the set.

If you select Connection to media in the console root, the document types will be
listed. Existing assignments to media sets will be displayed.

i@ File Action View Favorites Window Help

Y

(23 Censole Root
4 (B Enterprise Manager
4 @ OSECM - System
4 s Server groups
4 Py dokuteam610
b #g Application server
4 4} Management
4 [ Media administration
4 Paths to media
(31 Media sets
) Media
3 Virtual archives
& i+ Administration

Refiesh | refresh at connection
Mediaset:  |Set2]Set2 ~|
[ hide references [ hide unassigned document types
Document types in cabinet: Properties Assigh | Unassign |
| Cabinet | Document .. | Setl Auto | Module type | ~
Busine... ¥ML-Dacu ML
Sales...  HKML-Contai. HML
Furde  XML-Corta. HML
WP Protokol_uml HML
Patient  Pathologie-... XML
Patient  Ertlassung.. 5 ML
Bugine... X-Document  [arapscale)
WF-Pr Pratokal_gr.. G H [qrapsoale)
Patient  Visitenverauf W [windous]
Patisnt  Werlangeru ! [windauws)
Patient  Score Barth.. W (wfindouss)
Sales ... Heport i [windoves) v

To connect document types with media sets, choose the Media set, select
Document types, and click on the Assign button.

You can hide and show references (documents without pages) in the list of
document types. Documents without pages cannot be archived —such an
assignment would not fulfill any function.

You can also hide unassigned document types.
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Archiving options

Archive

General archiving options can be set with enaio® enterprise-manager for the
archiving enaio® server using the Server > Settings > Server properties > Category:

Data area.
& osecm_entmgr - [Console Root\Enterprise Manage\OSECM - System\Server groups\dokuteam&10\Appli.. - &
?ﬁ File Action View Favorites Window Help ==
L L ANl =R 7 No A
(23 Console Root e . !
4 13 Enterprise Manager efresl [ refresh at connection
4 @ OSECM - System Category [Data |
4 Server groups Parameters Yalue Description ~
a4 'y dokuteamB10 Archivi
' rehiving
4 g Application server Server type Main server Main servers can archive documen
4 g Server 3 (DOKUTEAM-TESTSE Confirmed archiving Mot active Controls the confimed archiving (w
4 4 Settings Free storage space S0ME Indicates the storage space which
- Cluster size on the jukebox 1024 Diefines the cluster size of the medi.
L Server information Create backups Active Specifies whether a backup of the
@ Registry entries Pegasus method for determining free media = NTFS metho.. Specifies the method which is used
& Server properties Pegasus method for determining the fiee spa. . Initil caloul. The remaining hee space for archiv
3 Period b Automatic prearchiving Mot active Defines whether document pages f
*p Fenocic jobs Send e-mail when archiving Mo e-mails Specifies at which archiving events
< Extended administration taximum number of archiving enors 1 Defines after how many erors archi
lﬁ Legging Extended archive logging Active Specifies whether extended archive
& Management File name of the log flle for extended archive ... archive5%... Specifies the path and the fle name
- Delete archived documents Donot delete  Specifies whether files on media wil
& Administration Hash value check duing archiving/dearchiv... Yes Defines whether to check hash val
Archive object definition es Specifies whether to additionally arc
Retention periods Unixtime ra...  Specifies the valid range for retentic
i ratanbion Hnas [N i sabanbion Hras b refarsnne
<
=

Changes will only become effective after the respective server was restarted or the
corresponding 'std' engine reloaded.

You can find the following parameters in the Archiving area:

Main servers can archive documents of other servers; sub-servers can only
archive their own documents. In case no media assignment has been set up for
a given document type at the server that manages the corresponding
documents, a main server will archive the documents of other main and sub-

All servers of a server group must have the same server type.

In order to confirm that the documents were successfully archived, a file is
created for every document type containing the data of the archived

These files are saved in the \server\archive directory. They are named
according to the following syntax: 'OSDDMMYY.'MainType"SubType".

You can define how much storage space in MB will remain free on the
archiving medium in order to save the index data and data related to the object
definition. This data will also be written to the media at archiving events.

The default value is 50 MB. Increase the value if you use systems with more

§ Server type
Servers.
§ Activate confirmed archiving
documents.
§ Free storage space
extensive object definitions and index data.
§  Cluster size on the jukebox
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The cluster size is used to determine the available space on media. The default
value is '0" and the cluster size is thus automatically determined. The utilization
of media capacity in jukeboxes, in particular in older jukebox models, can be
improved by specifying the cluster size in MB. A size specified in the media
administration takes precedence over the default value.

Create backups

It is possible to create backups of the archived documents and to save them to
the \server\backup directory. The backup of a document is written to a sub-
directory which is named after the medium on which the document has been
archived.

Pegasus method for determining free media space

The default setting is the 'NTFS Method' and the free space is thus determined
with the WinApi32 function 'GetDiskFreeSpaceEx'.

When archiving to a Pegasus jukebox, the NTFS method used to determine free
space on a medium may in parts not be reliable. As a result, it may occur that a
significant part of the medium capacity is not utilized.

The "Pegasus method 1' is a method from InveStore which determines free
space by reading the ''FSFREE.###' file. This method is geared for media larger
than 4 GB.

The "Pegasus method 2' is a method from InveStore which determines free
space by reading the 'FSFREE___###' file. This method is suitable for media
smaller than 4 GB.

Pegasus method for determining the free space for the next document to
be archived

The remaining free space for archiving on Pegasus media can be calculated
based on the initially free space or determined anew each time.

Automatic prearchiving

When a main server archives documents of another server, all documents to be
archived can be passed before the archiving event to the main server for
preparation. Performant network connections make this prearchiving step
unnecessary.

Sending e-mails during archiving

If an e-mail server is available, the administrator can be automatically notified
about complete archiving processes by e-mail.

The following values are available:
'No e-mails’
"If no of archiv. docs > 0 (w/o rep. file)'
'For each archiving process (w/o rep. file)'
"1f no of archiv. docs > 0 (with rep. file)'
'For each archiving process (with rep. file)'
'In case that errors occurred'
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§

Maximum number of errors during archiving

You can specify after how many archiving errors the archiving process will stop.
Insert '0" to not cancel the archiving process.

Note that updating the enaio® server will reset this value to '1".

§

Extended archive logging

You can establish whether extended archive logging remains activated. Thus, a
detailed XML log file will be created. In addition to general data, the results of
the hash and signature checks are listed in detail as well as the environment
data concerning the archiving.

Path und file name for extended archive logging
Specify the path and the name of the log file for extended archiving.
Delete archived documents

You can specify whether or not to remove archived documents from the
archiving medium. Depending on the used medium, this is not invariably
possible.

Deleting archived documents requires the appropriate system role.
Hash value check during archiving/dearchiving

Define whether or not to check the hash values during archiving or dearchiving
processes. This ensures correct handover but is detrimental to performance.

This check is independent of the document integrity's validation.
Archive object definition

Specifies whether to additionally archive the corresponding object definition
during each archiving process.

If this option is deactivated, you have to ensure the equality of index data and
the corresponding data model according to your procedural documentation.

Retention periods
Specifies the valid range for retention periods.

32 bit systems may require you to limit the valid retention date period. To do
50, select the unix time range. As a result it will be impossible to specify
retention dates beyond Jan 19, 2038.

If the file system in use allows retention periods beyond 2038 without further
ado, select the continuous time range.

When using NetApp archives, select the extended time range. As a result, the
valid time range for retention dates extends to Jan 19, 2071.

For GRAU DATA, select the continuous time range.
Transfer retention periods
For reference documents, the retention times are transferred from the originals.

Retention periods of already archived documents are not transferred to new
reference documents.
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'‘Archiving’ Action
You set up the 'Archiving’ action in the same way as the other actions by using the

Automatic actions window (see 'Setting Up Automatic Actions"). It is possible to set
up several configurations for the 'Archiving' action.

The configuration dialog of the 'Archiving' action allows you to select the
document types. In the dialog, all document types which are assigned to a media set
will be listed. The number of archivable documents is indicated for each document
type. This number also includes documents from all other servers that can be
archived using the current server.

Archiving (w-doc) H

Document type Cahinet Diocuments Other groups 2

O W/ Container do...  Company
[l Contairer do...  Custamer

[ /M1l D ocument Cuztomer
[ /=] File Customer
D =1} Images Custormer 3
][ Ihcoming it Custorner

O 1:] Anhang Exchange Storage

[T Y VO S PR RS Y

[ continue archiving when ermors occur

restart server when enmors occur Cancel

Select the document types whose documents you want to archive.

The following options are available:

§ Continue archiving despite error

In case of error, the archiving event will not be canceled, instead the attempt to
archive the respective document type will be renewed.

If errors continue to occur, new archiving attempts will also continue to be started.
In such a case, the action must be stopped manually.

If the option is not selected and after an error with a document type, an attempt
to archive the next document type will be made.

§ Restart server when errors occur

If, in case of error, the archiving action is to be continued, this option is used to
restart enaio® server before the new archiving attempt is performed. The action
then waits two minutes for the server to restart and then renews the archiving
attempt of the respective document type.

Confirm with OK.

The action is shown in the Automatic actions window. You can start the action
manually or schedule a time for enaio® start to automatically start the action (see
‘enaio® start").

If you want to terminate the action before it ends, you can create a file with the
name cancel job.$$$ in the server directory . . .\server\ostemp.
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Make sure that the documents of the selected document type are not currently
being accessed by the full text indexing feature.

The documents of the selected document type are written to the media of the
assigned media set. All earlier document versions of those document types that
have the property '‘Archive document versions' will also be filed. Variants of W-
Documents are also archived if they are released for archiving.

Alternatively, you can create a list with document IDs. In each case, you specify the
document ID and the document type ID.

Structure: <objectid>,<objecttypid>;<objectid>,<objectypid>;..

Variants of documents thus specified will not be archived either.

The Archiving Log

The "Archiving' action writes a log named osDDMMYY . rep to the server’s log
directory, irrespective of the log settings. The letters boMMmYY stand for the date. If
the archiving action is carried out over more than one day, for example from 11
p.m. to 2 a.m. of the following day, the name will comprise a beginning and the end
date.

The log has the following structure:

Application server report 10.08.2006, 13:00:29

The Automatic Action “Archiving”

00:00:00 | Action started.......

00:00:00 | GetArchDocs

00:00:00 | 28 documents found

00:00:00 | For medium MEDIUM1, no mirror medium is defined.
00:00:00 | No register available.

00:00:00 | Media were determined. Primary Medium: MEDIUM1,

00:00:14 | 28 of 28 documents of type Contracts were successfully
archived.

Result:

Automatic action archiving successfully completed (value = 0)
(10.08.2006, 13:00:43)

00:00:14 | ———————————
00:00:14 | -————-—————————————————————— Statistics------———————————-
00:00:14 | 28 documents with a total of 29 files were processed.

00:00:14 | Average of 1.04 files per document, 107.31 KB per file
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00:00:14 | 0.50 s / document, 0.48 s per file, 222.29 KB / s
transfer

The storage space that remained available on the medium will also be inserted into
the log.

Contains the error message log, please contact Support.

The name of the archiving log cannot be defined exactly using parameters, but it is
possible to switch between the formats osDDMMYY . rep and osYYMMDD. rep. To do
s0, edit the designation format in the oxrpt. cfg file, which is found in the server
directory, in terms of flow logging. If the parameter '%6' (DD) is not before '%7'
(MM) and '%5" (YY), the designation format osYYMMDD. rep is used.

You can find details with respect to the logging configuration in the chapter
‘Introduction to Logging.'

Extended archive logging also creates an archiving log containing more details, in
particular on hash value, signature, and environment data.

The path and the file name can be set using enaio® enterprise-manager. The default
file name is archive%5%7%6%8%9%10 . xml.

%5 stands for the year, %7 for the month, %6 for the day, %8 for the hour, %9 for the
minute, %10 for the second.

The file will be written to the \server\log directory.

The style sheet archive.xsl is used for display. This file is written to the \server
directory and copied into the respective directory in which the extended archiving
log file is created.

‘Dearchiving' Action

The automatic action 'Dearchiving' copies documents which have already been
archived in an audit-proof way of a given type from the archiving media into the
work area and marks the documents as 'not archived." These documents can be
afterwards modified or newly archived using a different configuration.

Integrate the library for the 'Dearchiving' actionaxacunac.dll (see "Additions").

When setting up the automatic action (see 'Setting Up Automatic Actions'), specify
a configuration name and choose a query file in the configuration dialog. Specify
whether variants should also be dearchived, and whether the dearchived documents
should be given the property ‘approved for archiving.'

Configuration “

Cuerny file:
C:hdearch.uml

[] Set documents as archivable

Cancel

The query file is used to select which documents are to be dearchived.
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The settings of the server properties Category: Integrity establish whether a hash
value check and a signature check take place after dearchiving.

You can start the action manually or schedule a time for enaio® start to
automatically start the action (see 'enaio® start").

Only documents of one document type can be dearchived via a query field of the
'‘Dearchiving' action. All earlier document versions of those document types that
have the property 'Archive document versions' will also be dearchived.

You can create the query file with any arbitrary text editor. It has the following
structure:

[ANFRAGE] The file begins with the 'query' section.
SCHRANK=cabinet name Enter the name of the cabinet that the documents

originate from into the first line.
DOKUMENT=document type The document type of the documents comes in
name the second line.

KLAUSEL1=Objekt@Feld=Wert Optional logic expressions allow you to limit the
.- selection to those documents that fulfill these
KLAUSELNn=Objekt@Feld=wert conditions.
Logical expressions must be numbered
consecutively.
Use internal names and enclose the name in percent signs.

Alternatively, you can create a list with document IDs for dearchiving. In each case,
you specify the document ID and the document type ID.

Structure: <objectid>,<objecttypid>;<objectid>,<objectypid>;..

Variants of documents specified through I1Ds are not dearchived. Versions are
dearchived.

Logical Expressions

Optional logic expressions allow you to limit the selection to those documents that
are indexed with the indicated value in the indicated field.

Example:

Klausel1l=Kunde@Status=abgeschlossen

Documents of the indicated document type will be dearchived only if the index
data of the archive object type 'Customer’, e.g. a folder, contains the value
‘completed’ in the field 'Status'.

'Media Dearchiving' Action

The automatic action media dearchiving copies all documents which have already
been archived in an audit-proof way of any type from the archiving medium to the
work area and marks the documents as 'not archived." These documents can be
afterwards modified and newly archived using a different configuration, for
example on different media.
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Integrate the library for the '"Media dearchiving' actionaxacunac.dll (see
"Additions").

When setting up the automatic action (see 'Setting Up Automatic Actions'), specify
a configuration name and select the required media in the configuration dialog.

Configuration ﬂ

Media Status Set
[] Balnfo free mseing
[ dokugin free mseing
] tmp free Setl

[ 5et documents as archivable
Start archiving of affected document types

Start archiving after every medium

Cancel

You can also decide whether the dearchived documents are given the "approved for
archiving' property.

Activate the Start archiving of affected document types option so that after the
dearchiving process of all selected media, the archiving of those document types
that are located on the selected media starts automatically. Current connections to
media are then used for the document types.

If you activate the Start archiving after every medium option, the document types
from every individual medium will be re-archived immediately after the medium
has been dearchived. Current connections to media are then used for the document

types.

If you have not provided connections to media for a dearchived document type,
this document type will not be archived. If the document type has the property
'Archive document versions," all old versions of the documents will also be
dearchived and rearchived.

The action creates an additional log file in the log directory. This file is named
UnArchive_YYYYMMDD. txt.

'‘Adjust Retention Period" Action

The automatic action "Adjust retention period', axacadjr.dl1, collects the
retention period scheduled for all archived documents that are stored on a NetApp
or iTernity archive, inserts it as the retention period and modifies the retention
period of the document on the storage media.

If the scheduled retention period is shorter than the retention period, the
information will not be changed. If the retention period was not specified, the

Page 152




enaio® Administration Archive

scheduled retention period will be inserted as the retention period. If the scheduled
retention period is in the past nothing will be changed.

During the configuration of the automatic action 'Edit retention period’ the
intended document type is specified for which the action will be executed. The
number of archived documents will be then displayed.

Edit retention time (Edit retention time) H
Document type Cabinet Documents 2
O [ E-mail Business partner

[][®] bwlmage Cahinet
O m Container do...  Compary

O __._d, D acument Company

[CIETE -mail Company

I [E Irwaice Company

1% Mavie Campary -

Il ) =Y = r. ~

Abbrechen

Please note that, if retention periods extend beyond 2038, NetApp archives may be
prone to the year 2038 problem. To avoid this problem, select the appropriate
option in the server properties (see 'Archiving"). Adjustments need to be made for
NetApp archives and other archives if the indicated retention period exceeds the
year 2038.

'Non-Technical Retention Scheme' Action

The automatic action 'Non-technical retention scheme' axacaret.dll, using a
query file, finds documents and determines a date based on the index data which is
set as the planned retention period for the documents. If desired, a change file can
be used to modify the index data of the object that the date was taken from.

The planned retention period is only entered if up until then no planned retention
time was specified or a retention time already entered is before the new date for the
planned retention time. Reference documents are processed only if they are
managed by a virtual server. The retention period of documents located in several
folders or registers may be checked more than once before being modified.

Configuration ﬂ
Query file: C:hguery.xml
Change file:
Query file type:
(®) Folder () Register () Documert

[ take document archivable

The query file has the following structure:

[ANFRAGE] The file begins with the ‘query’ section.
SCHRANK=cabinet name Enter the name of the cabinet that the documents
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DOKUMENT=document type
name
KLAUSEL1=0Objekt@Feld=Wert
KLAUSELNn=0b jekt@Feld=Wert
Datenfelder=1

[Queryfields]

FeldO=Field name

Archive

originate from into the first line.

The document type of the documents comes in
the second line.

Optional logic expressions allow you to limit the
selection to those documents that fulfill these
conditions.

Logical expressions must be numbered
consecutively.

Preset entry

Specify the field containing the planned retention
date.

The indicated field must contain a date and be a
field of the object type that is found by the query.

Use internal names and enclose the name in percent signs.

Following query types are available:

§ Document query

The fields with the date and the optional index data modification are located on

the document's data sheet.
§ Register query

The fields with the date and the optional index data modification are located on
the register type's data sheet. The planned retention period will be set for all
documents in a register which are determined by the query.

§ Folder query

The fields with the date and the optional index data modification are located on
the folder type's data sheet. The planned retention period will be set for all
documents in a folder which are determined by the query.

The optional change file has the following structure:

[UPDATE] The file begins with the section 'Aktualisieren’
(update).

SCHRANK=cabinet name Enter the name of the cabinet that the documents
originate from into the first line.

DOKUMENT=document type The document type of the documents comes in the
name second line.

DOKUMENT - 1D=%0BJECT- Preset entry

1D%

FELD1=field name=value Enter the field and the value to be changed.
MODE=1 Specifies whether all other field will not be modified.

You can also specify whether the documents are given the 'approved for archiving'

property.
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Actions for Checking Archiving

enaio® provides a number of automatic actions which can be used to check not
archived documents which are saved to an archiving medium or the WORK area.

§ Archive consistency
You can check if documents which are registered by the database really exist.
§ Archive system reparation

If during the archive consistency check inconsistencies are found, this action
can reintegrate all documents which are flagged as "archived' and stored in the
cache area but have not been archived into the system.

§ Work directory synchronization

You can check if documents which were archived or deleted and must therefore
be deleted from the WORK area have remained in the WORK area.

§ Archive control

Due to archiving errors, documents that have been stored on archiving media
may still have the "approved for archiving' property. You can find out which
documents these are with the 'Archive control’ action.

§ Directory comparison

You can compare the contents of directories, e.g. an archiving medium with the
corresponding mirrored medium.

These actions extensively log the check results. Some actions can be used to
manipulate data. Data must only be manipulated after prior consultation with the
support or consulting department.

These actions cannot check archiving processes on virtual archives or NetApp and
GRAU DATA archives. Equally, document types with the property ‘Combine and
Compress' cannot be checked.

All actions are part of the axactarc.dll library. This library can be integrated
using the 'Additions. Then you can create configurations for the actions and run
the configured actions (see 'Setting Up Automatic Actions').

Action logs are saved in the directory which is specified in the log configuration file
oxrpt.cfg located in the application directory.

In addition, all actions are logged by the enaio® logging function.

‘Archive Consistency' Action
This action is used to check the WORK area and the archive area.

If you check the WORK area, it is verified according to the data found in the
database if for each document which is not archived a corresponding document file
exists in the WORK area.

Invalid IDs of documents in the WORK area can be corrected.
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Usually, this ID does not need to be corrected and may only be manipulated after
prior consultation of the support or consulting department.

If you check the archive area, it is verified according to the data found in the
database if for each archived document a corresponding document file exists on the
media. The check for archived documents can be restricted to documents of one
medium.

The Check header option can be enabled for the work area and the archive area.
Then, each image file is checked if the file contains a valid header of an enaio®
image format. The header for PDF files can also be checked.

Checking only this aspect of a file does not guarantee its integrity.

Archive consistency (PDFTest) H

Document type Cabinet Documents ™
I E-mail Business parther 7
[ [ bwlmage Cabinet

| Container document ompary
[ [8#] Container d C 4

& | Document ompany
(o C 3

-mail ompary
LT E-mai C
[ Invwaize Company 8
18 Mavie Company -
[C1[Z7PDF document Company 2
[CI[=]Perzan Company
[ [8&] Sk e Crrarman 10 w7
Directories Logs Date Images
[] Check work area [[Jwork-area lng (®) No restiiction [ Check header
[ MedialD conection [ Archive-area log () From [] Check FOF hearer
Errar | 03.06.2014 E
[] Check archive area [JErorlog
[ Action log urtil:
03.06.2014

[ Orly check. one media [Logal e

Enter the document types for which you want to perform the archive consistency
check in the configuration dialog. You can restrict the selection to documents that
were created within a specific period of time.

These kinds of logs can be created:

§ Work area log

This log contains a detailed list of all documents which were found in the
WORK area. This log does not contain any errors.

TarchWork_[configuration name]_[YYYYMMDD_HHMMSS].rep
§ Archive area log

This log contains a detailed list of all archived documents which were found on
archiving media. This log does not contain any errors.

TarchArchiv_[configuration name]_[YYYYMMDD_HHMMSS] - rep
§ Errorlog
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This log contains a detailed list of all documents which are registered by the
database but could not be found on the available media.

If a document cannot be found because media cannot be accessed, this problem
will not be listed in the error log.

TarchError_[configuration name]_ [YYYYMMDD_HHMMSS] .rep

§ Actionlog

The log contains an overview of the performed checks. It lists how many
documents of which document type were checked.

TarchAction_[configuration name]_ [YYYYMMDD_HHMMSS].rep
§ Logall

The action log contains a list of all actions which were performed for the
'Archive consistency' action. It also logs access to non-available media.

TarchProtokoll_[configuration name] [YYYYMMDD_HHMMSS].rep

'Archiving System Reparation' Action

If the 'Archive consistency' check of an archive area finds documents which instead
of being stored on the archive medium are stored in the cache area, a log file named
Repair.sys Will be created.

Using the information in the log file, the 'Archive system reparation’ action can
copy the document files found to the work area and give the documents the
‘approved for archiving' property. The documents are then available in enaio®
again, and can be opened, edited, and rearchived.

The action checks the integrity of the found document files.

The action is only executed if the log file Repair.sys is available.

Archive system reparation

File created on: 01.01.1970
File: last maodified: 01.01.1970
Mumber of documents to be repaired:

[ Delete repare file

[ Create backup file

The number of found documents will be displayed in the configuration dialog.

Specify if you want the file Repair.sys to be deleted after the action and if a
backup of the file Repair.sys will be created.

The log in the specified log directory has the following name:

TarchRepair.txt
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‘Work Directory Synchronization®' Action

If a user creates a document in enaio® the document file is saved in the WORK
area. If the document is archived or deleted, the document file is deleted from the
WORK area.

The "Work directory synchronization' action checks if document files of archived or
deleted documents have remained in the WORK area. Such files can be deleted by
this action.

Work directory synchronization (ADSync)

Settings for deleted documents
(®) Back up files [recommended)
() Delete files

[] Delete slides

Settings for archived documents
(®) Back up files in cache [recommended)

() Delete files

[ Delete sidex

o] [ ]

You can create configurations for deleted or archived documents. Specify for
document files of deleted documents in the configuration dialog if the document
files will be backed-up or deleted. Slide files which can be used as quicklooks in
enaio® client can also be deleted.

If you back up document files of deleted documents, they are moved from the
directory \server\WORK into the directory \server\WBACKUP.

If you back up document files of archived documents, they are moved into the
directory \server\CACHE. Copies of archived documents are stored in this cache
area for quicker file access.

The log in the specified log directory has the following name:

TarchWorkKons_[configuration name]_[YYYYMMDD_HHMMSS] .rep

'Archive Control’ Action

During archiving, it is possible that a document may be transferred to an archiving
medium, but that archiving errors have occurred, so that the status of the
document is not changed from 'approved for archiving' to 'archived." If writable
media is archived in one go or if the media is duly configured, it is not possible to
archive the document again on the same medium.

The 'Archive control' action searches for this kind of document, i.e. documents that
have the status ‘approved for archiving' but are stored on the current archiving
medium and cannot therefore be saved again on this medium.
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Archive

You can identify such documents using the log and check them. The action itself

does not check whether the documents on the archiving media have errors.

Archive consistency (PDFTest) “
Docurent type Cahinet Documents ™
(] Container document Company 4
[CE Dacument Company 3
I E-mail Compary -
O Inwoice Company 8
[ Mavie Compary -
[1[£9 PDF dacument Company 2
O I:l Person Caompany -
[ ##] Ficture Company 18
Om Report Company ]
[ Al i s 4 hd
Directories Lags Date Images
[[] Check work area [Twiork-area log (®) No restiction [] Check header
[ItedialD corection [ Avchive-area log () From [ Check PDF header
Error | 10.06.2014 B
[ Check archive area (W Erles
[] action log until
10.06.2014
[] Only check one media [ILogal B-

Enter the document types for which you want to perform the archive check in the
configuration dialog. You can specify a medium which is checked and include the

corresponding mirrored medium.

The option '"Move archive flag in the database' must not be selected. If you find
document containing errors with the 'Archive control’ action, please contact the

support or consulting department.

The log in the specified log directory has the following name:

TarchArchivControl_[configuration name]_[YYYYMMDD_HHMMSS].rep

‘Directory Comparison® Action

The action is used to compare the archiving media with the corresponding

mirrored media and backup directories. You can compare any directories too. The
number of files inside the directories including all subdirectories, the file size and

the file's creation date are compared.

The result is written into the log file TarchCompareProt. rep in the specified log

directory \clients\admin.

Directory synchronization (Comparison)

Reference directary

C:harchiver141_1

Directaony 1
Charchiver141_2

Directory 2

(@ Log &l

() Log only erors

oK

[-]

Cancel
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Specify a reference directory and up to two directories to which the directory is
compared. If the comparison directories contain files which the reference directory
does not contain, this information is not logged.

You can also specify in the dialog whether to log all data or errors only.

Missing files, different file size and a different file date are recognized as errors.
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Automatic Actions

Introduction to Automatic Actions

Automatic actions can be used to archive documents in an audit-proof way, to
export or import data, or to automatically perform system maintenance tasks.

Automatic actions are configured as individual actions or as action sequences. You
can start automatic actions manually from within enaio® administrator or schedule
them to be automatically executed by enaio® start.

Automatic actions are integrated in a modular manner by use of libraries. You
register libraries with enaio® using the Complete system and the Additions tab (see
"Additions' Tab"). They are located in the .\clients\admin directory.

Automatic actions can only be configured once this has been done. Some automatic
actions are automatically integrated at installation.

The following automatic actions are available:
Action Function Library License

Import and export of data and document files
(see 'enaio® import-export Manual’)

Data/ Creates archive objects |axacimp.dll AIE
Document import from many external
data formats. A wizard
facilitates the
configuration.

Data/ Index data and axacexp.dll AIE
Document export document files can be
exported. A wizard
facilitates the
configuration.

AXCOLD Import COLD data consists of |axcold.dll COL
background images,
text and position
specifications. First of
all, images are created
from this data for
display.

ASFax Import Imports data from a axfax.dll FAX
fax server and stores it
as archive objects.

DICOM Import Imports DICOM data | axacdcm.dll
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from a DICOM server.

XML Tag Extraction

This action generates
delimited ASCII files
from XML files.

axacxmle.

dil

XML transformation

Performs conversion of
XML files into other
XML formats.

axacxmlc.

dil

Actions for archiving

Archive

Archiving documents
on media.

axacarch.

dil

Dearchiving

Dearchives documents.

axacunac.

dil

Media dearchiving

Dearchives the data
from media.

axacunme.

dil

Archive consistency

Checks the WORK
area and the archive
area.

axactarc.

dil

Archive system
reparation

If during the archive
consistency check
inconsistencies are
found, this action can
reintegrate all
documents which are
flagged as "archived'
but have not been
archived into the
system.

axactarc.

dil

Work directory
synchronization

Checks the work
directory.

axactarc.

dil

Archive control

Checks whether there
are documents that
have the status
‘approved for
archiving' and are
already stored on
archiving media.

axactarc.

dil

Directory comparison

Directory comparison,
in particular one
medium with the
assigned mirrored
medium.

axactarc.

dil

Adjust retention period

Enter scheduled
retention period as
retention period.

axacadjr.

dil

Actions for document management
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Document retrieval

Retrieves documents
from another server
group.

axacpref.dll

Object encryption The action encrypts axaccrypt.dll KRY /
and decrypts SKR
document files.

Pagination Labels image files axacpage.dll PAG

which are assigned to
each other.

Full text indexing

Performs full text
indexing on pre-
existing archive objects
(see 'enaio® fulltext
Manual').

axacidx.dll

Full-text export at object
level

Also indexes pre-
existing archive objects
which are specified in a
configuration file
which contains the
search criteria for
documents to be
indexed

(see 'enaio® fulltext
Manual").

axacvexp.dll

Database query

Performs SQL database
gueries and allows for
the requested
documents to be
arranged as portfolios.

axacreq-dll

Run script Executes VB script axacscript.dll
code.
Rendition Creates variants in axacdokztif.dll

'TIFF' or 'PDF" file
format for module-
spanning W-
Documents.

Actions for System Maintenance

Subscription
maintenance

Deletes subscription
entries according to
specified rules.

axacabo.dll

Updating database Updates the database |axacdbst.dll
statistics.
Cleanup of Deletes old axaccl.dll

configuration and log

configuration versions
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files

and logs according to
specified rules.

Cache maintenance

Deletes files from the
server cache. The
server cache contains
document files of
which the originals are
either in the work
directory of another
server group or stored
on archiving media.

axaccach.dll

History maintenance

Deletes entries from
the editing history, e.g.
entries for deleted
documents.

axachist.dll

Follow-up maintenance

Deletes follow-up
entries according to
specified rules.

axacwdvl.dll

Cleaning history
workflow

Deletes the history
entries of workflow
processes according to
specified rules.

axacwfhclear.dll

System check

Checks for and
corrects inconsistencies
in the database.

axacsysc.dll

Start external
application

Starts external
Windows applications.

automatically
integrated

COM action interface

Can encapsulate COM
libraries and makes
them accessible as
automatic actions.

axaccom.dll

Execute SQL command

Enables direct
execution of SQL
commands and
handover of results to
VB scripts in the form
of record sets.

axacolfr.dll

Creation of multi-page
TIFF

Converts TIF's of a
given document type
to multi-page TIF's.

axacmtif.dll

Empty trash can

Empties the trash can
according to specified
rules.

axaccleantrash.dll

Sign

This action creates

axacsign.dll
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hash values for pre-
existing documents.
Hash values can also be
signed at this point.

Hash values are needed
to secure document
integrity and to check
for identical
documents.

Hash check This action checks the |axachash.dll
hash values of
documents stored on
archiving media or in
the WORK area.

Hash check on object This action checks the |axachashd.dll
level hash value of
documents that are
specified in a query
file.

Delete objects This actions deletes all | axacdel .dll
objects that are
specified in a query file
from enaio® server.

Calculate MIME Type | Adds MIME type and |axacmtype.-dll
size of document files.

These data are
automatically stored
since version 5.20.

Actions for controlling automatic actions

Action sequence Can be used to build | automatically
sequences of integrated
automated actions.

Start external program | Starts external axacexec.dll

from command line windows applications

and batch files, and
allows return codes to
be read back.

Synchronization Enables the axacsync.dll
synchronization of
automatic actions with
external applications.

If automatic actions are run, the corresponding license keys for the workstations
must be available (see 'Adding Modules").
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Setting Up Automatic Actions
Follow these work items to set up automatic actions:

1.

Click the Automatic actions button.
The Automatic actions window will open.

Automatic Actions ﬂ
Add action
Actions: Action sequence Y] Irf Add
Settings
Action [Configuration) Mode Time
R endition[&.bbilderstellung) A Configure
Edit retention time(Edit retention time)
E dit retentian time[Retentionszeit anpassen]
Sign(Sighatur] Delete
Sign[Signature]
Execute SOL command.(ed)
Execute SOL command.[SOL-Kommanda) Feset
Directary comparison(Comparizon)
Directary comparigon[vergleich)
Full text export on object levellhoi) W Start now
Generation of the &xStart command
AuStart-Sting
Mew time # New interval
() Cyclic
() Daily 0013 003 Apply
iwleekly
Cancel Help

Select an action from the list of actions.

Click the Add button.

The action will be added to the list of actions and the configuration dialog will
open.

Configure the action in its configuration dialog or select an existing
configuration.

Enter (optional) a time for when enaio® start is scheduled to start the
action automatically and click on the Apply button. The specified time
will thus be added to the list of actions.

You can run the action immediately using the Start now button or by starting
enaio® start (see 'enaio® start'). enaio® start then runs the action at the specified
time. The enaio® start application file is located in the same directory as enaio®
administrator.

enaio® start must be running at the time when the action is scheduled to be started.
enaio® start requires the license key 'AXA," otherwise the action will not run. If
available, enaio® start can start any number of actions.
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enaio® start can be started using other applications, scheduled tasks, batch files or
the command line. To determine the parameters which will be sent to enaio® start
when it starts up in order to trigger an automatic action, select an action and click
on the AxStart-String button. The path and the start parameters are displayed in
the Generation of the AxStart command field.

Be aware of the fact that the generated start parameters may contain umlauts which
possibly lead to problems with subject to the used character sets (ANSI, OEM). If
you create a batch processing file, it must be saved in OEM format. The last line has
to be followed by a line break.

If errors occur while enaio® is running, these are logged and enaio® is automatically
closed. If you add the '/Verbose' parameter to the generated start parameters,
enaio® start will not be automatically closed in the event of an error, but will wait
for user input. If you add the parameter '/X' to the generated start parameters, the
value '0" will not be returned every time in the event of an error; instead a value for
the action during which the error occurred will be returned (see 'Error Return
Values for Actions'). This allows the relevant action to be identified in a series of
actions.

Automatic actions can be selected from the list in the field Action (configuration),
and edited using the following buttons:

§ Delete
The automatic action will be removed from the list.
§ Reset

The scheduled time will be deleted.

§ Configure
The configuration dialog will open. You can change the configuration.

enaio® start

enaio® start handles the start of automatic actions, which you have scheduled. The
actions themselves cannot be manipulated in enaio® start.

Actions that are configured to be performed in Cyclic mode will be run for the first
time shortly after the launch of enaio® start. They will then be executed again after
the specified period has expired. If you close enaio® start, no data regarding the
execution times of automatic actions will be saved. Just after the next launch of
enaio® start all periodic actions will be run again.

The enaio® start application (axauto.exe) is found in the folder clients\admin.

When enaio® start is started for the first time, it must be started manually from the
application directory. It also requires entering a user name and a password. The
data is saved in the registry. This user account is then designated to launch the
program.

When launching enaio® start, a window will open which lists all actions for which
execution times have been specified.
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Aktion | Modus
Abgleich Warkverzeichniz{A0 Sync) Taglich
AxACSYME Syncronisation]SYHC) ontag

arteschlange leer.

R(fine laufenden Aktionen,

| Zeit | td eldung

£ >

Warteschlange: I Pratakal | Beenden |

Actions are put in a queue if other actions are also processed at the same execution
time.

Logging data of running actions is displayed in the lower area of the window. The
log is automatically written to the file osDDMMYY . prt. DDMMYY stands for the date.
Logs are saved to the configured log directory (see 'Introduction to Logging'). You
can open old logs using the Log button.

The logs will not be deleted automatically. At regular intervals, you must manually
remove logs which are no longer needed.

Irrespective of this logging process, enaio® logging takes place according to the
settings in the oxrpt. cfg configuration file. With respect to this logging process
you can set up the logging level of the default channel for the period of a session.
The change of the logging level will immediately apply; enaio® start does not have
to be reloaded.

Current lag path
C:%Program Files [x88]\IPTIMAL 5YSTEMSAOSECH clientstlog_clienth | l:l

Lagaing level
Mo logging [Lewel 0] Activate logging
Ermors only
Mormal logging

[ Debug(Level E)

[] Permarently apply changes

| Send configurati0n| | Send log file | | QK.

Click the Log settings entry in the context menu of the title bar to open the dialog.
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The Send configuration button is used to send the currently set logging
configuration oxrpt.cfg by e-mail. In doing so, all log files (*.evn) of the current
day and the configuration file will be sent as a ZIP archive.

Users with the system role 'Administrator: Configuration complete system' can
permanently adopt the logging level settings.

You can end enaio® start with the End button. Any action which is still running will
be completed. Actions in the queue will not be executed.

Actions for controlling automatic actions

Automatic actions can be run sequentially according to an action sequence.
External programs can be started by an action sequence; such action sequences
allow to be synchronized with applications which run independently of automatic
actions.

Action Sequences

You can combine several automatic actions to be run in a consecutive sequence.
For example, this may be necessary when an external application needs to be started
to generate the input for the next automatic action in the sequence.

Follow these steps to create an action sequence:

1. ¥ Click the Automatic actions button.

The Automatic actions window will open.
2. Select the entry Action sequence from the list of actions.
3. Click the Add button.

The Action sequence window will open.

New configuration

Mame:  [ACTION

Cancel

4. Click on the New button, enter a name for the new action sequence in
the dialog, and confirm the entry by clicking OK.

The name of the new action sequence will be entered in the Action sequence
window.

5. Click the Edit button.
The Define action sequence window will open.
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Define action sequence - ACTION H
Actions: | Archive conzistency w About...
d fdd = Remave Cancel
Action sequence:
1
L
[ Only execute actions 2 ta n if the predecessar was successful

6. Select an action from the list of actions.

7. Click Add.
The action will be added to the list of actions in the Action sequence field, and
the configuration dialog will open.

8. Configure the action in the respective configuration dialogs or select an
existing configuration.

9. Select more actions for the action sequence.
Use the arrow buttons to sort the actions.

10. Select the option Only execute action 2 to n if the predecessor was
successful if you want the action sequence to be canceled in case of error.

11. Then click on the OK button.

The action sequence will be displayed in the Automatic actions window. You can

schedule the action sequence to be carried out automatically by enaio® start, or you
can start it manually.

'Synchronization' Action

The '"AXACSYNC Synchronization' action creates an empty file for which you must
specify a name and location in the action's configuration dialog. The action will not
be stopped until the file is deleted or renamed. Within an action sequence, the
subsequent automatic action will be started only then.

This file's availability may serve as trigger for other applications to start which
operate independently from the action sequence. If an application deletes the file,
the action 'AXACSYNC Synchronization' is terminated and the subsequent action
which is contained in the action sequence started.

Enter the path and the file name in the configuration dialog to set up the
'AXACSYNC Synchronization' action.

Configuration of syncronization “
Path: CAUSERSWADMINI~T\APPDATALOCALNTEMPAOS TEMF
File: shart. zyn

Cancel Help

Page 170



enaio® Administration Introduction to Automatic Actions

enaio®

Confirm your entries with OK.

To use this action, add the axacsync.dl1 library.

'Start External Program from Command Line" Action

The 'Start external application from command line' action starts an external
application. The action can end immediately or wait for the application to end and
evaluate whether the program completed without errors.

You can also start batch files.

To use this action, add the axacexec.dl1 library. This action can also be used
independently from any activity sequence.

The 'Start external application’ action is also available. This action starts an external
program and ends immediately without waiting for return values from the
program. It cannot be used within action sequences.

To configure the action 'Start external program from the command line”, indicate
the designated program, any start parameters (optional) and a working directory.

Configuration u

Executable program:
C:%windowshSpstern32hemd exe

Parameters:

Ao ogtart Await oo\ 'optimal eystems'welientshadminsbatchvexp. bat

Working directomny

c:hoptimal systemshclientssadmintbatch

Start type

(®) Start program and end action

() Start program and wait for program end

[ Check. return code of program [0 = successiul execution]

Maote:

The start type 'Start program and end action’ can be used to start a batch file. f the
pragram should await the batch processing to end, select the respective start type
and specify it as an executable program:

“Ciwinnthaystem32hemd, exe’

The follawing string must be entered as the parameter:

"fo start Await <PathB atch-name. bats "

Far example: ''/c start Await o hcopy. bat"'.

It iz not possible to moritor the return codes of batch files.

The last line of the batch file must read "exit'".

You can select as a start type:
§ Start program and end action

The external program will be started and the action immediately ended; the
action sequence will be continued.

§ Start application and wait for application end

The action will end if the external process is no longer running; the action
sequence will continue.

§ Check return code of application
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The action will end as soon as the external program ends. If the external
program ended with an error, the action 'Action sequence’ will also terminate
with an error. If the action sequence is carried out with the active option Only
execute actions 2 to n if the predecessor was successful, the action sequence will
be canceled.

Batch Files

You can also start batch files via using the 'Start external applications from the
command line.'

Enter 'exit' into the last line of the batch file.

If you do not want to wait for the batch file to end, insert the path and the file name
into the Executable application field and select the Start application and end action
start type.

If you want to wait for the batch file to end, start the batch file through the
command line interface. Enter the following into the Executable application field:

C:\WINDOWS\system32\cmd.exe.

The parameters and the batch file (including its path) are entered into the
parameter field as follows:

/c start /wait <path\batchname._bat>

If file paths contain space characters, you must enclose them in double quotation
marks.

Select as start type Start application and wait for end of application.

The return code cannot be checked. In case of error, the action sequence will not be
notified.

Actions for System Maintenance

The following actions are geared to maintain the system. They are integrated by
importing libraries but do not require additional license keys.

‘Subscription Maintenance' Action
'Follow-up Maintenance' Action
'History Maintenance’ Action
‘Cleanup of Configuration and Log Files' Action
‘Database Statistics Update' Action
‘Cache Maintenance’ Action

'System Checks' Action
‘Prearchiving' Action

‘Document Retrieval' Action
‘Creation of Multi-Page TIFF' Action
‘Cleaning Workflow History' Action

w W W W W W W W W W W
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'Process Archiving Workflow' Action
‘Empty Trash Can' Action

'‘Delete Objects’ Action

‘Calculate MIME Type' Action

w wu W w

Use the ‘Additions to integrate the libraries.

‘Subscription Maintenance’ Action

With the automatic action 'Subscription maintenance' you can remove
subscription entries relating to all archive objects from the database according to
particular date criteria.

Subscription maintenance

(®) . are older than

]

Delete all subscription entries which ..

'3::1' ... were created before

T days. 602014 v

Cancel

To use this action, add the axacabo.dI1 library.

'Follow-up Maintenance' Action

With the automatic action 'Follow-up maintenance' you can remove follow-up
entries relating to all archive objects from the database according to particular date

criteria.

Follow-up maintenance

(@) ... are older than

]

Delete all follove-up entries which ...

(... which were created before

2| days 6072014 v

Catcel

enaio®

To use this action, add the axacwdvl .d11 library.

'History Maintenance' Action

enaio® automatically maintains an editing history for all archive objects: folders,
registers, and documents. In enaio® editor, an index data history concerning folder
and register types, and a document history concerning document types can be set

up.
The data for the editing history, the index data history and the document history
are saved to the database, whereas documents relating to the document history are

saved in the file system. This data may occupy a large amount of storage space in
the database and file system.
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The "History maintenance' automatic action can be used to remove data of the
editing history from the database and documents from the document history
according to specified date criteria.

History maintenance H

Delete all histary entries of type..

[1Dacument changed [The document was edited by functions of the Client or by ari s
[]Dacument created [The document was created by functions af the Client or by im
[]Dacument dearchived [The document was dearchived)

[]Dacument maved [The document lacation was changed.)

[]Dacument maved from filing tray [So far the document location waz the clipboard,
[C1Document output [The document was read by the user, printed or output othenwis
[C]Document status changed [The document's status was set to archivable.)
[C]Document status changed [The document's status was set to not archivable.]

[C]Falder merged [Objects within the folder were combined fram anather folder.) w
< >
(@) ... which are older than () ..which were created before
0 2| days. EAD/2014 v

The following types of history entries can be deleted:
§ Userinfo

Database entries concerning additional information specified by users will be
deleted.

§ Owner of the object changed
Database entries concerning object owners will be deleted.
§ Document archived
Database entries concerning archiving processes will be deleted.
§ Document moved from filing tray
Database entries concerning moving actions from the filing tray will be deleted.
§ Document output

Database entries concerning document, register and folder output will be
deleted.

§ Document created

Database entries concerning document, register, and folder creation by the
client or an import process will be deleted.

§ Document modified

Database entries concerning changes to documents, registers and folders will be
deleted.

§ Document deleted

Database entries concerning document, register and folder deletion will be
deleted.

§ Document moved
Database entries concerning changed locations will be deleted.
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Document status modified

Database entries concerning state modification of documents, registers and
folders will be deleted.

Index data modified

The database entries concerning changes to the index data of documents,
registers and folders will be deleted. Versions of the index data will also be
deleted.

Content changed

Database entries concerning changes to documents, registers, and folders will
be deleted.

Acknowledgement of notification confirmed

Database entries concerning information about confirmation of notice will be
deleted.

Object deleted permanently

Database entries concerning permanent deletion of objects will be deleted.
Object restored

Database entries concerning object recovery from the trash can will be deleted.

Object flagged for deletion

Database entries concerning information about trash can objects will be
deleted.

Object info

Database entries concerning business logic log entries will be deleted.
Folders merged

Database entries concerning object merging into a folder will be deleted.
Register moved

Database entries concerning changed register locations will be deleted.
Registers merged

Database entries concerning object merging into a register will be deleted.
Signed document deleted

Database entries concerning deletion of signed documents will be deleted.
SQL query

Database entries concerning information about data queried through SQL
statements will be deleted.

SQL command

Database entries concerning information about data changed through SQL
statements will be deleted.

Assign type to typeless object
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Database entries concerning object type assignments to typeless objects will be
deleted.

§ Variant activated

Database entries concerning defining a document as the active variant will be
deleted.

§ Variant created
Database entries concerning variant creation will be deleted.
§ Variant disabled

Database entries concerning removing the ‘active variant' status from a
document will be deleted.

§ Variant deleted
Database entries concerning variant deletion will be deleted.
§ Link terminated
Database entries concerning reference deletion will be deleted.
§ Link about notes
Database entries concerning notes link creation will be deleted.
§ Version created
Database entries concerning document version creation will be deleted.
§ Version deleted
Database entries concerning document version deletion will be deleted.
§ Reference document created
Database entries for creation of reference documents will be deleted.
§ Full-text query

Database entries concerning full text queries against the data pool will be
deleted.

§ Restored from version

Database entries concerning document recovery on the basis of previous
document versions will be deleted.

Data which refer to digital signatures cannot be deleted.

To use this action, add the axachist.dl1 library.

‘Cleanup of Configuration and Log Files' Action

The "Cleanup of configuration and log files' action deletes old configuration
versions and server log files.

Page 176




enaio® Administration Introduction to Automatic Actions

enaio®

Clean-up of configuration and log files H
Caorfiguration files Server - log files
T Log path
D:hosecmbosE] Dhserver,LOG

[ Object definition filez [azobidef. «ml)
All

Internal log files [ ewn]

[ &5 configurations [az.cfg)

[ List entries [aslisten. dat)
Flows log files [7. )

SOL log files [*.2ql)

[ Impart / export [asimpesp. cfa)
[ Cold - configurations [ascold.ofg) )
Errar log files [*.en)

[ Azlndex - configurations [asform. cfa) tachive server - log [*log]

[] Image-Stream files [axacimst. cig) Archiving log fles [* rep]
Mumber of remaining configurations Log files from last » days remain
20 10

In the Configuration files area, select the file types from which old versions are to
be deleted and enter how many versions must be kept.

In the Server log files area enter the path to the log directory, select the log types of
which old logs are to be deleted and specify the period of time of which logs will be
kept.

To use this action, add the axaccl .dl1 library.

‘Database Statistics Update’ Action

Database statistics should be regularly updated for optimal access performance to
the database.

The 'Database statistics update' action uses the SQL command update statistics
on database to update the index statistics.

No configuration is required for this action.

To use this action, add the axacdbst.dl1 library.

'Cache Maintenance' Action

The 'Cache maintenance' action lets you manage the cache. Copies of archived
documents which have been recently used and documents of other server groups
which were handed over by the automatic action 'Document retrieval' are stored to
the cache area in order to allow for quick access. The documents remain in the
cache until the maximum cache size is exceeded. At that point, the oldest
documents will be deleted from the cache until the minimum cache size is reached.
The 'Cache maintenance' action can be used to actively clear the cache rather than
leaving it to enaio® server.

To use this action, add the axaccach.dl1 library.
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Cache maintenance ﬂ

M aximumn cache size in MB [Highw ater)
50

Minimum cache size in MB (low water)
50

120

Cache check
(®) Minimum cache size

himum age
() Mirirurm age: ar minimurn cache size
() Minimum age (without sorting)

() Mawimurn document number

[ Extra diagrostic

] Recalculate cache status

Enter a HighWater mark, a LowWater mark, a Minimum age for the documents to
be deleted, and a priority:

§

Minimal cache size

Is the priority set to the minimum cache size, exceeding the high water mark
causes documents to be deleted from the cache in descending order of age until
the low water mark is reached. This may involve the deletion of documents
which have not yet reached the minimum age.

Minimum age

Is the priority set to the minimum age, all documents older than the minimum
age will be deleted, irrespective of the cache size. This is intended to ensure that
at least the documents of the specified period are available in the cache. The low
water mark does not have to be reached.

Minimum age or minimum cache size

This option deletes documents either if the specified minimum age is reached
or the specified cache size exceeded.

Minimum age (without sorting)

This corresponds to the Minimum age option. Without sorting, it may happen
that instead of entire documents individual document pages are deleted. For
very large caches, clearing the cache without sorting is significantly faster.

Maximum document number

Is the priority set to the maximum document number, the specified number of
documents will be kept in the cache. Enter a value into the first field. It will be
multiplied by 1000.

Independently from the configured logging, the 'Cache maintenance' action writes
a report with the name cleanup. rep to the server's root directory. If you select the
option Extra diagnostics, the report will list all documents that have been deleted.
With the activated Recalculate cache status option, the cache status will be
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recalculated after the cache has been cleared. The cache state lists data such as the
cache size, available storage space and the number of cached documents.

Cache maintenance can also be run automatically. To do so, you have to configure
respective registry entries with enaio® enterprise-manager.

Using the Settings > Server properties > Category: Periodic jobs area, you can
configure automatic cache maintenance:

@ osecm_entmgr - [Console Root\Enterprise Manager\OSECM - System\Server groups\dokuteam610\Appli.. — =]
G File Action View Favorites Window Help
= |55 0 HEl e

(2 Console Root S T )
4 1§ Enterprise Manager __ Refien [ efesh ot comnecton

a @& OSECM - System Category: Periodic jobs
4 s Server groups

4 Lo dokuteami0 Cache Cache maintenance
4 g Application server MNamespace Indicates the namespacs of the sr
4 3 Server 3 (DOKUTEAM-TESTSE Job name Indicates the name of the job that ic
4 € Seltings Aclive s Indicates whether the job will be ex
- Logging Donotlog Indicates whether job execution wil
s Serverinformation Interval E0000 ms Indicates the interval in milisecand:
@ Registry entries Scheduling Indicates the scheduled time as da
% Server properties Cleaning strategy 2 0 = files will be deleted until minimur
5, ChannelCheck Mutual server check
) Namespace km Indicates the namespace of the e
i Extended administration || |.job name Channelak. . Indicales the name of the job thal i
[# Logging Active Yes Indicates whether the job will be ex
. &3 Management Logging Donctlog  Indicates whether job execution wi
- Interval E0000 ms Indicates the interval in millisecands
Scheduling Indicates the scheduled time as dar
Flags 0 Additional parameters [nat used).

UnreachableToo Active Also checks servers which are marl o
MhackNiekSnaralata
<

< > Q

Parameters Walue Desciiption A

{3 Periodic jobs

3 Administration

>

Double clicking an entry will open a dialog which allows you to change the value.
You can insert the following values as parameters for the Cleaning strategy:

0 priority according to cache size
1 priority according to minimum age
2 priority according to the condition first met

Duly specify an upper limit in MB (HighWater), a lower limit in MB
(LowWater)and a minimum age in days.

The parameter Active is used to switch cache maintenance on or off.
The parameter Logging is used to switch cache maintenance logging on or off.

The execution is further configured by specifying a period of time in milliseconds
using the Interval parameter and a scheduled point of time that follows the syntax
'day of the week:hours:minutes' through the Scheduling parameter.

If you want the cache to be cleared periodically at a specific time, use the Settings >
Periodic jobs area to configure it.
'System Checks' Action

The 'System checks' action makes functions available which allow you to remove
inconsistencies found in the archive and in database tables. This function must only
be used after careful analysis and after being asked to do so by the support team.

To use this action, add the axacsysc.dl1 library.

The 'System checks' action can also be used in order to remove the 'checked out'
property of all W-Documents if, for example, it is impossible for a user to check his
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documents back in. However, it must be used carefully because users who have
opened W-Documents will not be able to save their changes if, in the meantime,
you have removed the ‘checked out' property from all W-documents.

Configuration H

[] Check archived w-Documents
[] Check document tables

[] Check fallow-Lps

[] Check for identical indices

] Document blocking

[ Document-register agsignment
] Folder-register assignment

[[] SDREL check

[ Unda checkout

Abbrechen

The configuration dialog offers the following functions:
§ Check archived W-Documents

Archived W-documents that incorrectly remain in the work area and could
have been edited are given the status 'approved for archiving.'

§ Check for identical indices

It is checked whether objects have identical object ID’s.
§ Cancel checkout

The 'checked out' property is removed for all documents.
§ Document register assignment

Storage locations of documents in registers which have been deleted but by
mistake remained in the database tables will be deleted from the database.

Select action... H

D ocument-register assignment

(®) Repair databaze tables

() Log SOL statements to file

File:

Cancel

Instead of immediately repairing database tables, you can have the check result
written to a file.

§ Document blocking

This function checks whether the 'checked out' property is consistently used in
the database tables.

§ Check document tables

Documents that have been deleted from the location tables but by mistake
remained in the object tables will be deleted from the object tables.

§ Folder-register assignment
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The filing locations of registers in folders which have been deleted but by
mistake remained in the database tables will be deleted from the database

Select action... H

D ocument-register assignment

(®) Repair database tables

() Log SOL statements to file

File:

Cancel

Instead of immediately repairing database tables, you can have the check result
written to a file.

SDREL check

It is checked whether document ID, folder ID or register 1D/register type are
entered more than once in the SDREL table. If so, they are deleted, keeping
only one single.

Unbound documents

Documents that have no location because of errors are placed in the filing tray
of the specified user.

Orphaned reference documents

If documents that refer to reference documents are deleted, the reference
documents are not deleted with them. The action creates a file with
information — ID and object type ID — about all reference documents without a
reference. During configuration, specify the folder where the file is saved.

The file has the name 'SYSCHECK13-YYYYMMDD-HHMMSS. txt.'
File name and path are written to the flow log.
Check follow-ups

References to documents that have been deleted but mistakenly remained in
the follow-up tables will be deleted from the database.

'‘Prearchiving’ Action

The "Prearchiving’ action passes all of a server group's documents that are not yet
archived to the server group through which the automatic action is run. The
documents are passed to the WORK area; and the modified server group
assignment is inserted into the database.

This transfer can be useful if the documents with this server group are to be
archived.

Only documents released for archiving are transferred.
To use this action, add the axacwtow.dl1 library (see "Additions").

When setting up the automatic action (see 'Setting Up Automatic Actions'), in the
configuration dialog, specify a configuration name and select the document types
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whose documents are to be transferred. Also specify of which server group the
documents will be passed.

PreArchiving (aber) H

Document type Cabiret Documents ™

O [ E-mail Business partner

D bwlimage Cabinet

[C1[%#] Container document Company

O & Document Company

[CIETE -mail Company

1  Invaice Company

[ Mowie Compary -

T ONC demirnmae ' [, ~
Server group [source) W Cancel

'Document Retrieval' Action

The 'Document retrieval' action transfers documents from all server groups to the
cache area of the server group that carries out the automatic action.

In environments comprising multiple server groups, documents which are
requested by a client but managed by another server group are passed between the
server groups. If the server groups are connected by a slow telecommunication
facility, these transfers may cause high network load and thus require long access
times. If, for example, documents are created within one server group and viewed
within another one, the 'Document retrieval® action can be used to have the
documents be passed at a time network load is reduced. The documents are then
passed to the cache area of the respective server group.

To use this action, add the axacpref.dl1 library (see "Additions").

When setting up the automatic action (see 'Setting Up Automatic Actions"), specify
a configuration name and choose a query file in the configuration dialog.

Configuration ﬂ

Query file: C:hquery.xml

Cancel

The query file is used to select which documents are to be handed over.

You can create the query file with any arbitrary text editor. It has the following
structure:

[ANFRAGE] The file begins with the ‘query’ section.
SCHRANK=cabinet name Enter the name of the cabinet that the documents

originate from into the first line.
DOKUMENT=document type The document type of the documents comes in
name the second line.

KLAUSEL1=Objekt@Feld=Wert Optional logic expressions allow you to limit the
selection to those documents that fulfill these
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KLAUSELn=Objekt@Feld=wert conditions.
Logical expressions must be numbered
consecutively.

Use internal names and enclose the name in percent signs.

Logical Expressions

Optional logic expressions allow you to limit the selection to those documents that
are indexed with the indicated value in the indicated field.

Example:

Klausel1l=Kunde@Status=abgeschlossen

Documents of the indicated document type will be passed only if the index data of

the archive object type 'Customer’, e.g. a folder, contains the value ‘completed’ in
the field 'Status'.

‘Creation of Multi-Page TIFF" Action

The 'Creation of multi-page TIFF' action converts image files of black and white
documents to multi-page TIF's.

Administering black and white images of a document as individual TIF's requires
significantly more space than multi-page TIF's. It may therefore be useful,
particularly before the archiving process, to compile individual images of a
document to a multi-page TIF.

To use this action, add the axacmtif.d11 library (see "Additions").

When setting up the automatic action (see 'Setting Up Automatic Actions'), specify
a configuration name and choose the black and white document types you want to
run the action for.

Configuration “
Document type Cabinet
bwimage Cabinet
[ %] Perzan Compary
D Images Custormer
[ ] ncoming invoice Cugtormner
] = Parson Customer
1% 0 -Document Geschaftspartner
[ o] Partner
][] 5can Patner
[] e8] Labarbetund TIF Patient
[/ Med. S can Dokumente Patient
[]1%] Pfle gedakumentation Patient
1[4 5 canakte Patient
[l Protokoll WwF Log

Cancel

‘Cleaning Workflow History" Action

The history entries of completed workflow processes can be individually deleted
from the database using enaio® administrator for workflow or according to specific
criteria using the 'Cleaning workflow history' action.
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To use this action, add the axacwfhclear.dl1 library (see "Additions").

In the configuration dialog, enter a configuration name and select the organization
to which the processes are assigned.

Cleaning workflow history H
Configuration name OPTIkAL
Select organization OPTIMAL [aktiv] ]
workflow Farnily Froceszes  Delete all history entries which ...
Adhoc 0
Hardware Bestellungen 38
Tazkfow 5
Delete all hiztory entries which ..
(®) are clder than 0 == dayis) Add
() were entered an or before EAD20M4 w | . Delete

All workflow families that are assigned to the selected organization will be listed.

Select a workflow family, enter a period of time in days or a date in the past and
click Add. You can delete the configuration data of the selected family by clicking
the Delete button.

The action will then delete history entries which are older than or were entered
before the indicated date.

Confirm with OK. The configuration will be saved and the action can be performed
by use of enaio® administrator or scheduled using enaio® start.

'Process Archiving Workflow" Action

The 'Process archiving workflow" action saves information on expired processes as
XML or PDF document in enaio®.

The following information on a process is grouped:
§  All activities with time of creation, end time, and editor.
§ All global variables and their last values.

8 The workflow log with the information on all steps including date, time,
activity, editor, and action.

8 All deadlines with assignment to activities.

8  All events with assignment to activities.
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Specify folder, register and document type, assign the process' basic data to the
index data fields of objects and define the processes of which you want the data to
be saved.

To use this action, add the axacwfharch.dl1 library (see "Additions").

In the configuration dialog, enter a configuration name and select the organization
to which the processes are assigned. After that, define the location and the

Process archiving workflow - New configuration n
Corfiguration name
Drganization OPTIMAL [aktiv] he
Location
Folder none selected O Fisld Property
Register none selscted
Document type niohe selected
Edit assignment
Processes
Workilow family  Process count  Conditions Codlics
Taskfow 3 (®) Mirimum age in days: |0
Hardware Bes.. s ~
Adhac 0 () Completed before: 5072014
["] Delete processes after aichiving
Expart POF [wihistoryarchivepdt_ger.xsl) ~
Add
Reset al Reset
e

Select the folder, register, and document type in the Location area. Process data can
be saved as XML or PDF documents. Select a document type which is suited for the
administration of the file format.

Create and edit the assignments of the processes' basic data to the index data fields
of objects in enaio® through the Edit assignment button:
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Field assignments for folders (Exchange Storage) H
Object fields Properties
Field Name "
Date Workflowfamilie
Domain Jahr
Monat
Prozess
Status
Betreff
Ersteller
Fratellzeit N
< >

Add

Field assignments

Object field Property

< Back Finish Cancel

Fields can be assigned only to enaio® fields of the database type ‘all characters' and
with internal field names. Fields on page controls are not yet available.

In the Object fields area, at first select an index data field of the folder type and, in
the Properties field, a basic property of the process. Click on the Add button to pass
the assignment to the Field assignments area.

After assigning the object fields to the folder type, click the Next button to assign
them to the register type and, if it has not been specified, to the document type.

Click the Finish button to complete the assignments. The assignment dialog will
close and all data shown in the configuration dialog.

In the Processes area, workflow families with their number of available processes
are listed.

Select an entry and create a condition by specifying a minimum age in days or a by
date. You can additionally define whether to delete process data of archived
processes.

Then select XML or PDF as the format of the export file. The XML format is suited
for XML document types, whereas the PDF format is recommended to be chosen
for image document types and W-Document types.

When selecting the PDF format, an XSL style sheet must be specified, which is
intended to be used to format the data. The style sheet
wFhistoryarchivepdf_ger._xsl from the \clients\admin directory is specified
by default. In addition to the German version, the directory also contains an
English version of the style sheet.
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To add the condition to the list of workflow families, click on the Add button.

To delete a condition, select an entry of the list of workflow families and click the
Reset button.

Confirm with OK. The configuration will be saved and the action can be performed
by use of enaio® administrator or scheduled using enaio® start.

‘Empty Trash Can' Action

If a user deletes an object, it is in the first place moved to the trash can from which
it can be permanently deleted by users with the corresponding system role.

The 'Empty trash can' action permits you to permanently delete objects from the
trash can according to specified rules.

To use this action, add the axaccleantrash.dl1 library (see "Additions’).

A configuration name is entered on the configuration dialog. The configuration
name must not contain any space character. Decide whether the contents of folders,
registers and portfolios are to be deleted if they meet the deletion criteria.

Configuration H

Mame assignment
Please enter the name for the configuration here.

Configuration name: MName 1
Settings

The criteria are checked in the order here specified.

[ Delete sub-objects of folders, registers and maps automatically

1. [ Check waiting period 2. []check number of objects
= Maximum number of objects: 1,000 :
Waiting period (in days): 30 =
Mrimum number of objects: 20 =
3. []Check users and groups 4. [|Check object type
E-[]fi" Groups (all) @E-[v] ' Object mappings (all)

I Users (all)

You can specify the following criteria:
§ Waiting period

Enter a waiting period (in days) to delete only objects that have been in the
trash can for at least this period of time.

§ Number of objects
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Activate this option to only delete objects once the maximum number of
objects in the trash is exceeded. Deletion will always be stopped when the
minimum number of objects is reached.

§ Users and groups

Only those objects will be deleted which have been moved to the trash can by
the selected users/group members.

§ Object types
Only objects of the selected object types will be deleted.
The criteria are always checked in this order.
Confirm with OK. The configuration will be saved and the action can be performed
by use of enaio® administrator or scheduled using enaio® start.

‘Delete Objects' Action

The 'Delete objects’ action is used to delete all objects that are specified in a query
file from enaio® server. It can be used to delete folders, registers and documents.

When deleting folders or registers, the entire contents are deleted recursively.
Objects with more than one location will be deleted from all locations.
To use this action, add the axacdel .dI1 library (see "Additions").

When setting up the automatic action (see 'Setting Up Automatic Actions"), specify
a configuration name and choose a query file in the configuration dialog.

You can also establish whether the objects are permanently deleted or moved to the
enaio® system trash can.

In the case of objects with variants, the active variant and all sub-variants are
deleted. Use the corresponding option to delete all variants.

Keep in mind that by activating the Permanently delete option, objects are removed
completely and cannot be recovered.

Konfiguration

Anfragedatei
C:haktionenskonfighdel sl

[ Urwwidermuflich lgzchen
[ &lle W arianten [Gschen

Abbrechen

In the query file specify the documents, registers and folders to be deleted.

You can create the query file with any arbitrary text editor. It has the following
structure:

[ANFRAGE] The file begins with the 'query’
section.
SCHRANK=cabinet name Enter the name of the cabinet to be

deleted into the first line.
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Deleting registers and documents
also requires to specify the cabinet
of which the objects originate from.

REGISTER=register type name Insert the register type of the
DOKUMENT=document type name registers or the document type of
the document to be deleted into the
second line.
KLAUSEL1=Objekt@Feld=Wert Optional logical expressions allow
- you to limit the selection to those
KLAUSELn=Objekt@Feld=Wert objects that fulfill these conditions.

Logical expressions must be
numbered consecutively.

Ausdruckl=Object@Field"Operator~vValue Optional logic expressions allow you
to limit the selection to those objects

Ausdruckn=0Object@Field"Operator~value thatcorrespond to these
expressions.

Logic expressions must be
numbered consecutively.

Use internal names and enclose the name in percent signs.

The automatic action 'Delete objects' can be used to delete documents whose
retention period has already expired.

Such objects are determined using an expression in the query file.
Example:
Ausdruck1=0Object®1904"5"15.5.2011

'1904" is the database column containing the retention date, '~5~" is the comparison
operator '<="and '15.5.2011" is a date.'

All objects having a retention date that equals 15.5.2001 or lies before it will be
deleted.

Details on expressions and operators can be found in the 'OS_Client-
Programming-Reference' handbook.

‘Calculate MIME Type' Action

Since enaio® version 5.20, the MIME type and the file size of all document files are
saved automatically. These data are accessible in the object information.

With the 'Calculate MIME type' action, you can have these data generated for older
documents.

To use this action, add the axacmtype.dl 1 library (see "Additions").

In the configuration dialog, enter a configuration name, the intended document
types, and, optionally, the time-span in which the documents were created.
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Calculate MIME type (Mime type) H

Adapt document types:

Docurment type Cabiret 2

O [ E-mail Busziness partner

D bwlmage Cahiret

][ Container dacur... Canpany

O _,_d, D acument Company

I E mail Company

[CIE Invaice Company

[l Mavie Company

Il 1 [=T.Y =R . ' [ 7

Only process documents that were created [ YMMTT)

fromn: ta:

‘Pagination’ Action
Pagination is a method for marking each page of a document with a label. The

automatic action 'Pagination' allows you to paginate image documents from a
particular folder before archiving.

Image documents which are administered in PDF format cannot be labeled.

The pagination can be positioned as you wish and has the format '‘document xx,
page yy or zz,' where "xx' stands for the sequential number of the document in the
relevant folder. This number is determined from the order of capture in the folder,
i.e. the oldest document approved for archiving gets the lowest available number.
'yy' stands for the latest page number and 'zz' for the number of pages in the
document.

It is also possible to consecutively number all pages of all documents.

If a folder contains documents which have already been paginated and archived, the
numbering is continued.

To use this action, add the axacpage.dl1 library (see "Additions’). In addition, the
license key 'PAG' is required.

When setting up the automatic action (see 'Setting Up Automatic Actions"), specify
a configuration name.

The pagination is configured using the following dialog:
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Configuration ﬂ
Fagination type
] Only continuous page numbering
Take multi-page documents into account

Document type Cabinet )
[ 4] bwlmnage Cabinet

[][%] Persan Company

1% Picture Comparwy

[I=#Eid Customer

D | Images Custormer

D ek||mages Cuztarier

[ |ncoming invoice Cusztomer

[l D Cevcboree ~
Fant: Courier Mew v Font size: 10 [ Bold

. [ Underlined
Text color: Black v | ¥ position: 0 [italic
Background color wihite v | position: 0 [ 5paced twpe
Reference: Top left W

Select the pagination type, the document types, the position, and the formatting of
the label.

Pagination has the format 'Document xx, Page yy of zz." As an alternative, you can
append continuous page numbering.

When using continuous page numbering, you can also decide whether or not to
take account of multi-page documents. If a folder already contains paginated and
archived documents in multi-page TIF format, the pagination action must access
these archived, multi-page documents in order to determine the correct page
number. The Take multi-page documents into account option is to be selected only
for this case.

Select the document types to which you want append the pagination from the list.
Use the fields Font, Text color, Background color, Font size, Bold, Underlined,
Italic, and Spaced type to specify the attributes of the pagination. In the Reference
field, you can define the reference point X and Y coordinates. Potential points are
Top left, Bottom left, Top right, and Bottom right, which refer to the relevant
corners of the printable area. Both the X position and the Y position fields are used
to define the distance in millimeters between the pagination and the reference
point. Positive integers must be entered only. The action 'Pagination’ automatically
determines the respective position within the printing area depending on the
reference point.

The 'Pagination’ action will also process reference documents. To avoid this, you
can disable the creation of reference documents throughout the entire system.
Moreover, it is possible to prevent documents or archived documents from being
moved (see "Documents'). After the 'Pagination’ action was executed, the state
‘approved for archiving' is kept by all paginated documents. Archive these
documents before the ‘Pagination’ action is carried out again, otherwise they would
be paginated anew. If you want to perform the 'Archiving' action immediately after
the 'Pagination’ action, you can let them be carried out as an action sequence.
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‘Database Query' Action

The automatic action 'Database query' allows you to send SQL queries to the
enaio® database. The results can be saved to a file.

If the SQL result contains exactly two integer columns, these may be identified as
object ID and object type and saved in the portfolio of a particular user. The
combination of several queries and different users permits you to periodically query
and distribute task packages.

By saving the results of the query to a file, it is possible to regularly create reports on
the data pool which are then stored in the file system for further processing. The
results of such a database query are saved in semicolon separated file format (CSV).

To use this action, add the axacreq.dl1 library (see "Additions").

When setting up the automatic action (see 'Setting Up Automatic Actions'), specify
a configuration name.

The database query is configured through the following dialog:

Automatic action: database query - name ﬂ

S0L

select s.object-id, ¢.objekttyp from edrel 5, objekt 7 o
where s.object-id = 0.id and ofeld 1 like 'completed'

Interpret output as object [object 1D, object tppe] and put in portfolio
[] Make portfolio public
[ Begin new portiolio for every un for | AMBER

Topic

Completed Tasks

Output in file ] Rename existing files

Output file
C:\dbqueryhgueny. tat

Cancel

‘Run Script" Action

The automatic 'Run script' action allows you to run VBScript code. Within the
scripts it is possible to use objects that are provided by Windows, enaio® or other
products. It is recommended to apply the action when enaio® start is used to
periodically perform actions accessing enaio®. For example, the action allows for
periodic report creation regarding enaio®. Alternatively, scripts can be executed by
an external scheduler, but the enaio® objects will not be initialized. The
initialization of enaio® objects will be guaranteed by the runtime environment of
enaio® start or enaio® administrator.

To use this action, add the axacscript.dll library (see "Additions’).

When setting up the automatic action (see 'Setting Up Automatic Actions"), specify
a configuration name.
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The action is configured using the following dialog:

The script to be executed will be saved in the file system.

'Rendition’ Action

The 'Rendition’ action creates copies in TIFF G4 or PDF file format of W-
Documents and image documents and an additional variants of W-Documents.

Two check boxes are required on the data sheet of the document type, one as a
selection check box and one as an error-indicator check box.

The action is only performed for documents that have their selection check box
checked. After the action has been performed, the selection check box will be
unchecked. If an error occurs, the error-indicator check box will be checked.
Documents with active error-indicator check boxes will not be processed by this
action.

To use this action, add the axacdok2tif.dl1 library (see "Additions").

When setting up the automatic action (see 'Setting Up Automatic Actions"), specify
a configuration name and select the document type.

Available object types

| E-Mail [Exchange Storage)

The configuration dialog will open.
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Rendition H
E-Mail [Exchange Storage) Select object type
Selection check box Error indicator check box
w ]
Additional selection conditions
Object field Operator  “alue for comparizon
An v |= v Add condition
log operator
Field Op. alue I aND
(® OR
Remove
Creation ophons
Target farmat Create new variant
v | Set created variant active
Yy — - Copy retention tirmes from original
- ; t (®) Create copy at the zame location
s st (591 () Replace existing document
Timeout: [ T [ Mark document as archivable
lgnore identical input and output farmats
Ok Cancel

Choose which check box serves as the selection and the error-indicator check box.

Selection conditions are optional. The fields Object field, Operator, and Value for
comparison allow you to create conditions and to logically combine them. Variants
in the selected target format will only be created if a document’s index data fulfill
the conditions.

Decide whether you want a copy to be created or whether the document files of the
existing document will be replaced by the converted document files. In terms of W-
Documents, you can create a variant of the converted document file. The variant
created that way can be flagged as the active variant. The scheduled retention period
can be appended to variants as well.

Select the target format (TIFF G4 or PDF) into which the documents will be
converted. You must specify the intended module type if you have chosen PDF as
the target format of module-spanning W-Documents. If you choose the W-
module, a PDF viewer is required at the workstation, e.g. Adobe Reader.

In case the source document is already available in the selected target format, a new
file will only be created if you have activated the option Ignore identical input and
output formats.

This option allows you to convert existing PDF documents into PDF/A documents
if the integrated PDF conversion supports this standard.

Enter a timeout in milliseconds in case conversion is fully stretched and jobs cannot
be processed instantly. A value of 0 milliseconds will not trigger a stop. If a set
timeout is exceeded, the error indicator checkbox is activated.
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The target format 'PDF' requires the configuration of PDF conversion (see
'Integrating a PDF Conversion’).

'PDF/A Validation' Action

The action 'PDF/A validation' checks whether PDF documents comply with the
PDF/A standard and, if available, converts PDF documents into PDF/A documents.

To use this action, add the axacpdfa.dl1 library (see "Additions").

When setting up the automatic action (see 'Setting Up Automatic Actions"), specify
a configuration name.

Indicate all document types of which you want to convert documents in the
configuration dialog.

Document tppe Cabinet Status field Walidation field

[ = Cahinet

(£ Document Company
1 Invaice Company
[1[£9 PDF document Company
[ [#4] Persan Company
D [%#] Picture Comnpany

[C1[Z7 Repart Company
@il o [y

[[] Set PDF/4 compliant documents as archivable.
Attempt to convert not PDF /4 compliant documents.

Cancel |

Using the Edit button you can specify conditions for documents of the selected
document type, which have to be fulfilled in order to execute the action:

Fields: Conditions:

HANLAGEDATUMYE equal
HANLEGERH unequal
HARCHINVARE smaller
#ARCHIVERUMNGSDATUNME greater
HEESITZER# smaller/equal
HCOMPUTER-GUID# greater/equal
HCOMPUTER-IPH
HCOMPUTER-MAMEH
Textd

Conditions

W alidation result

Obiject field Success value Error value

v] |
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The Fields area lists the index data fields of the selected object type and basic
parameter fields. Select the field for which you want to create a clause.

The Links area will list all available operators. Select an operator.

Enter a value for the selected field into the Value area. An asterisk ('*') can be used
as a placeholder for any string of characters and a question point (*?) can be used as
a wildcard for any single character. The field's list permits you to specify a value for
a basic parameter.

Then click on the Add button.

By combining the field, the operator and the value, you have formed a condition.
This condition can furthermore be logically combined with other conditions. The
entire condition is shown in the Conditions field below. In this field, you cannot
edit the entries. If you want to delete or correct entries, press the Undo button.

If you want to indicate successful conversion on the data sheet, specify an object
field in the Validation result area that the Success value or, if conversion failed, the
Error value is saved to.

Confirm the configuration with OK.

In addition to the option Do not attempt to convert PDF/A compliant documents,
you can use this action to change the archivable property of documents of the
selected document types. If you activate the option Set PDF/A compliant
documents as archivable, documents which have been converted by this action, as
well as documents which were already available as PDF/A-compliant files will
receive the property 'approved for archiving.' All documents which are not PDF/A
compliant will be at the same time set to 'not approved for archiving'.

Error Return Values for Actions

If you add the parameter '/X' to the generated start parameters for enaio® start, the
value '0' is not returned every time in the event of an error; instead, a value is
returned for the action during which the error occurred. This allows the relevant
action to be identified in a series of actions.

Action Internal | Hexadecimal | Decimal Error level in
error error value error value | command.exe
value

UNKNOWN 1019 0x800703FB 2147943419 |-2147023877

AXACARCH 1020 0x800703FC 2147943420 |-2147023876

AXACEXP 1021 0x800703FD 2147943421 |-2147023875

AXACIMP 1022 0x800703FE 2147943422 |-2147023874

AXACSYNC 1023 0x800703FF 2147943423 |-2147023873

AXACABO 1024 0x80070400 2147943424 | -2147023872

AXACHIST 1025 0x80070401 2147943425 |-2147023871

AXACWDVL 1026 0x80070402 2147943426 |-2147023870

AXACSCRIPT 1027 0x80070403 2147943427 |-2147023869
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AXACPAGE 1028 0x80070404 2147943428 | -2147023868
AXACPREF 1029 0x80070405 2147943429 | -2147023867
AXACREQ 1030 0x80070406 2147943430 |-2147023866
AXACUNAC 1033 0x80070407 2147943431 | -2147023865
AXACDOK2TIF |1032 0x80070408 2147943432 | -2147023864
AXACMTIF 1033 0x80070409 2147943433 | -2147023863
AXACLTRASH 1034 0x8007040A 2147943434 | -2147023862
AXACHASH 1035 0x8007040B 2147943435 |-2147023861
AXACSIGN 1036 0x8007040C 2147943436 |-2147023860
AXACPDFA 1037 0x8007040D 2147943437 | -2147023859
AXACDEL 1038 0x8007040E 2147943438 | -2147023858
AXACCOM 1039 0x8007040F 2147943439 |-2147023857
AXACEXEC 1040 0x80070410 2147943440 |-2147023856
AXACCOLD 1041 0x80070411 2147943441 | -2147023855
AXACUNME 1042 0x80070412 2147943442 | -2147023854
AXACTARC 1043 0x80070413 2147943443 | -2147023853
AXACADJR 1044 0x80070414 2147943444 | -2147023852
AXACCRYPT 1045 0x80070415 2147943445 | -2147023851
AXACIDX 1046 0x80070416 2147943446 | -2147023850
AXACVCEXP 1047 0x80070417 2147943447 | -2147023849
AXACSUMM 1048 0x80070418 2147943448 | -2147023848
AXACCVGEN 1049 0x80070419 2147943449 | -2147023847
AXACDBST 1050 0x8007041A 2147943450 | -2147023846
AXACCL 1051 0x8007041B 2147943451 | -2147023845
AXACWFHCLEAR | 1052 0x8007041C 2147943452 | -2147023844
AXACSYSC 1053 0x8007041D 2147943453 | -2147023843
AXAOLFR 1054 0x8007041E 2147943454 | -2147023842
AXACHASHD 1055 0x8007041F 2147943455 |-2147023841
AXACMTYPE 1056 0x80070420 2147943456 | -2147023840
AXACFAX 1058 0x80070421 2147943457 | -2147023839
AXACDCM 1059 0x80070422 2147943458 | -2147023838
AXACXMLE 1060 0x80070423 2147943459 | -2147023837
AXACXMLC 1061 0x80070424 2147943460 |-2147023836
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Versions of Configuration Files

enaio® creates backup files of old configurations. You can use these backup copies
in case of necessity to restore previous configurations if a manipulated
configuration leads to inexplicable errors. You can compare the entries and also re-
activate old configurations.

Activating old configurations can cause inconsistencies and data loss. In case of
doubt, please contact our support team.

Backup files are created of the following configuration files:
§ AS.cfg,

Allows you to configure the entire system, the archive system, the W-Module,
and the archive print.

8 ASForm.cfg,
Allows you to configure enaio® capture.
§ ASCold.cfg,
Allows you to configure the automatic actions concerning COLD processes.

The configuration management window is opened by use of the Versions of
configuration files item in the Configuration menu.

In the Versions of the configuration files window you will find a search tree which
lists the configuration files.
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Show Activate Help

Old configurations are each identified by the date, time and creator information.
Double click a configuration to display its details on the right.
You can activate a selected configuration through its context menu.

The automatic action Cleanup of configuration and log files supports you in
managing configurations. This action deletes old configuration files. Only the last
twenty configuration files of each type are retained.

View User Trays

enaio®

It is possible to view the filing trays of enaio® users. This may be useful if you want
to check results after an import into the filing tray, or when the work area is quite
full and you want to check how many documents are in the filing tray portfolios.

The View user tray dialog is opened with the View user trays item in the Actions
menu.

The system role ‘Administrator; View user trays' is required.

You will find a list of users there. Select a user in order to show the document types
and the number of documents in the Content of the user tray area, which are in the
user's filing tray.
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View user tray H

User Content of the user tray

Marne 2 Object Folder Number ™

¥4 2DMINISTRATOR El Arhang Exchange Stor... 1

T2 BLBERTA [W8 Container dov.. Customer g

a AMBER D-Document  Geschaftspartner 1

a ANME-SOPHIE 73] Dacumert Custorner 11

?‘-’ ARMNALD [ Emnail Exchange Star... 3

& CEOILE [ E-mail Customer 2

8 cLaRe [l File Custamer 4

? CLALIDIA Images Customer 7

& cLexToN [ Invoice Cuztomner 1

ﬂ DANMY [EdKurzarleitung  Kurzarlgitung 1

1 DaviD ® Med Scan..  Patient 1

T mvIISFR N7 [E1Rennrt Custnrmer 2V

< > < >
[]Hide deactivated uzers Help

Close the window using the Close button.

Optimize Index Statistics

Tools

enaio®

Extensive changes within the archive may reduce its working speed for the index
tables of the database are no longer optimized.

In this case you can optimize the index statistics. You will find the Optimize index
statistics function in the Actions menu.

You can also use the automatic action '‘Database statistics update’.

If the index statistics optimization does not provide any result, it is possible to
delete and recreate all index tables using enaio® editor.

Before optimizing the index statistics, create a backup copy of the database. Index
statistics optimization is only feasible if no user is currently accessing the database.
enaio® server must be restarted afterwards. All users must restart enaio® client as
well.

You may have to convert data for direct access for the database with your database-
specific tools or for SQL queries.

Open the Tools dialog with the Tools item in the Extra menu.

The Object types area helps you to determine the Tl
object type from the main and subtype or to split the Obiect pes
object type into main and subtype. Sublype:

M ain type: 3

Object type: 196610

Object type Split
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The User data area allows you to determine the user Ueereke
name from the user ID or the user ID from the user Userld: 567
name. User name: STEFAMIE
Hame Id
The Date/time area helps you to determine the date Datetime
and time from the time stamp or the time stamp Time stam: [1402470515
from the date and time. Date: BI04 v
Tirne: 9:08:35 AW =
Dateltime Timestamp
You can use regular expressions to make Regular expression
specifications for entries, e.g. passwords. Expression; | {obiectid;
Here, you can enter a regular expression and check in Test
the Text field whether or not the entry corresponds o
to the expression.
You will receive a respective notification. ok Help

The enaio® administrator User Interface

The enaio® administrator Menu

Log Configuration

You can change the logging level for the period of a session. In case of error, it
enables you to instantly send the relevant information to the administrator.

Logging settings for flow logging H

Current lag path
C:%Program Files [+86)\IPTIMAL SYSTEMSAWOSECHM clisntz\log_clisnth |

Logging level
Mo logging [Level 0] Activate logging
Errars only
Mormal lagging
Debug (Lewvel 6]

] Permanently apply changes

Send caonfiguration Send lag file Cancel

The Send configuration button is used to send the currently set logging
configuration by e-mail. In doing so, all log files of the current day and the
configuration file will be send as a ZIP file.
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Users with the system role 'Administrator: Configure entire system' can
permanently adopt the logging level settings.

Exiting
This menu item is used to close enaio® administrator.

Configuration Menu

Entire System

You open the tabs on which you make settings for the entire system (see 'Entire
System Settings').

Remote User Administration
You configure areas for the security system.

Security System

You open the Security system window. You configure the security system on the
tabs (see 'Introduction to the Security System").

Set Up W-Module

In the Set up W-module window you can set up Windows applications for W-
Documents (see 'Introduction to the W-Module").

Set up Archive Print

In the Set up archive print window you can set background images for
enaio® printer and specify the archive print format (see 'Introduction to the
Archive Print’).

Electronic Signature
You set up signature types (see 'Introduction to the Electronic Signature').

Versions of Configuration Files

You open the Versions of the configuration files window. You can compare the
entries of old configuration versions and also re-activate old configurations (see
'Versions of Configuration Files").

Actions Menu

Optimize Index Statistics

You can optimize the index statistics if extensive changes in the database have
reduced the working speed (see 'Optimize Index Statistics").

View User Trays
You can view the filing trays of enaio® users (see 'View User Trays').
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Automatic Actions

In the Automatic actions window you can set up automatic actions (see
'Introduction to Automatic Actions').

Convert/Reset Clauses

Version 8.50 now includes a new syntax for clauses to access rights. Existing clauses
in versions prior to 8.50 can be converted. The conversion creates a log with which
you can check the conversion before applying it.

If errors or warnings are shown, you should adjust or delete the corresponding
clauses before conversion and recreate them after the conversion.

If you execute the conversion, a copy of the old clauses is automatically saved
beforehand. The converted clauses are saved in the database.

If uncertainties occur despite checking, you can reset the clauses. The reset imports
the copy of the old clauses.

Extras Menu

Changes to the Security System

You open the log of changes to the security system via the 'Security system' and
'Remote user administration' areas. You need the system role 'Security system
configuration.'

This additional logging must be activated in enterprise-manager via Server
properties > General > Security.

Delete History Entries

If the additional logging of the changes to the security system is activated, then
clean up can be done by date via this log entries dialog.

The user needs supervisor rights for this. The entries of the last two months cannot
be cleaned up.

Tools
You open the Tools dialog, which you can use for data conversion (see ‘Tools").

Show System Role IDs
Activates or deactivates the display of system role 1Ds.

Help Menu

Help
Open the online help tool.
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Info

You open the About window. It offers information on the installed version of
enaio® administrator and, by clicking the About button, additional information on
the configuration of the archive and the computer.

Toolbar
You open the tabs on which you make settings for the entire system (see
'Entire System Settings’).

You open the W-template administration window. You configure the
Windows document types on the tabs (see 'Introduction to the W-Module'").

You open the Security system window. You configure users, groups, and
access rights on the tabs (see 'Introduction to the Security System").

]/\ You open the remote user administration. Here you can configure areas for
&8 the security system (see 'Global and Local Administration').

You open the Automatic actions window. Here you set up the automatic
actions (see 'Introduction to Automatic Actions').

You open the Electronic signature configuration window (see ‘Introduction
to the Electronic Signature").

You open the About window.

B
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The enalo® enterprise-manager

Introduction to enaio® enterprise-manager

enaio®

The main purpose of enaio® administrator is to manage the security system and the
W-Module. Its configuration data are used for the entire server family.

enaio® enterprise-managerallows you to manage license keys, individual servers,
and the archiving media for the respective server groups.

On top of that, enaio® enterprise-manager offers significant technical insight into
system processes and can therefore be useful for system optimization and problem
analysis.

enaio® enterprise-manager is a snap-in (32 bit) for the Microsoft Management
Console.

To run enaio® enterprise-manager in the Microsoft Management Console on 64 bit
operating systems, the command line parameter -32 must be passed: mmc -32

Users need the system role '‘Administration of the Application Server.'

enaio® enterprise-manager and enaio® server-Monitor

enaio® server-monitor, like enaio® enterprise-manager, shows all data relevant for
system configuration and all data related to the current system status.

System data can be entirely exported with enaio® server-monitor. Export data may
be helpful, in particular for system support as they allow the analysis and
optimization of systems.

enaio® server-monitor, axsvemtr _exe, is found in the installation directory
\server. After start, the program reads all data concerning the system
configuration and the current system state. These data can be exported into a file by
using the menu or the toolbar.

In contrast to enaio® enterprise-manager, enaio® server-monitor does not connect
to enaio® server. Thus, an overview of the current system state is possible, even if
enaio® server is not reacting.

Starting and Connecting

enaio® enterprise-manager can be started either by using the respective shortcut in
the enaio® application group or the enaio® service manager or by opening the
console file osecm_entmgr.msc located in the directory \clients\admin.
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= osecm_entmgr - [Console Root\Enterprise Manager] = B
File Action View Favorites Window Help
o= 5T = HE

([ Console Root MName

> Enterprise Manager @ OSECM - System

- |5 =

The context menu for the Enterprise-Manager > New item in the console tree
allows you to add a server family. Enter the IP address and the port of a server in
the server family. To connect to the server, you must log on to it.

This server acts as the family control server for enaio® enterprise-manager. All data
of the server family is queried and modified by this server. Within the group, this
server automatically becomes the group control server over which data for the
media administration are queried and modified.

If the server is not running, you must start and connect to it from within enaio®
enterprise-manager.

In the console tree, enaio® enterprise-manager shows all set up server groups and
assigned servers.

osecm_entmgr - [Console Root\Enterprise Manager\OSECM - System\Serverg.. — ©
File Action View Favorites Window Help
o= o E = HE

[Z1 Console Root

- || =

Name
4 B Enterprise Manager 3 Settings
- ) &3
<= ?SECM System i@ Extended administration
4 ¥ Server groups @Logging

4 e dokuteamf10
a ‘Mg Application server
a |{_§ Server 3 (DOKUTEAM-TESTSES
- £} Seftings
> g Extended administration
> [#] Legging
> 4.} Management

> 43 Administration

Each server family is composed of at least one server group with at least one
assigned server. An administration area is assigned to each server group. It allows
you to configure how the server group carries out archiving processes.

The server family itself is also assigned to an administration area which is used to
manage license keys. If the '‘Auto Login' mode is active, you will be logged in
automatically.

You can integrate other server families.

When closing the Microsoft Management Console or enaio® enterprise-manager,
you will be asked to save the console settings.

If you save the console settings, enaio® enterprise-manager will automatically
connect to the family control server at the next start and display the current server
groups and servers in the console tree.
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Language Settings

The default language of enaio® enterprise-manager is German, but it allows being
set to English:

8 Open the oxentmgr.cfg file in the clients\adminfolder.

§ The following entries are required for 'English":
[LOCAL1ZATION]
LOCALE=1033
LANGSTR="eng"
The second entry specifies that the files oxentmgr_pages-eng.xml and

oxentmgr_sp-eng.xml are loaded instead of the files oxentmgr_pages-
deu.xml and oxentmgr_sp-deu.xml. The files contain configuration data.

Without these entries, German is set by default.

Overview of the Console Tree

enaio® enterprise-manager displays the server groups, servers, administration areas,
and the setting area of each added server family in the console tree.

The following entries are found in the console tree:

B 03 Enterprise Manager All server families are listed under this entry.

[+l OS|ECM - System
(@ OS|ECH extern

You can add additional server families using this entry’s
context menu. Although you have added multiple server
families, they can be removed individually.

If a connection to a server family is not possible, the
server family is marked.

The entry Server groups and Administration is assigned to
each server family.

The server family's context menu permits you to rename
the server family and to update its data.

Use the Properties entry to open the property dialog of a
server family:
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QSECM - System Praperties ?

Options | Family control server | Login

Mame of zerver family:  OSECM - System
GUID of server family:  [1EF178F4194D423CBE 770 100E BBAATER
Displayed name: |DSEEM - Spstem

Farmily contral gserver
ID3  Host [DOKUTEAM-TESTSE Service name: |dokuB10

IF address: [10.1.4.87 TCP part: 6010
Rieport options
[ Fesults hexadecimal [ Orly retum code repart
I~ Orily error repaort I~ Job time report

Update options

The family contral server can periodically request the state of ather
server instances. To do so, enter a nonzem number into the update
period field.

|Update period: |60 seconds

Cancel

The family control server is specified on the Options tab.
You can specify Reporting options. enaio® enterprise-
manager logs the server connections separately. The log
can be viewed by clicking on the & Show report button on
the toolbar.

Insert an update period into the Update options area of
the dialog after which the family control server queries the
state of the other servers. The state icons of the servers are
marked according to these query responses.

The family control server is also specified on the Family
control server tab. You can decide whether to
automatically establish a connection when starting enaio®
enterprise-manager or to activate a respective notice in
case an alternative connection address is used (see below).

On the Login tab, the current user can choose to save his
user name and password through the console settings. At
the next start, enaio® enterprise-manager will use these
user account data.

e opicaton servr Each server group is provided with the entries Application
-5 Management server and Administration, which list all servers of the

[ Media administration

group and which offer entries for the media management.
The Media management is used to configure how the
server group performs archiving (see 'Media Management
in enaio® enterprise-manager").

Due to the fact that media data are queried and modified
over a group control server, one group control server is
required within a server group. The family control server
is by default defined as the group control server for its
group. When further server groups are added, one server
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of each group must be designated as the group control
server if, in that group, media data need to be configured.

This property is set by using the All tasks > Set group
control server item from the context menu of a server.

8 z;rvserti Each server is provided with a settings area, an
i ELlings

B Extended administration - @dMinistration area and a logging area.

) tomeng The state icon of each server indicates with a green tick
that the connection to the server is established. If the state
icon of a server shows a red cross, the connection to the
server failed.

The context menu of each server enables you to connect
to or disconnect the server as well as to open the
properties dialog:

Server 3 (DOKUTEAM-TESTSE/doku610) Properties ?

Serverinformation | Edit address list

Host: |DOKUTEAM-TES
IP address:  [10.1.4.87
Service name:  |dokus10

TCP port: GO0

Server control state;  |Family control server

Connection state:  |connected

User.  ADMINISTRATOR

[ Activate auto connection

[ Matify when alternative address is used

Cancel

The Server information register shows a server's address
and connection status. You can decide whether to
automatically establish a connection when starting enaio®
enterprise-manager or to activate a respective notice in
case an alternative connection address is used.

Alternative connection addresses for enaio® enterprise-
manager are added on the Edit address list tab.

Servers can be connected internally with their own
addresses and can use other addresses for external
communication. The family control server, which
determines the addresses of other servers from the
database, will in this case only show the internal
connection. enaio® enterprise-manager can use the
external connection.
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& Adminisration The license keys in particular are managed via the

n License settings
5,

Database administration area of a server family (see 'Introduction

Servers

) Al sessions to the License System").

It is also possible to access the database and server and
session summaries.

Reports

enaio® enterprise-manager logs its connections to servers separately. Using the
property dialog of a server family, you can define Report options.

Feport options
[ Fiesults hesadecimal [ Only return code report
[~ Only eror report [~ Jaob time repart

e This log can be viewed by clicking on the Show report button on the toolbar.

= osecm_entmagr - [Report for OSECM - System] = B
G4 File Action View Favorites Window Help =& =
@ [l
Delets
A
----------- Server 3[DOKUTEAM-TESTSE /dokuf10) [0EA0/14 13:52:33] -
ok: SetCallbackMotification
----------- Server 3 [DOKUTEAM-TESTSE /dokuf10) [0EA0/14 13:52:33] - momemeeee
ok: SetCallbackOnwhndrMeszage
----------- Server 3 [DOKUTEAM-TESTSE /dokug10) [0EA10414 13:52:33] - omrmeev
ok: Init
----------- Server 3 [DOKUTEAM-TESTSE /dakuk10) [0EA10414 13:52:33] - --memeev
ok: Connect
v
< >

The report display is updated automatically.

Like all enaio® components, enaio® enterprise-manager furthermore logs its
activities according to the settings in the configuration file oxrpt.cfg which is
located in the application directory clients\admin.

Server Configuration

Server families operate independently of each other. By exporting index data from
the database or a server family and importing this data into the database of another
server family, read access to documents of the first server family from the second
can be made possible. This also requires the setup of a virtual archive (see
'‘Connections Between Server Families').

Within a server family, the servers in each server group can be configured
differently if they are designated to perform different tasks. However, all servers
access the common database and thus the same licenses, object definitions and user
administration settings.
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All servers of a server group perform the same tasks and must therefore be
configured identically.

The server connection must be established in order to configure the server. Use the
server's context menu to connect to it.

B server 2 Servers are configured by using the areas Settings, Extended

-;M} Settings

#-4ig Extended administration ini H B .
78 etene administration, and Logging
Language Settings

The language defined through the operating system specifies which language is used
by the server to communicate with a client.

In addition, the language can also be specified through registry entries. The
following entries are required to set the language irrespective of the operating
system settings:

Key: HKEY_LOCAL_MACHINE\SOFTWARE\Optimal
Systems\<service name>

String: Locale

Value for 1033

English:

Value for 1033

German:

Server settings
The Settings area of a server offers the following configuration areas:
§ @Server information
This page lists basic server data. The data cannot be modified.
§ @Registry entries

All registry entries which are used by enaio® server are listed here. They can be
customized in the respective area of the server properties.

§ < Server properties

These pages can be used to modify the server properties. Each parameter is
displayed together with a description and their available values if they are
allowed to be modified.

§ & Periodic jobs

Periodic jobs run by the servers are set up here.
Each of the aforementioned pages must be refreshed individually after opening.
You can alternatively activate the option Update when connecting.

Server Information
The Server information page summarizes basic server data.

The data cannot be modified.
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Refresh I~ refresh at connection
M arne Yalue -
ClientETC
ComString 101.4.87
Computartame DOKUTEAM-TESTSE
[ atab azeConSting dokuteamf10/sa/ %z oxtrodbe. dilA
[ atab azeModule oxdbpipe.dil
[ atab azetdoduleC oxdbpipe.dil
[ ataB azetodules
D atabB azeM ewhd ethod
[ ataB azeParser oxtrodbe. di
D ataB azeSchema
[ atab azeSourcel dokuteam&10 v
< >

Database parameters can be modified via Server properties > Category: Data, other
data can also be modified via server properties.

Registry entries

All registry entries which are used by enaio® server are listed here. The entries for
the following key are shown:

HKEY_LOCAL_MACHINE\SOFTWARE\OPTIMAL SYSTEMS\<server name>\Schemata

The registry may contain entries that are not shown here. Those entries may come
from optional components or earlier versions of the system. You must not modify
or delete them.

Each server checks the registry entries at start. If required entries are missing, they
are created with default values.

The keys, strings and values are flagged with icons. For example, the icons indicate
whether entries are required or optional. Use the Key button to open a window for
an explanation of the icons.

It is recommended to not change values in the registry editor but in other areas,
such as the Server properties area. These areas provide you with additional
information on functions and available values. Changes will become effective in an
instant for the corresponding engines are reloaded automatically.

If you have modified registry entries directly in the registry editor, you would have
to manually restart the respective engines.

Server Properties

The Server Properties area is the main area for server configuration. It is divided
into the following categories:

General

Data
Engines
Integrity
Periodic Jobs
Queues
Services

Full text

w W w W W W W W
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When opening, you have to refresh the display of each area. Or you can activate the
Refresh at connection option.

Category: General

For the sake of clarity, data in the General category are divided into further areas.
The following settings are available in this category:

General Parameters

Parameters

ComsString

Default (registry entry)

(ComString)

Description

The IP address or host name of
the computer on which the
server is running or, if a cluster
solution is used, the cluster IP
address.

This address is entered at
installation and inserted into the
registry.

This entry must only be changed
for cluster solutions. If used,
enter the cluster IP address over
which clients can reach the
clustered server.

TCP port

(TCPPort)

The TCP port of the server
instance.

The port is entered at installation
and inserted into the registry.

If you change the port number,
you must adjust this entry
accordingly.

Crash timeout

300 seconds
(CrashTimeout=300)

Defines after how many seconds
a server blackout is suspected due
to a missing alive signal.

This entry is only taken into
account when multiple servers
are used.

The alive signal is sent by the
periodic job
'‘BeatPing/Serverping'.

The timeout value must be
greater than the period of the
periodic job.

Effected sessions will be taken
over if the timeout expires and a
server failure is suspected.
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Max. count
of TCP sockets

1500
(MaxConnections=1500)

The maximum number of TCP
sockets that the server will open
for TCP connect requests.

If the computer's memory
utilization is too high, you can
reduce it by lowering this value.
However, at least four TCP
sockets are required for each
client.

Timeout for
the start of a
job thread

10000 milliseconds

(Threads\
JobStartTimeout=10000)

The time provided for a job
thread to start. After this
timeout, it is attempted to start a
new job thread.

Increase the timeout value just
temporarily in order that you can
determine whether job threads,
which could not start due to
timeout, may be started then.

Wait before
launching

0 seconds
(WaitSec=0)

Number of seconds the server
waits before it launches. A
waiting period may be necessary
in case the server has to wait for a
database or full text server.

Free disk space

50 MB
(Archive\MinDiskSpace=50)

The minimum free disk space in
the WORK area, in the server
installation directory and in the
configured server log directory. If
this minimum space is not
available in one of these areas,
the server will not start.

It is recommended to increase
this value. Large documents or
extensive logging may occupy

this space immediately.

In operation, periodic jobs
determine the remaining free
disk space. When the value drops
below the configurable amount
of space, the administrator will
be notified by e-mail.

By default, these periodic jobs are
activated and use the minimum
disk space entered here as default
value.

E-mail when

Not active

Defines whether or not to send
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not found on
main medium

(Archive\
MailForMirrorDocument=0)

an e-mail to the administrator if
a document was only found on
the mirrored medium but not on
the main medium.

Such errors must always be
investigated.

The administrator's e-mail data
must be available (see below).

Job execution

Allowed

Defines whether or not to

without login | (| oginForJobs=1) perform server jobs of clients

which have not yet logged on.
Always close Close sessions Turns on or off the reservation of
sessions sessions.

(KillSessionOnDisconnect=1)

Sessions should not be reserved.

Reservation
time

0 seconds
(SessionPreserve=0)

Defines how long a canceled
session will remain reserved for
later recovery (in seconds).

Sessions should not be reserved.
The reservation time is only
relevant when sessions are
reserved.

Computer - If specified, this name is used to
name (ComputerName) identify the application server in
the 'server' table.
This entry must remain empty.
Memory size |50 MB Maximum size (in MB) of the file
for which is compressed/extracted in

compression
and extraction

(Archive\MaxCabMemory=50)

the memory; otherwise, the hard
disk is used.

Path to access
log

(AccessProtocol)

The path to the access log.
Without any entry the access log
will not be created (see
'Introduction to Logging").

Use hard links

use
(Switches\DoCopy=0)

Defines whether to copy
document files or create hard
links, especially in the
work/cache area.

If hard links cannot be created,
the files will be copied.

The server checks at start
whether it is possible to create
hard links. If not, an error
message will be written to the
start log.
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The creation of hard links can be
generally deactivated through the
following registry key:
Archive\DoNotUseHardLinks
Set the value to '1' in order to not
check and to not create hard
links.

Administrative | Allow e-mails Disables or enables the sending

e-mails (NoMails=0) of administrative e-mails for the
transmission of system events.
The log files 'startup.txt' and
‘shutdown.txt’ are enclosed to
the e-mail.

E-mail address | - E-mail address of an

of the (AdminMail) administrative recipient for the

administrator

transmission of system events
(server start/end) by the server.

Use the semicolon to separate
multiple e-mail addresses.

E-mail server

(MailServer)

The IP address or host name of
the e-mail server for
administrative e-mails.

E-mail sender

(MailSender)

The sender’s name or address to
be given to the server when
sending e-mails to an
administrator.

‘askrn' is used by default if this
entry is left empty.

SMTP body

Yes
(SMTPBody=1)

Defines whether or not to set the
flag "BODY=8BITMIME" when
sending e-mails.

Some e-mail servers, for example
the Exchange server 5.5 and
earlier versions, cannot deal with
this encoding and will report a
syntax error. If so, set the value
to 'No'.

SMTP NTLM
domain

(SMTPNtImDomain)

Defines the NTLM domain for
the authentication with NTLM.

SMTP
authentication

None
(SMTPAuthenticating=0)

Authentication method for
SMTP

SMTP user
name

(SMTPUserName)

User name for SMTP login.
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SMTP
password

(SMTPPassword)

Password for SMTP login.

The password should be
encrypted by calling the
application url-cipher-
tool _jar (cf.'URL
Encryption’).

NetSend
address

(AdminNet)

The name of the computer to
which administrative messages
are sent with NetSend.

If this entry is empty, NetSend
messages will not be sent.

NetSend
sender

(AdminName)

The name of the sender for
NetSend messages.

A sender is optional.

Monitoring
license
utilization

90
(LicenseThreshold=90)

Enter a value defining the license
utilization in percent — if this
value is exceeded, an e-mail is
sent to the administrator. Enter
the value '0' to not monitor the
license utilization.

You can find details about
monitoring in the section
'‘Determining Licenses.'

Email to
license
utilization

Send
(LicenseThresholdMail=1)

Defines whether or not to send
an e-mail to the administrator if
the value defining the license
utilization is exceeded.

An exceeding of the utilization
value will be written to the flow
log if the log level is set to 3.

Maximum file
size in GB

(MaxFileSize=1)

Maximum size for files.

Files can be no more than 2 GB
in size, and videos no more than
4 GB. For image modules,
documents can consist of
multiple files, and the total of all
image files must not exceed

4 GB.

Login

To be able to log in, every user must enter his user name and password into the
enaio® user administration system.

enaio®
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If you have chosen NTLM authentication and set up NTLM authentication in the
operating system, users that have been handed over to the enaio® user
administration system as NT users can log in with their Windows user name and
password. The users and servers must always belong to the same domain. If NTLM
authentication fails, standard authentication is automatically executed provided
that respective data is available.

If the activated NTLM authentication fails when enaio® enterprise-manager is
started, no further authentication will be carried out.

Standard authentication is available and lets users log in with the enaio® user
names and passwords. If the Windows user names correspond to the enaio® user
names, you can active automatic login to the operating system.

If an LDAP server provides the user names (see 'LDAP Configuration), activate
auto login and set the login mode to 'LDAP" in order to enable automatic login with
the login data for the operating system. Users that have been signed out from the
LDAP server will not be able to log in anymore, even if they are still registered as
enaio® users. In LDAP mode, the login dialog asks for the LDAP user name and the
enaio® password.

Anonymous access to the LDAP directory service usually is not allowed; as a result,
authentication at the LDAP system is required for identification of LDAP users and
their rights. You must have an LDAP user with the appropriate rights. Name and
password are entered on the 'LDAP Configuration in enaio® administrator.

You can also specify a login sequence for standard authentication.

Parameters  Default (registry entry) Description
Auto login Not active Allows auto login to enaio®
(Login\AutoLogin=0) in standard authentication

mode, using the operating
system's login data.

NTLM login | Not active Allows NTLM
(Login\NTLMLogin=0) authentication via Windows
user name and password.

The standard authentication
is either carried out using
the enaio® user name and
passwords, or through
LDAP or Active Directory

(see below).
Login mode | Dialog Defines whether in standard
(Login\LoginMode=0) authentication mode the

user is logged on via enaio®
user administration, LDAP
or Active Directory
(Dialog/LDAP/Active
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Directory).

If a login order has been
defined, this value will be
ignored.

Login order

(Login\LoginPipe)

If multiple logon types are
possible, list them here in
the intended order.

Use the following
abbreviation: L=LDAP; A =
Active Directory; 1=User
administration with
password; U=User
administration without
password.

Example: "LI," initial login
is carried out with LDAP; if
it fails, the user
administration with
password is used on the
next attempt.

Check case-
sensitivity of
passwords

Do not check case-sensitivity
(Login\PwdCaseSensitive=1)

Specifies whether or not to
check the case sensitivity of
passwords in standard
authentication mode.

In NTLM authentication
mode, the operating system
setting takes precedence.

Computer
identification

Name
(Station\Ident=name)

The modules can be
assigned to the computers
through names or the
GUID.

When installing terminal
servers, the GUID must be
used for identification
because names may differ.

This setting requires that
the GUID has been used for
licensing and that every
computer that logs on has
exactly one network card
and can be identified.

Computer
name
adjust

Do not adjust
(Station\ChangeName=0)

If computer identification is
performed with the GUID, a
changed computer name
can be automatically

enaio®
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updated for its display in
the license management.
This update is not
obligatory.

Security level

No restriction
(Login\SecurityLevel=0)

You can specify whether or
not to close the application
and to additionally lock the
user account after three
failed login attempts.

Domain

(\VValidDomains)

Specifies to which
additional domains the user
must belong in order to
automatically log on to the
server (auto login).

Enter multiple servers
separated by semicolon.

Any user that belongs to the
same domain as the server
can always log in
automatically.

Active
Directory
Domain

(Login\LoginDomain)

Specifies which domain of
the server will be used to
authenticate the user in
Active Directory
authentication mode.

LDAP binding

(Login\LDAP\Binding)

Enter the binding string that
describes the particular
position within the
structure of the LDAP
directory service, which
forms the starting point for
search requests.

When specifying more than
one LDAP server above, you
can also enter multiple
binding strings separated by
semicolon.

LDAP host

(Login\LDAP\Host)

Indicate the LDAP server
and, separated by a colon,
its port number.

Enter multiple LDAP
servers separated by
semicolon.

Data of the LDAP server
that is reached at first will
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be used for the user
administration.

LDAP user - Enter the LDAP attribute

attribute (Login\LDAP\UserAttrib) that is used as unique user
indication.

Regular - Enter a regular expression

expression for | (| ogin\PwdComplexity) in order to specify the

password password syntax which

syntax must be followed when
distributing and changing
passwords.
If a password does not
follow this syntax, it will not
be accepted.

Description |- A description of the syntax

text for the (Login\PwdComplexityDescription) | requirements which is

password displayed in the dialogs

syntax when distributing or
changing passwords.
Example: "Das Passwort
muss mindestens 8 Zeichen
lang sein.\r\n Your
password must be at least 8
characters long.\r\n VVotre
mot de passe doit
comporter au moins 8
caractéres.”

Validity 0 Enter a period in days for

period of (Login\PasswordExpirationinterval) |Which a password is valid.

passwords The value '0' turns this
function off.

Notification |5 Enter a value in days after

when the (Login\PasswordExpirationWarning) | Which the user is notified

period of about password expiration.

validity

expires

Version check
at server
connection

Minor
(Login\CheckVersion)

A version check can be
carried out each time a
client connects to enaio®
server. If the versions do not
match, enaio® server will
forbid the connection.

Major, minor release or
service pack version can be
validated. By default, the

Page 221




enaio® Administration

enaio®

Server Configuration

minor release version is
checked. In order to make
sure that no errors occur
due to version differences,
you can enable a validation
of the service pack version.

User name for
LoginPipe
exceptions

(Login\AlternativeUserNames)

Specify the users to be
logged in using the
alternative LoginPipe. Use
the semicolon to separate
multiple user names.

The "™*" entry allows all users
to be logged in using the
alternative LoginPipe.

As well as specifying users,
you must also specify the IP
address of the computer on
which the enaio® service is
running using the '1P
addresses for LoginPipe
exceptions' parameter.

Furthermore, the system
role 'Server: Switch job
context' must be assigned to
the users, otherwise the
program cancels the
operation with an error.

IP addresses
for LoginPipe
exceptions

(Login\AlternativelPAddresses)

Specify the IP addresses to
be used for the alternative
LoginPipe. Use the
semicolon to separate
multiple IP addresses.

It is recommended to
indicate only IP addresses of
workstations on which
enaio® services are
executed.

In addition to the IP
address, you must use the
parameter 'User names for
LoginPipe exceptions' to
specify also the user name
under which the enaio®
service is running.

Alternative
LoginPipe

As with 'Login order’
described above, you specify
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(Login\AlternativeLoginPipe)

an order for the login pipe
exception. Only one entry is
possible here as well.

Use the following
abbreviation: L=LDAP; A =
Active Directory; 1=User
administration with
password; U=User
administration without
password.

DMS Options

Parameters

Limit of query
results

Default (registry entry)

0

(DMSOptions\
RequestRowsetLimit=0)

Description ‘

Defines the maximum of data
sets which may be returned by a
server query. An error message
is output if more data sets are
determined. Enter the value ‘0’
to specify 'no limit'.

You must only limit the engine
in agreement with the
consulting team.

Limitation may also restrict the
execution of automatic actions,
for example, the action 'Hash
check'.

Use station No Defines whether or not to
name for (DMSOptions\ identify the station based on its
ChECkOUt CheckOutByComputerName:O) name fOI‘ CheCkout
This may be required if stations
cannot be clearly identified with
the IP or the GUID which will
thus lead to check-in errors.
Local date No Follows the date and time
format (DMSOptions\ format according to the settings

UseUserLocaleDate=0)

of the local user at the
workstation.

Local number
format

No

(DMSOptions\
UseUserLocaleNumber=0)

Follows the number format
according to the settings of the
local user at the workstation.
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Encrypted
Data section

Default (registry entry)

Encryption not active
(Archive\CryptoStorage=0)

Server Configuration

Description

Controls whether or not to
encrypt the entire data area
(work, cache, archive) with AES
256 (see "Encryption of Document
Files in enaio®")

Disable user
rights at job
calls

Only administrators

(Security\
JobExecutionAccessLevel=1)

Defines which users are allowed
to set the flag 'Do not check user
rights' when executing jobs.

‘Administrators' are users with
system roles.

Jobs can be carried out by use of
scripts, deactivating the check of
user rights for the sake of
performance. Unfortunately, this
creates a security hole. For that
reason, it is recommended to only
grant this function to
administrators.

To completely close this security
hole, set the value to 'Nobody'.

Hashed
communicati
on

No

(Security\
OnlyHashedJobs=0)

Controls whether enaio® server
accepts only jobs with a hash
value.

The configuration file

oxml jsc.cfg allows you to
change the respective setting for
clients.

As default, jobs are transferred
with hash values.

The file is found in the respective
application directories. Further
information can be found in the
system handbook DMS.

Compressed
communicati
on

No

(Security\
OnlyZippedJobs=0)

Controls whether enaio® server
only accepts jobs with compressed
data.

For clients located in the
application directory, the
following entries via the
oxml jsc.cfg file are used to
switch compression on:

packed=1
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packbound=0

The file is found in the respective
application directories.

You can switch on compressed
communication for clients via the
relevant oxml jsc.cfg file without
switching on the exclusive
compressed communication for
the server.

Further information can be found
in the system handbook DMS.

Windows No Specifies whether or not clients
Version (Security\ can only log in under Windows
check CheckWindowsVersion=0) XP or greater Windows versions.
Signature - Creates a list of modules which
check (Security\ are checked for valid signatures as
of modules | checkSignatureModules) soon as they are started or loaded.
when The modules in the list are
Loading separated by semicolons.
Example:
ax.exe;axbasics.dll;axavapps
-dil
Password Internal and AES algorithm Since version 6.0, enaio® is using
encryption | (security\ the Advanced Encryption
handling PwdDecryption=3) Standard (AES). Keep the default
values if you have integrated an
external application that does not
yet encrypt according to this
standard. If this is not the case, it
is recommended for security
reasons to select the value 'AES
algorithm only" in order that
enaio® server accepts only those
passwords that are encrypted
according to this standard.
Sharing Yes Activate/deactivate sharing
active (Security\ functions
EnableDocumentSharing=1)
Maximum 60 Maximum number of days
sharing time | (Security\ during which documents are

DocumentSharingMaxDuration
=60)

shared for joint processing.

Log changes
to the

No
(Security\

Additional logging of changes to
the security system via the
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security SecuritySystemHistory=0) 'Security system' and 'Remote

system user administration’ areas.

workflow

Parameters  Default (registry entry) Description

E-mail No Specifies whether an additional e-

notification | (workflow\ mail will be sent when an activity

for work items | EmailonwWorkltem=0) is placed in a user’s inbox.

Support of Yes Specifies whether

deadlines (Workflow\SupportTimers=1) | dunning/retention periods will be
processed by the workflow engine.

Processing 2 Defines the order in which

sequence Workflom\WorkerJobStrategy | Workflow steps are processed by

the server: 1 = age of the steps,
oldest first; 2 = age of the
processes, oldest first; 3 = up-to-
dateness of the steps, youngest

first.
Conversion
Parameters Default (registry entry) Description
FOP path - Path to the batch file for the
(Conversion\FOPPath) FOP (Formatting Object
Processor).

During server installation, the
files are copied into the
\etc\fop directory and the path
is entered.

The installation of JAVA is
required, and the environment
variable JAVA_HOME must be
added to the Java installation

path.

FOP timeout | 30000 ms Defines after how many
(Conversion\ milliseconds the FOP
FOPTimeout=30000) conversion process will be

canceled.

The conversion may require
more time than specified here.

OpenOffice |- This property may only be
application | (Conversion\SOfficePath) configured when authorized by
the consulting team.
Path to the OpenOffice
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application soffice.exe which
is used for PDF conversion.

This PDF conversion is
currently only used for sending
W-Documents in PDF format
from the client to external
recipients. If OpenOffice cannot
convert the file format, users get
an error message.

OpenOffice is not installed
automatically.

OpenOffice
Timeout

10000 ms

(Conversion\
SofficeTimeout=10000)

This property may only be
configured when authorized by
the consulting team.

Defines after how many
milliseconds the PDF
conversion process with
OpenOffice will be canceled.

The conversion may require
more time than specified here.

Disable
internal
image
conversion

No

(Conversion\
DisablelnternallmageConversion)

Specifies whether images (e.g. to
PDF) are converted internally or
externally or by an external
program.

Note that OS_renditions can
only convert single-sided PDF
documents.

Fit
quicklooks

No
(Conversion\FitSlides)

Specifies whether the height and
width of quicklooks or only
their height will be adjusted to
fit in the quicklook view. When
selecting the second option, the
guicklook may be truncated.

Use SLIDE
cache

Yes
(Archive\UseSlideCache)

Specifies whether renditions are
saved in the SLIDE cache of the
application server. Independent
of this setting, renditions will
always be saved in the rendition
cache.

Yes — Generated renditions will
be saved in the SLIDE cache and
read from there.

No — Generated renditions will
not be saved in the SLIDE cache.
If a rendition is requested, it will

Page 227




enaio® Administration

enaio®

Server Configuration

be read from the rendition
cache or generated, if not yet
existing.

Call
renditions
using object
ID

Yes
(Archive\GetRenditionByID)

Yes — Existing renditions are
called directly from the
rendition cache using the object
ID without transferring
documents from enaio® server
to enaio® renditionplus first. By
using this option, network
traffic is reduced.

No — When requesting a
rendition, the document is
transferred from enaio® server
to enaio® renditionplus.
enaio® renditionplus reads the
rendition from the cache.

If the rendition cannot be found
in the rendition cache, it will be
generated by

enaio® renditionplus as usual.

OCR

The settings are documented in the section 'OCR Using AXFROCR.'

Parameters

OCR program

Default (registry entry)

NO_OCR
(Archive\OcrExe)

Description

Specify the path and name of an OCR
program to have a full text index
created of image documents.
NO_OCR - No OCR from image
documents. However, a full text index
is added to text documents.
axfrocr.exe — OCR with FineReader

axrenocr.exe — OCR with
enaio® renditionplus (FineReader)

Monitoring - Only axfrocr.exe:

file (Archive\OcrAliveFile) Path and name of the file for checking
whether the OCR program is still
running.

Start OCR No Only axfrocr.exe:

application | (Archive\WatchOcr=0) | Checks whether an OCR program is
running and starts it if required.

OCR - Only axfrocr.exe:

decryption (Archive\OcrDecryptPath) | Directory into which files for OCR are
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directory stored in an unencrypted form.

OCRjob - Only axfrocr.exe:

directory (Archive\OcrJobPath) Directory into which OCR jobs will be
filed.
After changing the indicated directory
the parameter in the file axfrocr.ini
must also be changed (see "The
Configuration File").

Zonal OCR OCR executor Execute zonal OCR from within

(Archive\Zonal=0) enaio® client through the OCR

executor or the application.

Recognition | Standard recognition Faster recognition can negatively

speed (Archive\OcrFastMode=0) | impact quality.

Subscription/Follow-up

Parameters

Default (registry entry)

Description

Send e-mail | Yes Defines whether e-mails will be

messages (Subscription\SendMails=1) sent when notifying a
subscription/follow-up.

Send e-mails | Send e-mails individually Defines whether e-mails will be

individually | (subscription\SendSingleMail=1) | sentindividually or as collective

e-mail when notifying a
subscription/follow-up.

Attach index
data

No
(Subscription\

SendMailWithindexData=0)

Defines whether index data will
also be sent when notifying a
subscription/follow-up.

For data protection reasons, it
can be necessary to send index
data.

E-mail (inbox in enaio® client)

Parameters

Default (registry entry)

Description

E-mail MAPI Specifies whether the inbox is

integration (Mail\Type=instell) integrated in the client via
MAPI or IMAP. The respective
client licenses must be available.

IMAP e-mail - Specifies the full, qualified

server (Mail\IMAPServer) domain name of the IMAP e-
mail server.

Port of the IMAP | 143 Specifies the port of the IMAP

e-mail server (Mail\IMAPPort) e-mail server.

Name of the - Specifies the display name of the
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IMAP e-mail (Mail\IMAPServerName) IMAP e-mail server.

server

Proxy of the - Specifies the computer name of

IMAP e-mail (Mail\IMAPProxy) a firewall through which the

server IMAP server is to be accessed.

Proxy type of the | No firewall Specifies the type of the firewall.

IMAP e-mail (Mail\IMAPProxyType=0)

server

Proxy login of - Specifies the user name for

the IMAP e-mail | (\ail\IMAPProxyUser) authentication at the firewall.

server

Proxy password |- Specifies the password for

of the IMAPe- | (Mail\IMAPProxyPwd) authentication at the firewall.

mail server

Configure IMAP |0 Specifies whether the user can

e-mail server (Mail\ChangelMAPServer) | set the IMAP server by himself.

Setting Text-Area The integrated e-mail

e-mail display (Mail\IMAPShowHTMLMail) application can display the text
or html area of an e-mail
message.

Client options

Parameters Default (registry entry) Description

PDF 200 DPI Defines the resolution in PDF
resolution | (ClientOptions\PdfResolution) | documents which are displayed in
the internal viewer of enaio® client.

The resolution value, which was
selected when creating annotations
on PDF documents, takes
precedence over the value defined
here.

Category: Data

Data in the Data category are divided into further areas. The following settings are
available in this category:

Archiving

Archiving and archiving settings are described in detail above (see ‘Archiving

options").

Parameters Default (registry entry) Description

Server type Main server Main servers can
(Archive\ServerType=0) archive documents of

other servers; sub-
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servers can only
archive their own
documents.

Activate confirmed
archiving

Not active
(Archive\ConfirmedArch=0)

Controls confirmed
archiving.

Free storage space

50 MB
(Archive\FreeMediaSpace=50)

Indicates the storage
space which will be
kept free on archiving
media.

Cluster size on the
jukebox

1024 KB
(Archive\JBClusterSize=1024)

Defines the default
cluster size of the
media in the jukebox
for determining free
space.

This information is
used if no
information is made
for the individual
media.

Create backups

Not active
(Archive\MakeBackups=0)

Specifies whether a
backup of the media
is stored in the
backup directory
during archiving.

Pegasus method for
determining free
media space

NTFS method
(GetDiskFreeSpaceEx)

(Archive\
PegasusFreeSizeMethod=0)

Specifies the method
which is used to
determine the free
space on the
archiving media.

Pegasus method for
determining the free
space for the next
document to be

Initial calculation of total free space
(Archive\
PegasusFreeSpaceOnly=0)

The remaining free
space for archiving
on Pegasus media can
be calculated based

archived. on the initially free
space or determined
anew each time.

Automatic Not active Defines whether

prearchiving

(Archive\AutoPreArch=0)

documents of other
server groups are
handed over before
archiving.

Sending e-mails
during archiving

No e-mails
(Archive\ArchAdminMail=0)

Specifies at which
archiving events an e-
mail is sent to the
administrator.

Page 231




enaio® Administration

Server Configuration

Maximum number of
archiving errors

1
(Archive\MaxErrorsCount=1)

Defines after how
many errors
archiving will be
canceled.

Insert ‘0" to not
cancel the archiving
process.

Note that updating
the enaio® server will
reset this value to '1'.

Extended 1 Specifies whether
archiving (Archive\ExtendedReport=1) extended archive
logging logging is activated.
Thus, a detailed XML
log file will be
created.
Path and archive%5%7%6%8%9%10.xml Specifies the path and
file name for (Archive\ReportName) the file name of the
extended log file for extended
archiving archive logging.
logging The file will be
written to the
\server\log
directory.

Delete archived
documents

Do not delete
(Archive\DeleteArchived=0)

Specifies whether files
on media will be
deleted if archived
documents are
deleted.

Hash value check
during
archiving/dearchivin

g

yes
(Archive\ReadAfterWrite=1)

Defines whether to
check hash values
during
archiving/dearchiving
processes. This
ensures correct
handover but is
detrimental to
performance.

This check is
independent of the
functions for
document integrity.

Archive object
definition

yes
(Archive\ArchiveObjDef=1)

Specifies whether to
additionally archive
the corresponding
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object definition
during each archiving
process. If this option
is deactivated, you
have to ensure the
equality of index data
and the
corresponding data
model according to
your procedural
documentation.

Retention periods

Unix time range
(Archive\RetentionBehavior2038=1)

Specifies the valid
range for retention
periods.

32 bit systems may
require you to limit
the valid retention
date period. To do so,
select the unix time
range (1"). As a result
it will be impossible
to specify retention
dates beyond Jan 19,
2038.

If retention periods
can be specified
without constraint,
select the continuous
time range (2"). For
example, for GRAU
DATA.

If you use NetApp
archives, select the
extended NetApp
time range (3'). Asa
result, the valid time
range for retention
dates extends to Jan
19, 2071.

To guarantee simple configuration and secure operation, enaio® provides tools and
means for different certified archive storage systems. Nevertheless, keep in mind to
follow the configuration steps described in the respective interface manuals.

It is therefore recommended to coordinate, realize, document, and test the
planning of retention periods, the selection of an archive storage system and its
configuration, the configuration of retention periods as well as necessary archive
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storage system settings in enaio®, and the correct configuration and execution of
archiving processes with our consulting department.

Database Parameters

Parameters

Default (registry entry)

Description

Data source askrn Indicates the ODBC data source
(DataBase\Source=askrn)) name for access to the database

server.
This entry is specified during
installation, written to the
registry and must not be
modified.

Parser for ODBC parser The parser is predefined.

database (DataBase\

queries Parser=oxtrodbc.dll)

Database ODBC access Defines whether the database is

access (DataBase\ accessed using ODBC or DB

Module=oxdbodbc.dll) piping.

The type of access is given
during installation.
If you modify this entry, you
must also change the following
one.

Database ODBC access Defines whether the database is

access (extra) | (DataBase\ accessed using ODBC or DB

ModuleClient=oxdbodbc.dll)

piping.

The type of access is given
during installation.

If you modify this entry, you

must also modify the previous
one.

Database
scheme

(DataBase\Schema)

Specifies the name of the
database scheme. The scheme
will be used to determine table
names, table indexes and
column names.

This entry is left blank if no
custom scheme is explicitly
specified for the database.

Maximum DB
field length

2000
(DataBase\DBMaxChar=2000)

Indicates the maximum string
length of a character field in the
database.

This value depends on the
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database in use and must be
appropriately adjusted.

This value can also be set using
enaio® editor.

Pool size for
job threads

5
(DataBase\PoolJobThreads=5)

Indicates the number of DB
connections allowed in the pool
of job threads.

You can enter a value between
1"and '64". It is recommended
to not modify the value.

Pool size for
read threads

5
(DataBase\PoolRead Threads=5)

Indicates the number of DB
connections allowed in the pool
of read threads.

You can enter a value between
'1'and '64'.

The capacity can be viewed in
the area Extended
administration > Database pool
> Read threads.

Replace CR
character with
CRLF

Replace
(DataBase\ReplaceCR=1)

Defines whether CR characters
in the database are replaced
with CRLF characters for
display reasons when reading
strings.

Maximum hits

50000
(DBPipe\MaxHits=50000)

Maximum hit number of SQL
Select statements.

This setting also affects the
automatic actions 'Sign' and
'Full text indexing' and limits
the number of documents
processed there.

ADO database

access

Access to the database in the case of SQL queries (see 'SQL") is via ADO.

Parameters

Execution of
SQL commands
(write access)

Default (registry entry)

Allow execution
(ADO\ExecuteCommands=1)

Description

Specifies whether to allow write
access to the database when using
the ADO database access with
SQL queries.

Set the value to 'Do not allow
execution' in order to close this
potential security hole.

Name of the

MSDASQL (ODBC)

Indicates the name of the OLE
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OLE DB (ADO\Provider=MSDASQL) | DB database provider.
provider
Cursor type Forward only Cursor type when opening an

(ADO\CursorTypeSelect=0) [ADO query.

Default up to 7.50: 'Dynamic.'
This cursor type is not changed
by updates. We recommend the
cursor type 'ForwardOnly." If
necessary, check whether a
change is possible.

Please contact Consulting if you encounter problems with SQL queries.

Category: Engines
All engines are listed here. The engines for workflow are activated by the enaio®
setup. If needed, the OCR and MED engines must be activated manually.

Refresh [ refresh at connection
Categary: | Engines ﬂ
Parameters Walue D escription s
Subscription Subscription engine [ABN]
DLL name owjobabn.dll Mame of DLL [rno entry for intermal namespace).
[ueue name COMMOon Indicates the corezponding job queue.
Active Active Indicates whether the engine is active. T akes effect after server restart.
Child process Kernel proce...  Starts the engine in ah owh process space.
Administration Administration of user groups, users and system files.
DLL name Mame of DLL [rno entry for intermal namespace).
Queus name COMMOon Indicates the coresponding job queue.
Active Active Indicates whether the enging iz active. Takes effect after server restart,
Child process Kernel proce...  Starts the engine in an own process space.
ADO DB Databasze access using active data objects [ADO]
DLL name axjobado.dll Mame of DLL [ro entry for internal namespace).
Queus name COMMOon Indicates the coresponding job queue.
Active Active Indicates whether the enging iz active. Takes effect after server restart,
Child process Kernel proce...  Starts the engine in an own process space.
Conversion Document conversion and rendition services [CHY]
DLL name axjobcre.dll Mame of DLL [ro entry for internal namespace).
(Queus name COMMOn Indicates the coresponding job queue. he
£ >
Edit

Engines that are not needed can be disabled. An active engine that is not needed
only places extra load on the system when executing periodic jobs.

Periodic jobs, which are also activated by enaio®-setup, are assigned to the
workflow engine.

Changes only take effect after server restart. It is possible to load or unload engines
during runtime from the Extended administration > Set up > Engines area.

A queue name is specified for each engine. It is possible to set up new job queues
for engines or to raise the number of threads. The job queues' capacity can be
viewed in the area Extended administration > Monitoring > Job queues and the
category Queues lists the parameters related to the queues for editing.

Engines are run in the kernel process space. They can be started in an individual
process space for error analysis purposes. It is recommended to perform changes
only after prior consultation with the support team.
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This data is administered in the registry of the server. Under the registry key
NameSpaces, a key with the required strings and values is created for each engine.

Refresh I— Charge | Save ag | Key |

- ¢ @ MameSpaces ~ | Name Walue

----- £ =z B £ [ Chid 0

""" P=g adn r @ Debug 0

=/ DIMame oxjobabn.dll
P[] Enatled 1

£ | =] QueueM ame cammon

Fiead again | wiite |

Category: Integrity

Settings available in the Integrity category allow you to activate mechanisms which
support you in finding errors on storage media and detecting direct accesses to
document files (see 'Validating Document Integrity").

Parameters Default (registry entry) Description

Hash value Do not check The hash value can be
check before (integrity\HashNeeded=0) checked prior to the
archiving archiving process.
Signature check | Do not check Additionally, the
before archiving | (integrity\SignatureNeeded=0) signature of the hash

value can be checked
prior to the archiving

process.
Hash-value Do not check The hash value can be
check created | (integrity\CheckDocHashOnRequest=0) | checked whenever a
before document is requested.
document call If the check is activated
up the hash value will also
be checked after
dearchiving.
Signature check | Do not check Additionally, the
before (integrity\CheckDocSigOnRequest=0) | Signature of the hash
document value can be checked
request whenever a document
is requested.
Automatic Do not create Every hash value which
signature (integrity\Sign=0) is generated at creation
creation or modification of a

document file is

enaio® Page 237



enaio® Administration Server Configuration

enaio®

signed.
Signature errors | Do not cancel Errors which occur
treated as fatal | (integrity\ErrorAsFailure=0) while creating or

checking a signature
will only cancel an
action if you enter the
value 'Cancel.

Signature - Only the module
module (integrity\DIIName=0xsignos.dIl) ‘oxsignos.dll* can be
used for signing. Do
not change this value.

Signature - Do not change this

module (integrity\Parameters=algo=1) value.

parameter

Signature code |- Subsequent signing of

(integrity\Code) document files

requires a signature
code.

Period of - The period of validity

validity of the | (integrity\CodeExpires) of the signature code

signature code for subsequent signing

must be entered here.

Category: Periodic Jobs

Registry entries control the setup of jobs, which are periodically executed by the
server, during installation.

Fefresh [ refresh at connection

Category: | Periodic jobs ~]
Parameters Walue Diescription
Cache Cache maintenance
Mamespace Indicates the namespace of the engine in which the job is located
Job name Indicates the name of the job that is ko be executed.
Active Ves Indicates whether the job will be exscuted periadically
Logging Do nat log Indicates whether job execution will be logged.
Interal E0000 ms Indicates the interval in miliseconds
S cheduling Indicates the scheduled time as day, hours: minutes: seconds.
Cleaning strategy 2 0 = files will be deleted until minimum cache size is reached, 1 = all such files will
ChannelCheck Mutual server check
M amespace km Indicates the namespace of the engine in which the job is located
Job name ChannelMak...  Indicates the name of the job that is to be cnecuted.
Active Yes Indicates whether the job will be executed periadically
Logging Do nat lag Indicates whether job sxecution will be logged.
Interal E0000 ms Indicates the interval in miliseconds
Scheduling Indicates the scheduled time as day,haurs: minutes: seconds.
Flags o Additional parameters [not used)
UrreachableT oo Active Also checks servers which are marked as unavailable.
CheckDiskS paceD ata ~
< >
Edit

This configuration area enables you to view all periodic jobs, allowing you to enable
or disable them and to change their parameters.

Create new periodic jobs using the Settings > Periodic jobs area (see 'Periodic
Jobs").

In most cases, these settings can be left as they are.

The following periodic jobs are set up:
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§  Server ping

The server periodically writes a date to the database that other servers use to
check whether or not the server is active. If not, the periodic job 'Server
monitoring’ enables other servers to release sessions of inactive servers.

The period of job repetition is specified in milliseconds, default: 60000 ms.

§ Server monitoring

By use of the database entry, the server checks whether other servers are still
active and, if necessary, releases sessions of inactive servers.

The period of job repetition is specified in milliseconds, default: 60000 ms. The
period must not be less than that of the server ping (see 'above").
§ ChannelCheck

The server periodically sends the information on whether other servers can be
connected to through TCP. All those servers which are not available are marked
and will not receive further jobs. Specify with the parameter 'UnreachableToo'
whether or not to keep on trying to connect to these servers.

§ ClientPing
The server sends a ping to the clients.

This general job can be extensively configured. You can specify which
computers and applications a ping is sent to.

It is recommended to set up a periodic job that consistently sends a ping to all
computers.

The following parameters can be specified:
Computer The name of the computer where the message will be sent. If
the entry is left empty, a ping will be sent to all computers.
GUIDs This parameter is used internally and must be left empty.
Info This parameter is used internally and must be left empty.
Instance Indicates the enaio® application to which a ping is sent.
Example: ax
If the entry is left empty, a ping will be sent to all instances.
Message ping —a ping is sent.
Additional message types are available but not suited as
periodic jobs.
Text Leave this entry blank.
User Leave this entry blank.

The parameters Computer, Instance, and User are combined with logical AND.
Only one value can be entered for each. No entry means 'Send to all.'

The Extended administration > Monitoring > Connections > Active clients
area permits you to directly send messages to clients and close clients.

§ SessionCheck
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The server checks periodically or at a defined interval whether the tables for
resource and session allocation contain entries which do not correspond to the
sessions connected to the server anymore, and deletes all sessions which are
inactive over an indicated period of time.

Cache
The server periodically clears the cache area.

Cache maintenance can also be set up as an automatic action (see "Cache
Maintenance' Action"). Job parameters are also discussed in this chapter.

Follow-up

The server periodically checks whether users have received follow ups and
informs the clients.

In multi-server systems, a server can only inform the clients that are connected
to the server.

Subscription

The server periodically checks whether users have subscribed to an object and
informs the clients.

In multi-server systems, a server can only inform the clients that are connected
to the server.

SessionDropNotActive

The server periodically checks whether there are sessions which are inactive for
72 hours. If so, those sessions will be deleted. The activity duration for sessions
can be adjusted but must not be shorter than 8 hours, otherwise errors will
occur.

Workflow check

The server periodically checks whether workflow processes are due to be
modified because of dunning or retention periods. Activities affected by
retention periods are activated after expiration, and those with expired
deadlines are marked as late and have their defined action executed.

The period of job repetition is specified in milliseconds, default: 60000 ms. This
period can generally be raised significantly.

If you neither use dunning nor retention periods, you can deactivate this job.
Workflow worker

The server executes workflow processes. Activities are started or ended by this
job.

The period of job repetition is specified in milliseconds, default: 3000 ms. This
period can be raised for a small number of processes.

Workflow notification

The server periodically checks whether workflow processes exist and informs all
connected clients about changes in the inbox.

The period of job repetition is specified in milliseconds, default: 5000 ms. This
period can generally be raised. It must not be decreased.
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WorkflowSpoolerJob

The server periodically checks whether report tasks exist. The period of job
repetition is specified in milliseconds, default: 6000 ms.

If you do not use reports, you can deactivate this job.
CheckExpires

The server periodically checks when license keys expire and informs the
administrator by e-mail.

The default execution time of this job is scheduled every 4 hours. The Days
parameter specifies the number of days prior to license key expiration that the
e-mail is to be sent. By default, the e-mail will be sent 14 days before the license
expires.

CheckDiskSpaceData

The server periodically checks the capacity of the drive containing the work
directory.

The period of job repetition is specified in milliseconds, default: 360000 ms.
The parameter Disk indicates the logical drive; InformAdmin — Yes defines that
if the remaining capacity drops below the value of the MinSpace, the
administrator will be informed by e-mail.

The preset value of '0" for MinSpace means that this value is equal to the setting
for Free hard disk space in Server properties > Category: General.

CheckDiskSpaceLog

The server periodically checks the capacity of the drive containing the directory
into which the server saves its logs.

The period of job repetition is specified in milliseconds, default: 360000 ms.
The parameter Disk indicates the logical drive; InformAdmin — Yes defines that
if the remaining capacity drops below the value of the MinSpace, the
administrator will be informed by e-mail (see 'above").

CheckDiskSpaceRoot

The server periodically checks the capacity of the drive containing the server
directory.

The period of job repetition is specified in milliseconds, default: 360000 ms.
The parameter Disk indicates the logical drive; InformAdmin — Yes defines that
if the remaining capacity drops below the value of the MinSpace, the
administrator will be informed by e-mail (see 'above").

GetProcessinfo

System load is determined and logged periodically. A separate channel is
required for logging (see 'Logging the System Load").

ProcessSlideCPMessages

The server checks regularly whether messages concerning the creation of
renditions are available.
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The period of job repetition is specified in milliseconds, default: 60000 ms. The
parameter QueueNames indicates one or more names of the queues whose
messages are processed by the job.

Furthermore, you can specify the following optional parameters in the area
Settings > Periodic jobs > Edit:

ConcurrentJobCount 0 - no restriction. Even if the parameter is not specified, the

number of parallel jobs is not limited.

> 0-number of jobs that can be executed in parallel. All
further jobs are terminated immediately.

8 ProcessFulltextldxCPMessages

This job is automatically created by the server if MSSQL is specified as a full-
text engine. The job must be disabled if there is a switch from MSSQL to
Lucene.

The server checks regularly whether messages concerning the full text indexing
of index data are available.

The period of job repetition is specified in milliseconds, default; 60000 ms. The
parameter QueueNames indicates one or more names of the queues whose
messages are processed by the job.

Furthermore, you can specify the following optional parameters in the area
Settings > Periodic jobs > Edit:

ConcurrentJobCount 0 - no restriction. Even if the parameter is not specified, the

number of parallel jobs is not limited.

> 0—number of jobs that can be executed in parallel. All
further jobs are terminated immediately.

§ ProcessFulltextDocCPMessages

This job is automatically created by the server if MSSQL is specified as a full-
text engine. The job must be disabled if there is a switch from MSSQL to
Lucene.

The server checks regularly whether messages concerning the full text indexing
of documents are available.

The period of job repetition is specified in milliseconds, default; 60000 ms. The
parameter QueueNames indicates one or more names of the queues whose
messages are processed by the job.

Furthermore, you can specify the following optional parameters in the area
Settings > Periodic jobs > Edit:

ConcurrentJobCount 0 - no restriction. Even if the parameter is not specified, the

number of parallel jobs is not limited.

> 0—number of jobs that can be executed in parallel. All
further jobs are terminated immediately.
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The namespace of a job defined by the setup is used to automatically determine in
which queue it is executed. Use the optional parameter $$$QueueName$$$ that can
be indicated for all jobs in the area Settings > Periodic jobs > Edit to specify a
gueue in which the job is executed. You can only specify queues that were created
by the setup.

Periodic jobs are only executed when the related engine is active. Changes take
immediate effect; restarting the engine is not required.

By double-clicking an entry you can open its settings dialog. The parameters
JobName and Namespace must not be edited.

This data is administered in the registry of the server. Under the Batches key, the
keys for every periodic job are listed together with the required strings and values.

Refresh r Change | Save az | Key |
= & Bate A | Name Walue
?”‘: Cache £ [4 DoMatLog 1
=a C £ [ Enatled 1

P == CheckDiskSpaceD ata £ =] JabName

P =2 CheckDiskSpacelog f ._I Name

P =2 CheckDiskSpaceR oot &=

y ) £ |=|MameSpace

P =3 CheckErpires £ 7 Periad 0000

P o3 ChecklostSessions ¢ byrenod

P =2 ClientPing ' |=| Scheduling

£ =3 Flow-Protokolisnung einschalten

P =2 GetProcessinfo

£ =3 KRN::CheckCrashedServers

£ =3 KRN:Ping

£ =3 LicCheckT hreshold

£ =2 05Revisit vl o
I TS
Read again | “wiite
Category: Queues
All gqueues are listed in this area.
Refresh [ refresh at connection
Categony: | [ueues ﬂ

Parameters Walue D escription s
BAT BAT queue [bat]
b aximum size - Indicates the masimum number of jobs in the queue [-1 means unrestricted).
Mumber of threads B Indicates the number of threads with which the queue will be processed.
Pricrity Mormal Indicates the priarty according to which the queue will be processed.
CNY CNY-Queue [cnv]
b aximum gize Bl Indicates the maximum number of jobg in the queue (-1 means unrestricted].
Mumber of threads 4 Indicates the rumber of threads with which the queus will be proceszed.
Pricrity Mormal Indicates the priarty according to which the queue will be processed.
General queue General queue [common]
b aximum gize Bl Indicates the maximum number of jobg in the queue (-1 means unrestricted].
Mumber of threads 4 Indicates the rumber of threads with which the queus will be proceszed.
Pricrity Mormal Indicates the priarity according to which the queue will be processed.
datatransfer
I anirmum size 1 Indicates the mawimum number of jobs in the queue (-1 means unrestricted].
MHumber of threads 1 Indicates the number of threads with which the queue will be proceszed.
Priority Mormal Indicates the priority according to which the queus will be processed.
Database piping Access to database wia piping [dbpipe
M aximum size 1 Indicates the masimum number of jobs in the queue (-1 means unrestricted].
£

Edit

You can individually configure the maximum number of jobs in a queue, the

number of threads and the priority for each queue.
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The maximum number of jobs is by default set to '-1' (unrestricted). The priority of
all queues is set to 'normal’, and the number of threads varies.

In most cases these settings can be left as they are. In the Extended Administration
> Monitoring > Queues area you can see the capacity of the queues. For heavily
loaded queues you can either increase the number of threads or create new queues
for engines.

The BAT queue is the default queue for CPB batch processing. Processes running in
the background or processes with long run times could slow down standard
operations of the enaio® platform. It is recommended to outsource these processes
to the BAT queue which is equipped with 6 threads by default in order to improve
load balancing.

The priority according to which the operating system processes the threads of the
OCR queue can be decreased in order to prevent the system performance to be
reduced due to time-consuming OCR processes.

Given that you are using numerous and complex workflow processes and your
computer is equipped with powerful hardware, you can increase the number of
threads of the workflow queue to 6 or 8.

This data is administered in the registry of the server. Under the Queues key, a key
and the required strings and values will be created for each queue.

Refresh I— Charge | Save ag | Key |
..... PeE Mail A | Mame Walue
- ' i MNameSpaces £ 2] MaxSize -
G- ¢ =g OxlobMed ] MumberDiT hreads [
B Hueues £ ] Pricrity 1
: £ [#] Remate 0
[ & =g Redrectionsz
----- =3 ScrptE ngine
----- =g Security
Nt Y= ’

Fiead again wiite

Category: Services
Data in the Services category are divided into further areas.

The content processing bus and rendition cache, the core services

enaio® contentviewer, enaio® documentviewer, enaio® appconnector

(enaio® detailsviewer) and enaio® webservice as well as enaio® exchange and up to
ten additional Web services, the latter appear as dashlets, are configured here.

The core services — enaio® contentviewer, enaio® documentviewer and
enaio® detailsviewer — are used to display documents as well as document and
index data and they can be integrated with enaio® client and enaio® web-client.
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The service endpoints entered here are transferred automatically to the client
registry at installation of enaio® client and can be read from other components.
Changes to the service endpoints, however, are not automatically transferred to the
client registry. To synchronize the client registry and the values of the server
registry, perform an update of the client installation via the enaio® setup, or
synchronize both registries with the tool 0S.UpdateLocalServiceRegistry.vbs
from the directory .\clients\client32\samples.

Content Processing Bus

Parameters Default (Registry path/entry) | Description

Use content Yes Defines whether the content
processing bus | (cPB\RenditionExport) processing bus is used.
Rendition RENDITION Specify the names for the
exportqueues | (CPB\ rendition export queues. Use

RenditionExportQueueNames) | the semicolon to separate
multiple names.

Index data FULLTEXTIDX Specify the names for the
export queues | (CPB\ index data export queues. Use

FulltextldxExportQueueNames) | the semicolon to separate
multiple names.

Document FULLTEXTDOC Specify the names for the
export queues | (CpB\ document export queues. Use

FulltextDocExportQueueNames) | the semicolon to separate
multiple names.

Thumbnail SLIDE Specify the names for the

export queues | (CPB\ thumbnail export queues. Use
SlideExport the semicolon to separate
QueueNames) multiple names.

Queues for PAGECOUNT Queue names for page count

page count (CPB\ export. Use the semicolon to

export PageCountExportQueueNames) | Separate multiple names.

Rendition Cache

Parameters Default (Registry path/entry) Description

Service - URL under which the service is

endpoint | (Services\RenditionCache\API) | accessible.

Service - The URL specifies the server that

endpoint (Services\RenditionCache\ the rendition cache is running on.

for direct API_DIRECT) The setup automatically registers

access B the URL on the enaio® server.
The URL consists of the following
elements: http://<server>
/osrenditioncache
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Contentviewer

Parameters Default (Registry

path/entry)

Home URL |-

(Conversion\
ContentViewerHome)

Server Configuration

Description

URL for parameterized service access

Schema:

http://<server>/
<service>/viewer/

Once the address is indicated, a link to
the preview is embedded in each e-
mail message when sending
documents to internal recipients and
the preview is activated in enaio® web-
client.

Service -

endpoint | (Conversion\API_DIRECT)

for direct
access

The URL specifies the server that the
service is running on. The setup
automatically registers the URL on the
enaio® server.

Documentviewer

Parameters | Default (Registry path/entry) | Description

Home URL |- URL for parameterized service
(Services\ access
DocumentViewer\URL)
Service - URL under which the service is
endpoint | (Services\DocumentViewer\API) | accessible.
Service - The URL specifies the server that
endpoint (Services\DocumentViewer\ the service is running on. The

for direct APl_DIRECT)
access

setup automatically registers the
URL on the enaio® server.

The URL consists of the following
elements: http://<server>
/osdocumentviewer

Home URL |-
for _ (Services\
thumbnails | pocumentViewer\

SendToURL)

URL for enaio® documentviewer
document previews, e.g. when
using the 'Send e-mail' feature in
enaio® client.

Thumbnails of the first page of
documents which are attached to
an e-mail will be inserted into the
e-mail body whenever an e-mail
is sent to an internal recipient.

Job directory |-

UNC path that
enaio® documentviewer job files
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(Conversion\ are flled to.
ContentViewerJobFolder) The jobs are written to the
.\osdocumentviewer

\data\jobs directory if no other
path was specified on the
administration page
config.properties.

When the CPB is used, messages
instead of jobs are used for
communication, thus it is not
necessary to specify the directory.

Appconnector
Parameters Default (Registry Description
path/entry)
Home URL |- Basic URL of enaio® appconnector
(Services\
AppConnector\URL)
Service - URL under which the service is
endpoint | (Services\AppConnector\API) | accessible.
Service - The URL specifies the server that the
endpoint (Services\AppConnector\ service is running on. The setup
for direct API_DIRECT) automatically registers the URL on
access B the enaio® server.
The URL consists of the following
elements: http://<server>/osrest

Web service

Parameters | Default (Registry path/entry) Description

Service - URL under which the service is
endpoint (Services\OSWS\API) accessible.
Service - The URL specifies the server that
endpoint (Services\OSWS\API_DIRECT) | the service is running on. The setup
for direct - automatically registers the URL on
access the enaio® server.
The URL consists of the following
elements: http://<server>/osws
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Exchange
Parameters Default (Registry Description
path/entry)

Service - URL under which the service is

endpoint | (services\OSExchange\API) |accessible.

Service - The URL specifies the server that the

endpoint (Services\OSExchange\ application is running on. The URL is

for direct API_DIRECT) registered on the enaio® server as soon

access a as it is started and the enaio®
webservice settings are transferred to
the server.
The URL consists of the following
elements: http://<server>/
OsExchangeWs

Imap

Parameters Default (Registry Description

path/entry)

Service - URL under which the service is

endpoint (Services\IMAP\API) accessible.

Service - The URL specifies the server that

endpoint (Services\IMAP\AP|_DIRECT) the service is running on. The setup

for direct B automatically registers the URL on

access the enaio® server.

Fulltext

Parameters | Default (Registry path/entry) | Description

Service - URL under which the service is

endpoint (Services\Fulltext\API) accessible.

Service - The URL specifies the server that

endpoint (Services\Fulltext\API_DIRECT) | the service is running on. The

for direct a setup automatically registers the

access URL on the enaio® server.

Gateway

Parameters | Default (Registry path/entry)  Description

Service - URL under which the service is
endpoint | (services\Gateway\API) accessible.

Service - The URL specifies the server that
endpoint (Services\Gateway\API_DIRECT) | the service is running on. The
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for direct
access

setup automatically registers the
URL on the enaio® server.

Detailsviewer

Parameters Default (Registry path/entry) Description

Home URL |- URL for parameterized
(Services\Detailsviewer\URL) service access

Service - URL under which the

endpoint (Services\Detailsviewer\API) service is accessible.

Service - The URL specifies the server

endpoint | (Services\Detailsviewer\API_DIRECT) | that the service is running

for direct on. The setup automatically

access registers the URL on the

enaio® server.
Discovery

Parameters Default (Registry path/entry)

Service -

endpoint (Services\Discovery\API_DIRECT)
for direct

access

Description

The URL specifies the server
that the service is running on.
The setup automatically
registers the URL on the enaio®
server.

Dashlet error

Parameters Default (Registry

path/entry)

Home URL | http://www.optimal-
systems.com

Description

This page is shown in the event of
dashlet error or if a dashlet is not

(Services\Dashlet_ErrorURL) |available.

Dashlet 1-10

Parameters | Default (Registry path/entry)

Home URL |-
(Services\Dashletl URL)
(Services\Dashlet2_ URL)

Description

Home URL for dashlet 1-10.

Title Dashlet 1
(Services\Dashlet1 Title)
Dashlet 2
(Services\Dashlet2_Title)

Window and tooltip title to be
shown in the enaio® client
workspace.
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Icon ID 0

(Services\Dashletl IconlD=0)
Load at start | No The dashlet will be displayed
(Services\Dashletl_LoadOnStartup) | When the client starts and

(Services\Dashlet2_LoadOnStartup) recelyes updates using method
calls instead of URL

parameters.

ID of an icon that is integrated
using enaio® editor.

Dashlets do not need to be numbered sequentially. Therefore, single dashlets can be
deactivated without any problem.

Category: Full text
Data in the Full-text category are divided into further areas.

Full-text general

Parameters

Default (registry entry)

Description

Lucene
(VTX\Engine=Iu)
Index documents No Defines whether to index the
(VTX\IndexDocument=0) | document files.

Defines whether index data of
objects will be indexed.

Full text engine Type of the used full text engine

Index index data No
(VTX\IndexMetadata=0)
Full text export -
directory (VTX\IndexExportPath)
Cache full-text files | No

for OCR (VTX\CopyFiles=0)

The directory into which full text
data will be filed.

Specifies whether full text files
for OCR are temporarily saved
in order to prevent conflicts
caused by multiple file access.

enaio®

Directory into -
which full text data
are cached for OCR.

(VTX\CopyFilesDir)

If full text files are temporarily
saved (see above), the directory
is specified here.

Lucene

Parameters

Default (registry entry)

Description

URL - URL to the WEB service of the full-
(VTX\LUC\IndexURL) | textengine.
Maximum 1000 Maximum number of results a full
number of (VTX\LUC\ text search in enaio® client can
results IndexServerMaxHit=1000) | return.
The default value is high and can be
reduced.
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OCR call Yes

(VTX\LUC\CallOCR=1)

Specifies whether OCR processing is
carried out before image documents
are transferred to the full text engine.

Full text auto- |-

Address or name of the server which

complete (VTX\LUC\ runs the auto-complete feature for
server AutoCompleteServer) the full text service. In most cases the
address or name are identical with the
address of the full text server.
Full text auto- |- Server port.
complete port | (yTX\LUC\
AutoCompletePort)

Periodic Jobs

As in the Settings > Server properties > Category: Periodic jobs area, all periodic
jobs executed by the server are listed here. An icon indicates whether or not the
periodic job is active. You can use the Edit button to open the configuration dialog
and modify the settings, or use the Execute button to execute a periodic job.

Refresh [ refresh at connection

[ Conscle Root
a LB Enterprise Manager
4 @& OSECM - System
a fa Server groups
4w dokuteamB10
4 Pg Application server
4 155 Server 3 (DOKUTEAM-TESTSE/|
4 4} Settings
4 Server information
@ Registry entries
<% Server properties
» g Bxtended administration
» [# Logging
2} Management
2k Administration

< >

Mame Period. s | Start at | Mamespace | Job | Enabl.. | Las ~
! Flow-Protokollieng ei... daily. ... adm 5. 10:23.
! ClientFing 2600 ke 5. 1023 16
! CheckLostS essions (=) km 5. 10:23.. 162
B CheckExpires 14400 km C. 10:23 14
! CheckDizkSpaceRoot 3600 km C.. 10:23.. 162
B CheckDiskSpacelog 3500 km C.. 10:23.. 16
B CheckDiskSpaceData 3600 km C.. 10:23.. 162
! WM. wWoorkltemM oti 2 wim W 10:23. 165
! WM warkerlob 1 wifm W 1023 16
! WEM::Spooler)ob (=) wafrin 5. 10:23.. 162
B wFM- Checklob =) wafrn C. 10:23 16
! SessionDropMotdctive 3600 km S.. 10:23.. 162
B Regbo &0 abn M. 10:23. 1B
ChannelPing =1} km C.. 16w
< >
Add timer | Remove ‘ Edit | Fiun now

This area can also be used to create new periodic jobs.

Click the Add button to open the configuration dialog. Either the data of the job
which has been configured at last or data of the selected job are preset.
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M ame: ICache

D ezcriptior: ICIeanU pCache

Namespace: Istd Job: |CleanUpCache

¥ Activate [ Log

Execute:

i periodically

every |3BIJD seconds

i+ at a specific date

Iclail_l,I - l at |2'I :00:00 o'clock

Parameters:

Add Mame | T... | Value

Delete

Edit

oK I Cancel |

Configuration of periodic jobs requires detailed knowledge on server jobs and their
parameters.

Open a template dialog using the button for the field Name:

All periodic jobs which have been set up are available as templates.
However, templates are not required to set up a new periodic job.
The parameters and values assigned to a job are shown.

The namespace of a job is used to automatically determine in which queue it is
executed. Use the optional parameter $$$QueueName$$$ to specify a queue in
which the job is to be executed.

The data of periodic jobs is administered in the registry of the server. Under the
Batches key, the keys for every periodic job are listed together with the required
strings and values.
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- =2 Flow-Protokolierung sinschalten
P =3 GetProcesslinfo

- B =3 KRMN:CheckCrashedS ervers

- P =3 KRN Ping

- P =3 LicCheckThreshold

- P =3 OSRevisit

Moo

Refresh I Change Save az Eep
El- P g Batches ~ | Mame Walue
- P =g [ # [2] DoMotLog 1
B P =3 ChannelPing 2 [4] Enabled 1

B =3 CheckDiskSpaceD ata £ =] JobMame

P =2 CheckDiskSpacelog =

B P =3 CheckDiskSpaceR oot M _’I ame

- P =2 CheckExpires s Ij' Nar.neSpace

Bl P =2 ChecklostSessions £ 18 Period 0000
P == ClientPing £ |=| Scheduling

..

Fead again AdTite

Example for periodic jobs

The following example describes the configuration of a periodic job which turns on
the flow logging of enaio® server in the evening and turns it off again in the
morning.

Description of the job:

adm.SetLogChannelParams

Description: | This job turns the logging channels, which are configured for the
server process, on or off at runtime and modifies the logging level.

Parameter: |Flags (INT) must be 0

Params Describes what must be changed. This parameter
(STRING) has the following form:

alias,channel,param=value;
alias,channel,param=value; ...

Example:

default,flow log,suspended=1;
default,flow log,level=5;

Return: (INT) : 0 = job successful, otherwise error code

Multiple channels or multiple parameters can be thus addressed with a job. The
intended settings must be separated by semicolons. A setting comprises the alias
name, the channel name and the parameter name with value. The alias and channel
names must be written exactly as in the file orxpt.cfg in the server directory.
Parameter name is either 'level’ or 'suspended'. The value of 'level' must be an
integer from 0 to 6, the value of 'suspended’ must be set to 1 (active) or 0 (inactive).

Configuration:

Open the configuration dialog using the Add button.
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M amme: IActivate flowe logaing

Dregcription: I

Namespace: Iadm Job: |SetlogChannelPararns

¥ Activate [ Log

Execute:

i periodically

every |35DD seconds

i+ at aspecific date

I daily hd l at |21:DU: 0o o'clock,

Parameters:

Add Mame | T.. | Value

Delete

Edit

oKk I Cancel |

Enter a reasonable name, a description, the namespace, and the job; in this case, the
namespace ‘adm’ and the job 'SetLogChannelParams'.

Multiple execution specifies where in the case of a job that is already running
another job is started or not.

Decide whether to execute the job periodically or at a specific date that you can
define, in the current example: every day at 9 p.m.

The job requires the two parameters Flags and Params. Specify these parameters in
the Parameters area via the Add button.

The Flags parameter has the type
Integer and the value '0.'

Mame:  |Flags

Type: % Integer i~ Shing
(" Boolean  {~ DateTime
" BaseBd " Float

Yalue: [0

Ok I Cancel
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The Params parameter has the = Timer parameter El
type String and the value
comprises the following three
items: alias name, channel name,
and activation of logging
(suspended=0).

Mame: |F'arams
Type: € Integer {* String
(" Boolean " DateTime

(" Bazefd " Float

Walue: |default Flow log.suzpended=0

OK | Cancel |

You can find the alias and channel names in the area Server > Logging > Settings >
axsvckrn.exe. The alias name is indicated there. Log channels are assigned. The
standard alias name is 'default," while the standard log channels are 'Error," 'Flow,'
'Log," and 'SQL."

4 ¥y Application server A
4 G5 Server 3 (DOKUTEAM-TESTSE/dc
s 4} Settings
- g Bxtended administration
a [#] Logging
4 [ Settings
a [ 4 axsvckrn.exe
P
[i& Errorlog
[i& Flow log
[i& Job call log
[& SOL log
[& Mem log
[ Log files

> 4r Management

MNarne Walue
Aliaz name default
Fefcounter 14
All calls T17a2927
Logging calls 152567

= 4y Administration

& < >

< >

For the corresponding periodic job that disables logging, enter the intended time
and assign the value 'suspended=1' to the Params parameter.

If you want to change the log level, indicate the intended level for the Params
parameter, for example 'level=0."

The data is saved in the registry.

Server — Extended Administration

The Extended administration area offers extensive insight into the system
processes. This information can be useful for system optimization and error
analysis.

The area is divided into the following sections:
§ = Performance parameters

2 Database pool

“ Configuration

% Monitoring

w W w W

# Miscellaneous
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The Performance parameters area offers information on processes, job threads, and
loaded modules.

Process information

This area displays detailed information on the process thread in which the server is
running.

Refresh ™ refresh at connection

[ use kemel

Thread D 4 | T.. | tode | CPU usage. % | State | Reason for .. | Initial pricriy | CUITE A
Oxald : 2520 ? Oufiff... 0 fBWwait  LPCReceive 8 9
OxchB : 3256 ? Owffif...  0.000000 SWwiait  MT Executive 8 9
Oxccl : 3264 m... Ow=ffff...  0.000000 B'walt  UserRequest 9 12
Owed: 3280 ? Quffif... 0 Bwait  UserRequest 8 g
Oxcdd : 3284 c.. waiti.  0.000000 Swiait  UserRequest 8 g
Oxcdd : 3288 e, wali..  0.000001 Bwialt  UserRequest 8 10
Oxedo ;3292 re.. waih. 0 Bwat  UserRequest 8 g
Oxceld : 3296 re.. waii.. 0 B W ait Uszer Request 8 ] v
< >
Process: Hame Value ~

% Processor Time 0.000%

Page Faults/sec B5.995/sec

Pool Paged Bytes 298932

Pool Monpaged Bytes 43212

% User Time 0.000%% v

Here, you can find out whether or not computer load is too high.

Job threads
All queues that are used by enaio® server are listed here.

Refresh ™ refresh at connection

Queue
bat
bat
bat
bt
bat
bat
chy
chy
chy
chy

L4

Cancel

COmMmMon
common
common

MM | Thread ID
Oud54 ;..
O=d58: ..
OrdBec ;...
O=dE0 ;..
OxdBd ;...
O=dE8 : ...
OrdBic: ...
Oud?0: ...
O=d74: ..
O=d78: ..
Oud?e: ...
O=d80: ...
O=d8d : ..

B = DL R =D L B = O

Job | Comp...
st DOkKU...
st.. DOKU..
st DOKU..
.. DOKU..
st.. DOKU...
st DOKU..
sh.. wmgs-.
M. Wi
k.. WWIL.

Uszer

SERW..
SERV...
SERW...
SERW...
SERW...
SERV...

ROOT
ROOT
ADMI...

Runtime... | Calls

0743 425
n.207 65
0.963 329
0219 65
0383 658
0.415 140
n.2e2 26043
0624 26092
0.280 26046

Connection D~

coocooo

138
138
a17 w7

You can determine which jobs are processed in which threads of the queues and the
current state of each job.

If you select an entry, you can cancel the job execution.

Loaded modules

All libraries loaded by the server are listed here. Libraries from the System32
directory can be hidden.
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Fefresh [ refresh at connection [~ MoSystem32 DLLs

Mame £ | Wersion | b odified | Crea... | Last access | File hame ~
spepresdl 523 17024 070, 11/06/2014..  cweindowshspstem32hspsp2res. dil
werces-c_ 2 2500 04044 034 10/06/2014... dhosecmbosBl0%erverwerces-c 2 5 0.dl
whzapi32dl 523, 17024, 070 11/06/2014..  ciwindowshspstemn32hwtzapid2 dil
weaock3d2dl 523 264034 2640, 11/06/2014..  chwindowshspstemn32vwsock32.dl
wshtcpipdl 523 1702/ 070 11/06/2014..  cweindowshspstem32vwshtcpip.dil
wizhelp.dl 523 170274 07/0. 11/06/2014.  clwindowshsystem32as2help.dil

we2_32dI 5230 AFA024. 070 1170672004 ciweindowshspstem3Zhws2_32 dl

widap32.dl 523, 1702/, 07/0. 10/06/2014.. cwindowshepstern32hwldap32.di

winsta.dl 523, 17024, 070, 11/06/2014..  cweindowshspstem32hwinsta,dll

winspooldry 523 17024 26/0.. 11/06/2014..  clwwindowshspstem32vwingpool dry

winrar Al R*3 17024 N7 11MNR2M e awindnwshzostem 3 wainrr All w
£

This view allows you to check the versions of libraries and the location from which
they are loaded.

Database Pool
The Database pool area offers information on piping and the read threads.

Piping
The current status of the database connection is shown. The maximum pool size is
preset to '128'. The current pool size is indicated and connections are listed.

Refrezh [~ refresh at connection

Deactivate b awirnum pool size |128 Poal size |1
Delete Created 7 | Inac... | In uge | Last uze | Trx started | Lger count
T0:56:57.6... Mo 136232131 1., 537
Remove
< >

This view can be used to step-by-step eliminate hanging-up transactions of a
connection.

In the first step, the transaction can be disabled. The server will not continue to
process the transaction and wait whether the current job of the transaction can be
terminated.

The second step is to Delete the transaction, i.e. the server will terminate it.

The connection can be removed in the third step, i.e. disconnected.

Read Threads

The current status of the database connection for the read threads is shown. The
maximum pool size is preset to '5' and can be adjusted in the Server properties >
Category: Data area, if the connection is heavily utilized.

The current and maximum pool size is shown and connections are listed.
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Refresh [~ refresh at conn W aximurmn pool size |3 Pool size |1

Created  / | Status| Last get | Lazt free | Lazt thread | Thiz
10:23:24.4.. Rea. 14282658511, 14282, 3288 0x59b3ck0
< >

Setup/Engines

All loaded engines are listed here. An engine's number of job calls is listed along
with other parameters related to the engines. If you select an engine and use the
Jobs button, you can show all the engine jobs with the number and properties of
calls.

Refresh [ refresh at connection
Mamespaces: Jobz
Mame | Status | Queue Cw | Name ¢ | Calls | Time, ... | m3/job | Joblsec A
abn LOA...  comman 5 Add
adm LOA...  comman g AddRevisit
ado LOA...  common 1 ChangeRevisitser
chv LOA...  common 2 CheckObjbolist 19 0.847 448 224
dbp LO&...  dbpipe 7 CheckDsrevizit 3372 02 0086 11588
dms LOA..  dms 2 CheckRevisitDoss 19 0z E1E 162

dir LOA... datatransfer ConfimaboR ead

km LOA...  common 4 GetbbolrpList

kts LOA...  comman GetDocList

lic LOA...  common 2 v | GetGroupList v
£ > £ >

Engine: - Load | Unload | Reload | Update |

You can load, unload, and reload an engine, — i.e. unload and immediately reload.

You can load an updated version of an engine using the Update button. This
version must be located in the server\Update\new directory. The server unloads
the affected engine and replaces the current version with the updated version by
loading it.

If you work with more than one server, you must update the engines of all servers.

Monitoring

The Monitoring area offers information on connections to clients and servers,
information on job queues and job calls, and also allows you to view and send
notifications to clients.

Connections/Active clients
This area lists all current connections to clients.
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The list includes the times at which a connection has been established and the last
job has been executed.

Refresh [ refresh at connection Cloze | Motify | Firg all | Log dir |

|" | Uger | Camp... | Ingta.. | Mook since| Last action | Crea...| Logged in | GUID| I3 BB |
B SERv.. DOKU.. axsv.. 1secondls) 14:38022. 10:2. yes D2,  yes
;ﬁ. THOM... WERM.. ax 29minute(s]  1408:32.2. 140 yes 272 no
;ﬁ; ROOT vmgs-1.. o08ga.. 29minutelz] 1408354 140 ves DA no
% RoOOT wmgs-1... osre.. 44 zecondls) 14371971 111 wes B31.. nao
W RoOOT wmgs-1... osre..  dszecond(s) 1437532 111 wes 156... nao
\,-':‘;. ROOT wmge-1... OSFTS 27 hourfs] 154045 102, pes 03E.. no
;ﬁs ADMIM... Whwl.. oawent. 1zecond(z) 1438:028. 140 ves BAA.. nho
< >

You can close selected connection by using the Close button. Affected clients will

cre

ate a new connection when the next job is to be performed.

Using the Ping to all button will send a ping to all clients. You will receive the
results of the ping.

Wi

th the Notify button you can send a message to the selected clients or close them.

e

Notification of clients H

*rou have gelected 1 client(z)."

Time in seconds |19

Test:

Motification type
* Message 1 Exit " Terminate

Ok | Cancel

The following options available:

§

Send Message to selected clients

Type text and specify how long the message will be displayed in the client
application.

Exit selected clients
Type text and specify the time until the client will exit.

Once the specified time has expired, the selected clients will exit and all checked
out documents checked in.

Terminate selected clients
Type text and specify the time until the client will exit.

It may occur that client applications cannot exit. The feature Terminate can be
used to shut down client applications. Checked out documents may not be
checked in and temporary files may not be deleted either.

Terminating client applications may cause data loss.
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In multi-server systems, a server can only inform clients that are connected to the
server.

Use the Log dir button to transfer the log of a selected client.

= | Log dir of client x|

an - VMWINESP - ADMINISTRATOR

File name 4 | Size | Edited ~
flwd3061d.evn 23, 2014/06/0315:21:24

flwd306 4. evn_... B1.. 2014/06/03 09:38:19

flwd3061d.evn_... B1.. 2014/06/03 130221

flwd3061d.evn_... B.4..  2014/06/03 14:40:19

flwd3061d.evn_... B1.. 2014/06/03 151831

flwl0061d.evn 81, 2014/06/10 16:40:29

03020614 evn 26KB  2014/06/02 16:01:42 v
£ >

|D Drateilen) markiert. Groke: 0 KB

Download | Save file to J

Select the logs you want to transfer, specify a directory and click Download.

Connections to Other Servers
In this area, all of the server family’s current connections to other servers are listed.

What is shown is when a server connection was created. You can close connections
and send a pings.

Refresh v refresh at connection Close | Fing |

Eomstring| F'ort| Server ID | Ingta... | Name| GUID | Created

< >

[ Update automatically

Update Channel data: Connections:

M ame | W alue - j
Channel GUID

Session GUID Marne | Walue ~
Created COM...

Mame IP ad...

Inztarice TCP ..

Index Creat...

10} Index

Comztring D

Part Activity

Reference co... Ref ...

Logged in w | Socket ™
< > < =

To see all connection details in the lower area, select a server connection.

Job Queues

All job queues can be viewed here and you can estimate the current capacity using
the parameters.
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Mame | Mum... | ‘Waiti.. | Last exit Lazt entry Threads | Priority | Masimum size
bat 1726 0 15:09:25,037.. 15032503, & 1 -1
chv 1} 0 4 1 -1
i .. 4 1 -1
datat.. 0 a 1 1 -1
dbpipe 7118 O 142741080 14274118 1B 1 -1
dms 2437 0 15:09.16,818.. 150%0913.. 2 1 -1
ocr 1] a 1 1 -1
..... . 1R3 n 1RNQN 79R ARNG-n 97 [ 1 A
Threads: Mamespaces:
Befresh 0000007 : 3452 abn
000000e0 ; 3456 adm
[~ Auto 000000a4 : 3460 ado
00000Des : 3464 chv
kin
ktz
lic
mrg
std
[
whi

Select a queue, see the threads below. The engines assigned to the queue will also be

listed.

CP Queues

In this area the jobs are shown which process the messages in the CPB queues.

Here you can see the service instances that have checked out one or more CPB
messages for editing. The Min. time and Max. time indicate at what time the first
and the last message was checked out by a service.

If no service name is assigned to a job, messages are available that are not yet
processed by a service.

Refresh v refresh at connection

Queuen.. 7 | Typen... | Service n... | Caunt | Min. Hi... | M. time:

FULLTEXTIDE  E-Mail
FULLTEXTIDNE  E-Mail
FULLTEXTIDN  Bericht

FULLTEXTIDK  Bilder
FULLTEXTIDN  Perzon
FULLTEXTID®  Kunde

FULLTEXTDOC E-Mail
FULLTEXTDOC E-Mail
FULLTEXTDOC Akte
FULLTEXTDOC Bericht

Notifications

This area displays the notifications received by the server.

FULLTEXTIDN  Wertrieh

FULLTEXTDOC Vertrieb

FULLTEXTIDR  Angebot  OSFTS
FULLTEXTIDR  Angebot

FULLTEXTDOC Angebot 0OSFTS
FULLTEXTDOC Angebot
FULLTEXTDOC Dokum.. 0OSFTS

OSFTS 1 2014-0...
OSFTS 1 2014-0...
3 2014-0...
OSFTS 1 2014-0...
2 2014-0...
12 2014-0...
OSFTS 2 2014-0...
OSFTS 13 2014-0...
OSFTS 2 20140...
OSFTS 1 2014-0...
OSFTS 1 2014-0...
14 2014-0...
OSFTS 1 2014-0...
OSFTS 2 2014-0...
2 2014-0...
13 2014-0...
7 2014-0...

2014-05-06 14:20:21.000
2014-05-21 10:50:26.000
20714-06-11 13:51:08.000
2014-05-06 14:22:14.000
2014-05-14 15:14:51.000
2014-06-11 13:18:32.000
2014-05-08 15:38:56.000
2014-06-02 14:53:33.000
2014-06-06 11:54:37.000
2014-05-06 14:20:22.000
2014-05-21 10:60:28.000
2014-06-11 13:51:11.000
2014-05-02 12:07:45.000
2014-05-14 12:65:11.000
2014-05-14 15:14:54.000
20714-06-11 13:18:36.000
2014-06-03 15:25:13.000

The maximum number of notifications is to be entered into the Number field. If

you select the option Pause, no messages will be received.

Use the Delete button to delete all messages.
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Delete Number: [~ Pause Received: 0

Ti...| Mamespace | Jobname | Parameters

L4

Send messages to the clients

Instance:

Computer: Uszer:

Maotification type:

Text:

| Teminate |
Irfax:
——
You can also send and close messages to clients.
Parameter:
Instance  The enaio® application to which the messages will be sent.
Example: ax
Computer The name of the computer to which the message will be sent.
User The enaio® user to whom the message is sent.
Message  Three types of messages can be sent:
type Message — A message with the value of the 'Text' parameter will be
shown.
&f» - 0S| ECM: Server - Benachrichtigung x ;
Exit — The application will be closed after the specified time has
expired. A message with the contents of the "Text' field will be
displayed.
TR TR
Sl =k Beenden
The time remaining until the program is closed will be displayed.
The exit option corresponds to the user action 'Close’ in enaio® client.
If a modal dialog is open in the application, the application can only be
forced to close by sending a Terminate message.
Terminate —A message with the value of the 'Text' parameter will be
shown. The application will be forced to close even if a modal dialog is
open.
| it o
S53sek
Text This text will be displayed in the message.

If the user clicks on the text, a window will open and list all messages
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sent during the current session.

Info For exit and terminate messages, enter the number of minutes before
program exit here. After counting down the indicated time, the
message will close automatically.

The parameters Computer, Instance, and User are combined with logical AND.
Only one value can be entered for each. No entry means 'Send to all.'

Use the Send button to carry out the corresponding action.

These functions can also be executed as periodic jobs using the Monitoring >
Connections > Active clients area.

In multi-server systems, a server can only inform clients that are connected to the
server.

Job calls
Here you can monitor the job calls of one or any other number of senders.

[v start at connection Max. entries in the list; (3000 [~ Pauge
Start monitoring Received: 1a Clear
Stop manitoring Ti..| Fr..| Job| User Files FealIP | Instance
& Al computers @1 v st ROOT 00 YMOS...  ozrendition-cache
G @1 v. m. ROOT 00 WMAS...  osrendition-cache
" Following computers: @1 w. k. ROOT 00 WMAS...  osrendition-cache
| @1 w. st. ROOT 00 WMES...  osrendition-cache
) @1 v. m. ROOT 00 WMES...  osrendition-cache
(¢ Allinstances @1 v. k. ROOT 00 WMOS..  osendiion-cache
(™ Fallowing instances: @1 . st ROOT 00 WMOS...  osrendition-cache
| @1 v. m. ROOT 00 WMES...  osrendition-cache
@1 wv. k. ROOT 00 VOS5, osrendition-cache
[T Enclose files @1 V.. k. aADML. 00 WhiWi..  oxentrgr
[~ Only erors
[~ Additionally before the job
i+ All jobs
" Followina iobs: < *

Specify one or several computers, separated by semicolons, or choose All
computers.

Specify one or several instances to be monitored, i.e. enaio® components, separated
by semicolons, or choose All instances. Instance names of individual enaio®
components are transferred to enaio® server during startup and can be found in the
Instance column.

Then decide whether to monitor all jobs or only selected ones. Select all jobs you
want to monitor from the list. They are divided according to their engines.

For job monitoring, you can specify that only the @ errors are listed. If you select
the option Additionally before the job, all & job calls that only have input
parameters will be listed.

Activate the Enclose files option to copy all files which are sent through jobs to the
temporary directory. The path is specified in the configuration dialog.

This option can significantly increase network load.
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The jobs listed on the right are accordingly flagged with icons to indicate the type of
entry.

Then click the Start monitoring button. Settings will be applied and the respective
job calls listed.

If you activate the option Start at connection, job monitoring is started as soon as
enaio® enterprise-manager is launched.

Enter the upper limit on the number of current job calls that will be shown in the
Max. entries in the list field. The Pause option permits you to temporarily stop the
recording.

Double clicking a list item will open the job's properties dialog:

| Job properties EX

Job name: |krn.F|egisterJ obCall
Computer: |VMW|N asp
User: |ADMINISTRATOR

Application: |0H8ntmgr
Time: |16:42:06.080

Pararneters:

Return value: 0 == 00 ~
=== 4 Input parameter ===
BeforeToo (3] =0

Erors0nly (3] =0
FilezToa (3] =0

Data | FRowset | Mimelite
Previous | MHext |

In the Parameters area on the Data tab, you will find a list of the input parameters
as well as the return values of successful and failed jobs.

If the Enclose files option is activated, the path to the related file will be given here.
The Rowset tab shows SQL statements and results of the selected job.
On the Mimelite tab you can decode MIME encoded data.

Periodic job calls as well as their details are not displayed in this area for reasons of
clarity. In order to facilitate analyses and debugging, e.g. during workflow
development, periodic job calls can be sent to enaio® server-monitor. To do so, in
the Settings > Registry entries area, change the value of the string
Schema\MonitorBatchCallsToo to "1." Sending of job calls to enaio® server-
monitor is disabled by default.

Prepared Jobs

Jobs to be initialized by scripts or other customized contexts and performed by
enaio® server can be parameterized in such a way that they are performed at a
specific point of time.

Such jobs are listed here. You can intervene in the execution:
§ Run
The prepared job will be performed instantly.
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§ Break the execution
Execution of a prepared job is canceled

§ Delete
The prepared job will be deleted.
§ Unlock

Job data are locked in order to exclude multiple access issues. If a performance
error occurs while the job is locked, you can unlock and perform the job.

@ osecm_entmgr - [Console Root\Enterprise Manager\OSECM - System\Server groups\dokuteam610\Applicati... — =]
T File Action View Favorites Window Help =& x
| nE d HEl e
49 Periodic jobs A e
4 i Extended administration _Refresn |

- B8 Performance parameters Exeaut.. / |Files | Jobname | Job desaiption | Jobtime | JobDBwrite tme | Session:

, 1 Database pool

> “# Setup

4 S Monitering
» 4 Connections
“¢ Job queues

# CP queues
| Motifications.

¥ Job calls < o
L Prepared jobs

» ¥ Miscellaneous Job Count: 0
> [# Logging Details Execute: OK -0 Error -0
> 4} Management é é
" Execute
» & Administration ZEsE ™ Refresh autom.
v Ulock | Refresh | cancel execuion |
< >

Persistent Storage
The server’s last ten start and stop processes are entered into the database.

These data can be viewed here.

Refresh I¥ refresh at connection
Load Mame “a.. | Modified | Created -
kemmelhstarth Ihcounter 254 10:23%.. 11:56:2003/11/2009
Save kemelsstart Mhmadified 20, 10:2%..  11:5E8:2003/11/2009
kemelhstarth Mhversion .. k2. 11:EE2003/11/20038
Clear kemehstart\lhstopped PEYO10:2%. 11:5E200311/2009
kemnelhstarth0hstared 200 102 11EE2003/1/2009
Remove kemelystart14stopped 777 10:2%..  11:57000341/2009
Crete kemmelhstarth 1 counter 283 10:2%..  11:570003/11/2009
kemelstarty1hstarted 20 123 11:E700031/2008
Edit kemnelhstarth \mod!fied 200 10:23%.. 11:570003/1/2009
kermelstanh 1 hwersion 8. 10:2%.. 11EFRO0003/41/2009
kemelstath 2\vstopped 2000 1023 1308:3012A1/2009
kemelhstarth 24counter 282 10:23.. 13:08:30712/11/2009
kemelstarts 2started 200 123 1308:30121/2009 b4
< >

The entries of this area do not have any influence on the system's functions.

Kernel Events

Here you can subscribe to information on kernel events. The server will thus
inform enaio® enterprise-manager about the events and enaio® enterprise-manager
will then automatically update respective data in the affected settings areas.
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Refresh v refresh at connection

Mame Last generated | ID LS
km.SessionLogin 20144064111, 1
kmn.SesgionLogout  2014/084111... 2
kim.Connected 201406411, 3
kn.Disconnected 2014706417117, 4
k. InkC Al 2N14MR41 1 R ~7
£ >
Subzocrbe || subscribe at connection
[~ Connected

[ Disconnected
[~ Login
[~ Logout

[~ Executor

Other Administrative Functions

In the enaio® server family > Administration area you will find administrative
functions for the entire server family. This area particularly allows you to manage
the license system (see 'Introduction to the License System’).

What is more, this area provides access to the database as well as an overview of a
servers and sessions.

Database
To access the database, you must log in to it.

@ osecm_entmgr - [Console Root\Enterprise Manager\OSECM - System\Administration\Database\annotations] = &
T File Action View Favorites Window Help - &) x
+=|sE Gl HmE =
(22 Console Root | Fields |Data | s0L |
4 18 Enterprise Manager
4 @ OSECM - System Name [ Type | Size | Scale | Physical length | Null allowed | Comment
& S annotation_id - int 1o 4 +
4 “er\.rergruups object_id int mn 4 +
4 g dokuteam10 page it 1m0 4 .
> 'Pa Application server user_id int 10 4 +
+ &3 Management flag int 10 4 .
. Administrat eeitstenpel int 10 4 +
4 W Administration timeout int 4 +
> annotation  image .
R License settings 2147483647 2147433647
a |7 Database pdfresclution int o 4 +
[ BODOOD29
[ ann_groups
| annotations
[0 archex
[T benutzer < >
[ bgrel v

All tables which are contained in the database will be listed. The column definitions
of each table are shown on the Fields tab, while table data are shown on the Data
tab. Contents of BLOB fields can be viewed.

SQL statements can be executed via the SQL tab.

Modification of data using SQL commands can lead to inconsistencies in the
database and will cause data loss.
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Servers

Under this node, all servers that are registered in the database are listed here
together with the most important data.

osecm_entmgr - [Console Root\Enterprise Manager\OSECM - System\Administrati.. — =
i@ File Action View Favorites Window Help NEE
w= |z 6 HE e
&3 Console Roct Refiesh [ refiesh at onnec ™ only aci
2 1B Enterprise Mansger efies) refresh at connection only active servers
4 @ OSECM - System Serverfamily [DSECM - System [ 1EF178F4194D423CBBT7D100EEBAATES |
4 W Server groups Name| Part] ID] 5 E u Flag] L B
4 g dokuteam610 ljime ort - ErYICE ... omstring | User lag | Last ping t
- oku. n. 3
> Be Application server DOK.. 6. 3 dokeB10 100487 SERV.. 1
» 4} Management
4 43 Administration
- B License settings
= Database
i All sessions < >
iy Prepared jobs i ——

All Sessions
This page lists all sessions of components which belong to the server family.

Refresh v refresh at conne Delete | Check | Resources;

User 4 | Camp... | Ingta... | Started | Reserved u.. | Ser Update [v Automatic update

D ADMIN.. WMw.. oxen. 2004/ Do

WROOT  WMES.. oste. 20147 DD%

WROOT  WMES.. OSF. 2014/ D0 | Mame | GUID | Lack time ~

L RO0T  WMOS.. osre.. 20147, DO [aDl  301.. 2014/06/11 14:08:19

W SERVE.. DOKL.. axsw. 2014/ po |ASC 0D, 2014/05/11 14:08:13

: ASR B2 2014/0641114:0819

DIS  CD.. 2014/06/11 14:08:19
DY 036.. 2014/06/11 14:08:19
M_A  AE.. 2014/08/1114:02:19
M_C  EB5. 2014/06/11 14:08:139
MDD O&. 2014/06/11 14:08:19
M_E C2. 2014/06/11 140819
MM 041 2014/08/11 14:08:19
M_P EE.. 2014/06/1114:08:19
Mow AA. 2014/06/11 14:08:19
M_x  OFG.. 2014/06/11 14:08:19
Ml 226.. 2014/06/11 140813 ¥

€ > < >

Select a session in order to display the license keys which are utilized by the session
on the right side, where you also can delete them.

Connections Between Server Families

By exporting index data from the database or a server family and importing this
data into the database of another server family, read access to documents of the first
server family from the second can be made possible. To do so a virtual archive must
be set up.

You need a license key to integrate virtual archives.

Open the configuration area from the Management > Media management >
Virtual archives item of a server group.
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Connections Between Server Families

1 #g Application server
4 43 Management
4 [ Media administration
4 Paths to media
(31 Media sets
) Media
|7, Connections to media

3 Virtual archives

& i+ Administration

@ File Action View Favorites Window Help [- =]
«szE G Bm =
(23 Console Root i
4 B Enterprise Manager Refresh | [~ refesh at connestion
4 @ OSECM - System Alias | Drivers| Setn. | Lastgenerated | Params
4 s Server groups MeinServer  OXV.. 2 745 winzek #1vUCR200mVRIIfri<dacw3nar'SdgapeSsrc
4 Ty dokuteam61D Tivali Stor... OV, 3 1624 nodename=dms hostname=10.1.4.117 filespacenam
05Doku Oxv.. 0 1934 1oot:#xIpIH O vjua2Csb9ZE 51w kd29 drixBui< geyl

>

Mew Edit Delete Information

Click Refresh to show the virtual archives, which have already been set up.

Set up a new path via the New button.

Firstly specify that you want to use an Application server as a virtual server. Then

the following dialog will open.

Aliag:

Uzer name:

Paszword: I

Connection time [sec): u

—Application server

IP address | Part | Pricrity

Change I Delete |

Ok I Cancel |

Enter an alias, a user name and a password of a user who is registered as a user of
the respective server family. This user furthermore requires access rights to the
documents of which index data is exported from the source server family and
imported to the destination server family.

The connection time (in seconds) is the period for which the connection will be

kept open.

Click on the New button and specify the address and port of a server in the server

family.

If you enter more than one server, divide the connection probability (priority)
between them so that the sum is 100%. If you only define one server, enter '100' as

its connection priority.
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Confirm your entries with OK.
The new virtual archive will be displayed in the configuration area.

A system ID will be automatically assigned to every virtual archive. This system ID
is required for the export of index data from the source server family.

You can find details about this in the enaio® import-export handbook.

Every time a user opens a document to which the system ID is assigned, the local
server requests the document from the respective server.

These documents are labeled as reference documents in enaio® client. Reference
documents can only be viewed not modified.

Virtual archives can be used for archiving.
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Logging

Introduction to Logging

enaio®

With enaio® logging you can set up a differentiated logging for each individual
enaio® component.

At least one action ID is assigned to every message from a component. This ID
allows log messages for flow, SQL, error, and general log messages to be directed to
different output channels.

A channel accepts messages with the same action ID from one or more components
and can store the messages in the internal log format or in OXMISC format.

The detailed channel properties settings allow configuring workstation and
component-specific logging.

These settings are configured using enaio® manager-for-logfiles
axprotocolcfg.exe. The configurations are saved in configuration files with the
name oxrpt.cfg.

During installation of enaio®, you have indicated a path to the log directory. The
setup program saves the configuration file oxrpt.cfg, which contains the log path
for default log settings, to every directory containing enaio® components. Each
component in the directory performs logging as defined in the configuration file
oxrpt.cfg of the same directory.

Default logging creates flow, SQL, error, memory and job call log files with the
following names:

Fflwddmmyy . evn

sqlddmmyy.evn

errddmmyy ._evn

memddmmyy -evn

logddmmyy.evn
dd stands for the current day, mm is the current month, and yy is the current year.

Using the configuration file oxrpt.cfg from the server directory, also flow and error
logs for ABBYY FineReader text recognition are generated:

frflddmmyy.evn

frerrddmmyy.evn

These logs are saved in the internal log format. They can be opened with
enaio® protocol-viewer axrptview.exe.

As a general rule, the flow logging can be changed at runtime from within every
enaio® application. You can open the dialog Log settings via the File menu of the
applications.
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Logging settings for flow logging lﬂ[

Current lag path
C:%Program Files [x88]\IPTIMAL 5YSTEMSAOSECHM \clientz\log_clienth |

Lagaing level
Mo logging [Lewel 0] Activate logging
Ermors only
Mormal logging
Debug (Lewvel 6]

[] Permarently apply changes

Send configuration Send log file Cancel

You can change the log settings for flow logging and activate/deactivate logging.

Users with the system role 'Administrator: Configure entire system' can
permanently apply the changes. The modified settings are saved in the
configuration file oxrpt.cfg of the application directory. They apply to all
applications in this directory.

The settings for logging can be deployed to the client installation using the MSI
package (see 'Installation Manual').

Logging and access to log settings can be disabled for all enaio® client installations
using an entry in the as. cfg file located in the etc directory of the data directory:

[SYSTEM]
PreventLog=1

enaio® enterprise-manager can be used to manipulate the logging settings of enaio®
server at runtime.

a Py Application server A
a [i3 Server 3 (DOKUTEAM-TESTSE/dx
- 43 Seftings
» wg EBxtended administration
4 [#) Logging
4[] Settings
4 [ 4 axsvckrn.exe

- [ defeu]

—,

| Errorlog
[& Flow log
[& Job calllog
[& S0OLlog
[& Mem log
[ Log files
» o} Management

Mame Walue
Aliaz name default
R efcounter 14
Al call 71782927
Logaing call: 152567

> o3 Administration

4 < >

£ >

The following data for each standard log can be modified in the Server > Logging
console root area:

8  Suspended
Logging can be enabled and disabled.
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§ Level

The logging level can be modified.
§ Start new file every day

You can specify whether a new log file will be created every day.
§  Maximum file size, KB

The maximum size of a log file in kilobyte

The other data cannot be changed.

The chapter 'Periodic Jobs' provides an example of how to use periodic jobs to
enable and disable server logging.

enaio® enterprise-manager also lets you pass logs from other servers.

oot 5
tise Manager Refresh | ¥ refresh at connection
ECM - System File name _ # | Size | Edited

Server groups cleanup.rep 4KB 20M14/05/1315:0514
‘te dokuteam10
4 P Application server

4 g Server 3 (DOKUTEAM-TESTS

i} Settings
5igp Bxtended administration
4 [# Logging
a [ Settings
a4 [ axsvckmn.exe
+ @ default
. &3 Management |D D ateilen] markiert. GroBe: 0 KB
Administration Dowrload Delete
Save file to: ‘ J

£ >

All log files are listed under Server > Logging > Log files in the console root. To
Download files, select them and specify a path. You can also delete files.

Irrespective of the logging configuration, log files are created automatically at every
start and exit of enaio® server and saved to the directory \server\ostemp.

The log file for starting is called startup. txt, the log file for ending is called
shutdown . txt. enaio® server enters the steps there that were executed and all the
errors that occurred.

A message box will list all those errors which hindered a program or component to
start.

Provided that enaio® server was started with the parameter 'v', a message box will
list all errors that hindered enaio® server to start.

Access logging can also be activated irrespective of the general logging settings. It
logs all data accesses and queries. Access logging is activated in enaio® enterprise-
manager:

Page 272




enaio® Administration Introduction to Logging

enaio®

Refresh ™ refresh at connection
Categary: |General j
Parameters Walue D escription A
General parameters
ComString 10.1.4.87 IP address or host name of the server instance. *With cluster salutior
TCP port EO10 TCF port of the server instance
Crazh imeout 10800 = Defines after how many seconds a server blackout is suspected du
M asimum number of TCP... 1500 Maximum number of TEP sockets
Timeout for the start of 3 ... 10000 me Time provided for a job thread to start (in miliseconds).
Wit before launching Oz Mumber of seconds the server waits before it launches.
Free disk space B0 MEB Mininmum free disk space in data sechon (in MB).
E-mail when not found 0. Mat active Defines whether or not to send an e-mail bo the administrator if 2 doc
Job execution without login Allowed Defines whether or not to perfarm server jobz of clients which have
Alwaps cloze sessions Cloge zessions  Tums off the reservation of sessions across-the-board.
Resgervation time O Defines how long a canceled seszion will remain rezerved for later n
If specified, thiz name is used to identify the application server in the
. B0 MB M axirmumn size of the file which i pressed/estracted in the mem

Path ta the 2
D efines whe

In the Server Properties > Category: General area and enter the log path as the
value of the Path to access log parameter.

A log file with access data, named sptyyyymmdd . txt, will then be created there.

Database tables are generated and updated by the setup component axmksys.dl1.
Regardless of the setup, you can call up the axmksys .exe application from the
service directory in order to adapt database tables. This component creates SQL and
flow logs, the application in the directory \log in the application directory, the
setup in the directory \Programs\Common
files\InstalIShield\engine\6\Intel 32\L0G. After successful installation, the
setup logs are moved into the installation directory.

Warnings and Errors

Whether an event is to be treated as an error or only as a warning may not be clear
in advance but only in connection with a specific installation. Therefore, it is
possible to create a list of events for enaio® server which, instead of an error
message, cause a warning and vice versa, instead of a warning, cause an error
message.

enaio® server checks whether the application directory contains a file named
axsvckrn._ert, which contains such lists. If the file is found, its data is used to
classify the events.

ERT files can be created with any editor.

Create the sections [eventstreatedasnonerror] and [eventstreatedaserror] for events
which must only cause a warning and, instead of a warning, an error message,
respectively.

In the intended section, enter the ID of the event and assign an application to it.

You can find these data in the enaio® protocol-viewer. You open the property
dialog by double-clicking an event:
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=] Event properties H
Date: 26/06/2014 User.
Time: 11:15:51.341 Cornputer: WWINESSP
Mumber: 20535 Application:  AAdmin
Event ID: Oxc1d00427 (1063)  Module: axbasics (8.0 ENT 762)
Type: E rror Source file: W5 Spstem. cpp
Thread 1D: 2460 Function: 1103-0050563BFAEC
Cade line: 3035 Name: M5G_ASSCMM_ERRORENTRY
Userlogin fehlgeschlagen. (2] (2], MULL

General | Aowsst | Mimelte

First | Previous | Mest | Last | E-rnail | Cloge |

It provides the ID and the application. You use the following syntax:

"Event ID" = "switch”,application

The event ID is entered in hexadecimal notation but without the leading flag '0x'.
The switch can either be '1' for ‘on’ or '0' for 'off".

The application must be entered exactly as it appears in the properties dialog. Some
applications are entered with, others without file extension.

For the example above, the entry must follow this form:
[eventstreatedasnonerror]

c1d00427=1,AXAdmin.exe

The text is not case-sensitive.

If you do not specify any application, the entry will apply to all applications.

Every event ID can only be entered once. If you want to assign more than one
application, separate them by comma.

The file is saved as axsvckrn.ert in the \server directory. The data become
effective after server restart.

enaio® server-monitor provides support in the Error handling section for creating
the entries and the file.

£ 05 | ECM Server - Monitor [_ O]
File ‘iew 7

TR

=5, VMAOSWINZ00SENG =
=8 _"3 Processes File name: IE “osserverhosh] Dhserverarsyckin ert |
i@ ChosserveriosBlDhserveris L .
= &5 Settings ¥ Hex ¥ lgnore case-sensitivity ¥ Unsigned
: ¢ Server information Do nat treat events (severity: errar] as errors: Add I Remove I Edit I

@* Registy entries
i Periodic jobs . [ * [ Application [ 1D [ Code [ Mod... | Text
=5 Entended administration
| Process information

“¥ Setup 4] | _>|

@ Moritoring
EI@ Logging Treat events [wio severity: error] as emors: Add Remove I E dit I
ol i Q=R Error handiing [ [ Application [ 10| Code| Mod.. | Test
- les

4 | i

< | i
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When enaio® is being installed, the log library oxrpt.di1, the configuration file
oxrpt.cfg, and enaio® manager-for-logfiles axprotocolcfg.exe are installed in
every directory with enaio® components.

To change the default logging settings for components contained in this directory,
use the configuration file oxrpt.cfg in the same directory or create new channels
for components.

Every component reads its logging settings from the configuration file in its
directory at program launched.

The enaio® manager-for-logfiles User Interface

enaio® manager-for-logfiles is not incorporated in to the enaio® rights system.
Make sure you have access to enaio® manager-for-logfiles via the operating system.

When the application starts, enaio® manager-for-logfiles opens the installed
configuration file oxrpt.cfg from the application directory. The data from this
configuration file are used for logging all components from the directory. The path
and file name are shown in the title bar and the status bar.

4 Log configuration: "C:\Program Files (x86)\OPTIMAL SYSTEMS\OSECM\clients\client32\oxrpt.cfg" E

File 7

Default settings

Laog path

|E: “Program Files [xBEN0PTIMAL SvSTEMSWISECKM clientshog_client',
* |nternal logging [*.evn recommended) ¥ Flow log |5: "Diebug log" ﬂ

(" Text format [for OSICAPTURE. v SOLlag [~ Emarlog v Job calllog

Channel settings

Edit 1 Special channels

Aliaz zettings
Aliag | Description | Channel
axgredit enaio editor axgredit [Internal logging]
< >

A | Edit | Delete |

Apply | Cancel |

C:\Program Files (x86)\OPTIMAL SYSTEMS\OSECM\ clients'.client32oxrpt.cfg

You can change the logging directory, activate or deactivate flow, SQL, error, and
job call logging, and change the logging level for flow logging.

A higher level for flow logging can lead to slower response times or increased
system load. Error messages are always included in a flow log.
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Specify the path using any notation. Relative paths are also possible.

The choice between Internal logging and Text format exclusively refers to the
logging of enaio® capture. We recommend that you choose internal logging.
Customers who want to continue working with the text format can stay with this
format. enaio® capture always creates batch-specific logs, which can be opened
from within the application.

Changes apply to all components in the directory for which no individual channel
has been set up.

Set up channels using the Channel settings area, assign channels to components
and activate assignments using the Alias settings.

The editor is exited by clicking the Cancel button or by pressing ESC — changes will
not be saved, though. Click the Apply button to save the changes and then exit the
editor.

Channels

A channel accepts messages with the same action ID from one or more components
and can store the messages in the internal log format or in OXMISC format.

Logs in the internal log format (*.evn) can be opened with enaio® protocol-viewer;
logs in the OXMISC format can be opened with any editor.

We recommend the internal log format, as logs in enaio® protocol-viewer can be
displayed in a very structured way.

Internal Log
Channels in the internal log format have the following properties:

Property Default value Range of values
Action 15 15 = Flow
11=Memory
9=SQL
8 = Error
7 =Job call
Level 1 0=Onlyerror log

1 = Application initialization
2 = Function entry points

3 = Function exit points

4 = Significant function points

5 = Detailed log
6 = Debug log
Stopped NO NO/YES

'YES' turns off the channel.
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Optional

YES

NO/YES

The setting 'NO' prevents the component to
start when the channel is not available.

Share

YES

NO/YES

When set to 'YES', multiple components
can use the same channel to send messages.

LogRecreation

YES

NO/YES

When set to 'YES', a new log file will be
created once the current log file exceeds the
maximum size.

LogStartupTimeout

5000

A timeout for logging in milliseconds after
the start of the component.

LogStopTimeout

5000

A timeout for logging in milliseconds after
the component is exited.

LogFileName

05%6%7%)5.evn

Specify a path and a name for the log files. A
relative path leads to the application
directory.

The file and folder name can contain the
following parameters:

%2 | the name of the executed component

%3 | the name of the computer

%5 | the two digit year

%6 | the day

%7 | the month

The extension 'evn' is the file extension to
add.

LogMaxFileSize

65536

The maximum size of a log file, the value in
kilobytes must be between 1024 and 524288.

524288 kilobytes correspond to 512 MB.

LogSizeControlOn

0 —disabled, 1 — enabled.

The size of the log directory can be
monitored.

LogExpirationDays

Once the high water mark which defines the
size of the log directory is exceeded during
log creation, logs that are older than
specified here will be deleted until either the
low water mark is reached or no more log
files exist.

LogHighWater

192

Maximum number of files in the directory

LogLowWater

96

Minimum number for files in the directory
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OXMISC Log
Channels in OXMISC format have the following properties:

Property Default Range of values
value

Action 15 15 = Flow
11=Memory
9=SQL
8 = Error
7 =Job call

Level 1 0=0Only error log

1 = Application initialization
2 = Function entry points

3 = Function exit points

4 = Significant function points

5 = Detailed log

6 = Debug log
Stopped NO NO/YES

'YES' turns off the channel.
Optional YES NO/YES

The setting 'NO' prevents the component to start
when the channel is not available.
Share YES NO/YES

When set to 'YES', multiple components can use
the same channel to send messages.

MiscLogPath | Standard The log directory indicated in the standard settings
path is always used.

MiscLogFormat | TDUXMJP | T = Time; D = Date; U = User; X = Station; M =
Module; J = Job; P = Procedure

MiscLogType |0 0, isignored.

OXMISC logs are always saved to the log path specified in the standard settings.
They are given the following names:

Flowlogs  osddmmjj -flw

SQL logs osddmmjj -sql

Errorlogs osddmmjj.err

Job call logs osddmmjj - log

An example of an OXMISC log entry:

BEGIN
TIME : 12:55:50
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DATE : 02729703

USER : THOMAS

STATION : 11D3-080009FEC5ED

MODULE - oxdbodbc

JOB : DisConnect

STRING . SQLFreeEnv(m_hEnv)
End

Setting Up Channels

The Channel settings area permits you to set up channels. Click the Edit button to
open the Channel configuration dialog.

Aliaz | Type | Settings | aK

awgredit Internal logging Action=15:Level=1stopped=N0 :optional=YE 5:5hare=N...

Cancel

Add

Edit

Delete

It lists all already configured channels and allows you to edit and delete them.
Use the Add button to set up a channel.

The Channel properties dialog will open.

— Settings

Edit |

oK I Cancel |

Enter a channel name and select Internal logging or Logging in OXMISC format as
the channel type. The default properties of the selected log type will be shown in the
Settings area.

Click on Edit to change the properties:
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— Special setting:

Property

Action 15
Lewvel 1
stopped NO
optional YES
Share YES
LogRecreate YES
LogStartupTimeout 5000
LogStopTimeout 5000
LogFileName 05H6X%T%5.evn
LogMaxFileSize 65536
SizeControl_On NO
SizeControlExpirationDays 3
SizeControlHighWater
SizeControlLowYater 96

oK I Cancel |

Confirm the changes by clicking the OK button in both the Channel properties and
the Channel configuration dialog. As a result, the channel will be ready for
assignment to components.

Components
The Alias settings area enables you to assign channels to components.

Existing channel assignments are listed in this area and can be edited or deleted. p
Selected assignments are active.

Open the Alias properties dialog using the Add button.

Dezcription

Charirel

u]g I Cancel |

Enter the name of the component in the Alias field. To each executable file (*.exe)
and each library (*.dll) you can assign a channel. Do not add the file extension
when entering the name of the component into the Alias field.

Enter any text into the Description field.

Select the intended channel from the list of set up channels.
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To assign the channel, click the OK button.

4 Log configuration: "C:\Program Files (x86)\OPTIMAL SYSTEMS\OSECM\clients\client32\oxrpt.cfg" E

File 7

Default settings

Laog path

|E: “Program Files [=BEN0PTIMAL SvSTEMSWISECKM elientshog_client,
* |nternal logging [*.evn recommended) ¥ Flow log |5: "Diebug log" ﬂ

(" Text format [for OSICAPTURE. v SOLlag [~ Emarlog v Job calllog

Channel settings

Edit 1 Special channels

Aliaz zettings
Aliag | Description | Channel
axgredit enaio editor axgredit [Internal logging]
< >

fadd | Edit | Delete |

Apply | Cancel |

C:\Program Files (x86)\OPTIMAL SYSTEMS\OSECM\ clients'.client32oxrpt.cfg

All assignments of configured channels are listed for each component, allowing you
to only activate your own assignments.

Click the Apply button to save the configuration and to exit enaio® manager-for-
logfiles.

Logging the System Load

A logging channel which records load data and writes them to a log file allows for
the logging of the system load.

In enaio® enterprise-manager you can activate a preconfigured periodic job which
is used to control this logging. This job periodically determines and logs load data.

Thus, system load can be monitored in great detail. This data which is periodically
gathered follows this structure:

ProcessorTime=0.00%;
PageFaults=1.14/sec;
PoolPagedBytes=134952;
PoolNonpagedBytes=31272;
UserTime=0.000%;
PrivilegedTime=0.000%;
VirtualBytesPeek=499523584;
VirtualBytes=497057792;
WorkingSetPeek=212615168;
WorkingSet=212467712;
PageFi leBytesPeek=311926784;
PageFi leBytes=310927360;
PrivateBytes=310927360;
HandleCount=5741;
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For new installations, this channel is automatically inserted into the log
configuration file oxrpt.cfg in the server directory. In this case, you just need to
activate the channel in enaio® enterprise-manager or edit the parameter Suspended
in the configuration file.

The existing log configuration file will not be manipulated during system updates
in order to prevent adjusted configurations from being overwritten.

If you want to set up the channel, add the following entry to the log configuration
file:

[oxrpt\channels\MEM-1o0g]
LogFi leName=mem%6%7%5 .evn
Type=L0G

Channel 1D=11

Level=3

Suspended=0

In addition, the log must be added to the list of standard logs:

[oxrpt\aliases\default]
1=Error-Protokoll
2=Flow-Protokoll
3=Log-Protokoll
4=SQL-Protokoll
5=MEM-Protokol 1

What is more, you have to activate the periodic job 'GetProcessinfo' through
enaio® enterprise-manager. A periodic execution interval of 15 seconds is preset by
default. This setting allows for a quite detailed report on the system load but, if
required, can be customized.

= | Create new timer ﬂ
M arne: |G etProcessinfo
Degcription: |
M amespace: |km Jab; |ProcessGetinformation

[ Activate [ Log

Execute:

¢ penadically

every |15 seconds

(" at a specific date

daily at [21:00:00 o'clock

Parameters:
Add Mame | T... | Value
Flags in. 2
Delete
Edit

oK | Cancel |

Active logging of the system load is quite resource-consuming. For that reason, it is
recommended to activate the periodic job and channel only for a limited period to
gain a system analysis.
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Logs in the internal log format (*.evn) can be opened with enaio® protocol-viewer.
You can find the axrptview.exe in every directory with components.

To open the logs, use the File menu or click the Open file button on the toolbar.

Logs currently in use can be updated with the View menu, by pressing the F5 key or
the Update button on the toolbar.

enaio® protocol-viewer saves the settings (the most recently opened log, settings for
the navigation and events area) in a configuration file and loads it on startup.

enaio Protokolldatei-Viewer - 8

File View Tools ?

E L@ ¥YHETYY AU it RE=DO | EE
Bl Aw020614. 2201 40603151831 evn (30563 30553 [+ ] Time ©
B2, YMwINGSP 30553
B[] 2 30553

i rt

| tessage ~
14:40:20171 ENTRY

f 7502 14:40:20.171 compuite font

: — 14:40:20171 create font

i :::;:pczs[éEUUENTTfE;?]‘I i;? 14:40:20071 et hont in inbox lists

L aumd (BOENT 5411126 144020171 get first meohild

L anpiorel (8.0 ENT 557)8 kAL BT

Lo ovdbpipe (8.0 ENT 564) 2365 14:40:20.183 ENTRY .
L onmifsc (8.0 ENT 523) 9461 144090 72 WMarrm Cannt: 1

Lok owwfiobe [B.0ENT 500] 5848

Lofe omwfcint (2.0 ENT 500) 43 ‘ENTF\Y

The viewer interface is divided into two areas: the navigation area on the left and
the events area to the right.

Navigation pane

In the navigation area on the left, a navigation structure is shown, which you can
set up using the Tree sorting button.

& The Tree sorting button in the menu bar opens the Tree sorting dialog.

= Tree sorting H
Available properties Selected properties
Function J Application
Sessioh i | | module
Thread
User i

|

oK | Cancel |

This dialog permits you to select the required level of the navigation structure and
to specify the intended property sequence.

In addition to the entries in the navigation area, the number of assigned events is
given. This information can be hidden by use of the View menu.

If you select an entry in the navigation area, you can export the assigned data. To
do so, use the File menu to open the Export dialog and select the format and the
file. If you choose the "XML' format, only job calls are exported in XML form.
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Events Area

In the events area on the right, you can find a list of the individual events belonging
to the leaf level node currently selected in the navigation area. Beneath the list, the
message related to the selected event is displayed.

= Click the List sorting button in the menu bar to specify the columns and their

order.

=] Lists sorting EX
Available properties Selected properties

| Application "N
Call J Meszage

Code line N

Computer J

EventlD:

File ﬂ

Function i

Lewel ﬂ

odule

M amne

Humber

Severity

Thread

User

Ok | Cancel |

The list in the events area is sorted according to the selected columns and their
defined order. In case the entries in the previous column are the same, the entries of
the other columns in the event area can be sorted in ascending or descending order.

The columns Bookmark and Event type are automatically placed at the beginning,
but cannot be used for sorting.

The event types are labeled as follows:

@ Error
4 Alert
© Information

The toolbar provides filters which you can use to restrict the view to particular
event types:

ﬂ Show errors, warnings and information.

E Show only errors
E Show all types.

You can restrict the list in the events area to particular event types, time frames and
levels. In addition, you can search for event types.

Filter
ﬂ Use the Define filter button in the menu bar to set up filters.
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" Mo Filker
¢ Record filker

Ewent type
’]7 Eror ¥ wWarning [ Information W Flow

Tirne from: I Lewel min: I
- [

Time: urtil: Lewvel max:

Standard settings |

i Script filker

r.Application
r.Camputer

r.Eventld

r.File

r.Function

r.Instance

r.1zEmor
rlzlnformation w
el

Help |
ok | Close |

Select one or more event types and specify an optional time frame (from/until) and
a range of level (minimum/maximum).

If you click OK, only the events that meet the criteria will be shown. In the
navigation area, levels that contain no relevant data will be hidden. The number of
events will be refreshed.

The filter criteria will be saved automatically.

You can also set up script filters. Click on the Help button to see further
information.

Search
ﬂ Use the Find button in the menu bar to specify search criteria.

Event type
’7|7 Errar ¥ ‘Waning ¥ Information W Flow

Tirne:

Thread |D: I Code line:

Mumber: Ewvent [D:

Cornputer: I <all>

User

Application: |< all:

Module: I <all>

Saurce file: I <all>

Function: I <allx

Test:

Reset search form Find previous

Cloge | Find next
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Select one or more event types and optionally enter additional properties as search
criteria.

You can perform the search using the Search backward / Search forward buttons in
the dialog or toolbar. All search criteria will be saved automatically once the dialog
is closed.

Bookmarks

You can assign k= bookmarks to events in the event area. In total, there are 10
bookmarks available.

M With the Show/hide bookmarks button you can either add a bookmark to a
selected entry or delete the bookmark again.

You can go to the next or previous bookmark using the buttons on the toolbar; you
can go to any bookmarks using the bookmark numbers in the Tools > Go to
bookmarks menu.

Details

You can view the details (all properties) of each event.

J Clicking the Details button will open the properties window of the selected

event.
@ Event properties H
Date: 26/06/2014 User:
Tirne: 11:15:51.341 Computer: Wi/ INESP
Murmber: 20535 Application: < Aty
Event ID: Dxc1d00427 [1063)  Module: axbasics (8.0 ENT 762)
Type: Eror Source file: W5 Spstem. cpp
Thread ID: 24E0 Funetion: 1103-0050563BFARC
Code fine: 3035 Narme: M5G_ASSCMM_ERROREMTRY
UserLogin fehlgeschlagen. (2] (2], MULL

General | Rowsat | Mimelte

First | Previous | Mext | Last | E-mail | Cloze |

Using buttons will enable you to switch between the detailed properties of the next
or previous event or the first and last event.

You can use the E-mail button to transfer the data displayed to an e-mail form in
your default e-mail application.
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To secure the saving of document files on unsecured storage media and pass to
unsecured networks, it is possible to encrypt documents.

The use of the Microsoft Crypto API, which is a component of the Windows
operating system, and the encryption algorithm AES-256 ensures secure encryption
of document files.

The 'RC2' encryption process was used up to Version 7.50. If document files are
edited after this, they are encrypted with 'AES 256." Document files can be
subsequently encrypted with 'AES 256" using the 'Object encryption' action.

Both enaio® client and enaio® server provide the feature of document encryption.
Define whether to use one or both enaio® components to encrypt document files
since both use different symmetric keys which are part of the program code.

enaio® client encrypts all document files that are sent to enaio® server with the
client key and decrypts all document files that are sent by the server. All document
files are unencrypted before they are saved in the client cache.

Before saving them, enaio® server uses the server key to encrypt document files
handed over by enaio® client. If a client requests a document, enaio® server
decrypts the document file with the server key before passing it.

The automatic action 'Object Encryption’ can be used to encrypt existing document
files as well as decrypt documents.

Client Encryption

enaio® client uses the client key to encrypt all document files that have the property
‘Encrypted filing' in their document type, before transferring them to enaio® server.

To enable encryption, the license key 'KRY" is additionally required at the
workstation. If no license is available, enaio® client cannot decrypt document files
and will not encrypt files before passing them to enaio® server.

Client encryption is administered using the Encrypted filing property in enaio®
editor and licensing.

Viewing document files encrypted by the client are shown only in
enaio® documentviewer if the configuration is adjusted (see ‘Content Preview of
Client-Encrypted Documents').
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Server Encryption

enaio® server encrypts all document files with the server key before saving them in
the work area, regardless of whether they have the Encrypted filing property. Server
encryption is independent of client encryption. Document files that have been
encrypted by enaio® client will additionally be encrypted with the server key.

When document files are passed from enaio® server to enaio® client, the server at
first decrypts them with the server key.

This encryption is defined in enaio® enterprise-manager via the Server properties >
Category: General area.

Refresh I refresh at connection

Categary: |General j
Parameters Walue D escription A
DMS5 options
Limit of quemny results 0 Defines the maximum of data sets which may be returned by a DRS
Usze station name for che.. Mo Defines whether or not ta identify the station bazed on it name far ¢
Local date format eg Fallowss the date format according to the settings of the lozal user al
Local rumber format ez Followws the number format according to the zettings of the local uze
Security
Encrypted data area Encryption r...  Controls whether or not to enciypt the entire data area [work, cach
Dizable uger rights at job ... Adminigtrator..  Defines which users are allowed to zet the flag ‘Do not check user
Hazhed communication Mo Caontrols whether O51SERVER accepts hashed jobs only.

Compressed communicat... Ma Controls whether 05|SERVER accepts compressed jobs anly.

Werify Windows version Mo Specifies whether or not clients can only log in to under Windows 2

Signature check of modu... Create a ligt of modules which are checked for valid signatures durit

Handling of paszword en...  Intemal and ... Indicates the enciyption methods which are accepted by the server

WorkHow

E-mail natification for pro.. Ma Specifies whether an e-mail will be sent when an activity is placed it

Support of deadlines eg Specifies whether dunning periods or retention periods will be proce v

£ >
Edit

Double-click the parameter Encrypted data area to open a dialog which allows you
to activate or deactivate encryption.

For server-side encryption the 'SKR' license key is required. If enaio® server was
licensed with a test license, server encryption is not available.

enaio® server can create a full-text index for document files that have not been
encrypted by enaio® client. Unencrypted files are then sent by enaio® server to the
indexing component. After processing, the unencrypted file will be deleted
immediately.

To index black and white as well as color images with the OCR component, you
must enter a path that the unencrypted files are saved to. The path is specified as
the value of the parameter OCR decryption directory.

An OCR decryption directory must also be specified independently of an OCR for
the 'Object encryption’ action.
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Fefrezh ™ refresh at connection

Category: |General j
Parameters Walue D escription ~
OCR
OCR program Divogecmho..  Path and name to the OCR program
Manitoring file D:hogzeembo... Path and name of the file for checking if OCR program iz =ill nning
Start OCR program Tes Checks whether 0 ogram iz running and starts it if required.

pir

or OCR are s

0CR encoding directory C:\Program ... Directory into whic

ored in an unencrypted form|

OCR job directony C:\Program ... Directory into which jobe will be filed.

Zonal OCR Application Execute zonal OCR from within OSICLIENT with the OCR executor

Recognition speed Standard re...  Increase recognition speed for FineReader.

Subscription/Follo...

Send e-mail meszages Send Defines whether e-mailz will be zent when natifying a subzcription o

Send e-mailz individually  Collective e~ Defines whether e-mailz will be zent individuallp when notifving a sul

Attach index data Mo Defines whether index data will alzo be sent when notifying a subsc

E-mail

E-mail integration MAP| Defines whether e-mails are integrated with the client uzing MAP] ar

IMAP e-mail zerver ozcom.optim... S pecifies the computer name of the [MAP e-mail zerver.

Part of the IMAP e-mail ... 143 Specifies the port of the [MAP e-mail zerver. W

£ >
Edit

For the subsequent encryption and decryption of document files, you can use the
automatic action 'Object encryption.'

'‘Object Encryption' Action

The automatic action 'Object encryption' can be used to encrypt or decrypt
documents of a particular type. The action uses the client key for encryption and
decryption. If server encryption is activated, the server encrypts all documents
determined by the action before saving them. If server encryption is deactivated, the
server saves all called documents without server encryption.

To use this action, add the axaccrypt.dl1 library (see "Additions’).

When setting up the automatic action (see 'Setting Up Automatic Actions"), specify
a configuration name and choose a query file in the configuration dialog.

The query file is used to specify which documents will be encrypted or decrypted
with the client key.

The "Encrypted filing' property of the document type is modified with enaio® editor
to specify whether the documents are to be encrypted or decrypted, for the server
encryption it is specified with the Encrypted data area property in enaio®
enterprise-manager.

You can start the action manually or schedule a time for enaio® start to
automatically start the action (see 'enaio® start').

With one configuration of the 'Object encryption’ action, the documents of only
one document type can be encrypted and decrypted. The action either requests all
documents of the specified type or all documents that fulfill the logic expressions,
regardless of whether they are encrypted.

An OCR decryption directory must also be specified for the '‘Object encryption'
action.

You can create the query file with any arbitrary text editor. It has the following
structure:

[ANFRAGE] The file begins with the 'query’ section.

Page 289




enaio® Administration Encryption of Document Files in enaio®

enaio®

SCHRANK=cabinet name Enter the name of the cabinet that the documents

originate from into the first line.
DOKUMENT=document type The document type of the documents comes in
name the second line.

KLAUSEL1=Objekt@Feld=Wert Optional logic expressions allow you to limit the
- selection to those documents that fulfill these
KLAUSELn=Objekt@Feld=wert conditions.
Logical expressions must be numbered
consecutively.

Use internal names and enclose the name in percent signs.

Also keep in mind that the Maximum number of hits setting in enaio® enterprise-
manager limits the number of documents which can be processed. If more than
50000 documents are to be processed, this setting must be changed.

Logical Expressions

Optional logic expressions allow you to limit the selection to those documents that
are indexed with the indicated value in the indicated field.

Example:
Klausel1l=Kunde@Status=abgeschlossen

Documents of the indicated document type will be encrypted or decrypted
accordingly only if the index data of the archive object type 'Customer’, e.g. a
folder, contain the value ‘completed’ in the field 'Status'.
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As of Version 5.20, the hash value of the assigned document files will be
automatically saved to each document.

To ensure document integrity, various functions which compare saved hash values
to current hash values are at your disposal. This comparison may provide evidence
of problems with storage media and additionally detect unauthorized access to files:

§ The automatic action 'Hash check' checks all document files in the
WORK area of the connected server or on archive media.

§ The automatic action "Hash check on object level' checks all those
document files that are specified in a query file.

8 Hash values can be compared every time enaio® client requests a
document.

8 Hash values can be compared before an audit-proof archiving process is
started.

§  Users with the 'Open properties’ system role for individual documents
can run an integrity test of object information in enaio® client.

Moreover, the hash value can be signed by enaio® server. As a consequence it is
ensured that unauthorized access to files cannot be concealed by tampering the
hash values in the database.

The check results will be logged.

The user will be notified if a hash check, which is performed before enaio® client
opens a document, has determined that the hash values differ. In such a case, only
users with the system role 'DMS: Supervisor' are enabled to open such documents
in read-only mode.

Documents will not be archived if a hash check, which is performed before
archiving, has determined that the respective hash values differ.

Irrespective of the document integrity tests, hash values are determined before and
after every document transfer, thereby excluding transmission errors.

Hash Value and Hash Value Signature

As of Version 5.20, the hash value will be automatically generated and saved in the
database for every newly created or edited document with pages.

The feature which signs hash values is activated in enaio® enterprise-manager:
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Refresh ™ refresh at connection
Categary: |Integrit_l,l j
Parameters Walue D escription
Signatures and has...
Hash check before archi.. Check Specifies whether ta check the documents' hash values before archivir
Sighature check before ... Check Specifies whether to check the documents' signatures befare archiving
Hash check before docu.. Check Specifies whether ta check the hazh value before a document is dispal

Signature check before ... Donaot check  Specif
Automatic sighature crea.. Donot create 5
Signature erors treated a... Do not cancel

hether to check the signature before a docum

dispatcl
1 whel

ether saving and archiving will be canceled if

Signature module oxzighoz.dll Indicates the signature module for zsigning and wverification of document:

Parameters of the signat...  algo=1 Indicates the parameters to be pazzed to the signature module. Change

Sighature code The license which allows to create document signatures [to be created

Period of walidity of the =i... Specifies until when [a date in the form DDMAYYYY) the signature coc

< >
Edit

In the Server Properties > Category: Integrity area, enter the Create value to the
Automatic signature creation parameter.

As a result, the hash values generated at archiving as well as at creation and
modification of document files will be signed by enaio® server.

The parameters Signature module and Signature module parameters are set
automatically. Change these entries only if explicitly instructed to do so by our
consulting department.

The parameter Signature errors treated as fatal specifies whether or not to cancel
the currently performed action in case of errors while signatures are checked or
created.

Such errors are, for example, a failed communication with a signature module or a
trust center and errors caused by expired certificates.

Do not cancel is preset.

Subsequent Creation of Hash Values

Hash checks can only be applied effectively if hash values exist of all document files.
Hash values are also necessary in order to carry out checks for identical documents
during document creation (see 'Checking for identical documents').

With the automatic action 'Sign' you can generate signed or unsigned hash values
for document files that have been created with versions earlier than 5.20, and sign
existing hash values.

Bear in mind that this action consumes significant time and resources if it is carried
out on an extensive document inventory. This is why you must plan this action
carefully. To test in advance the time required by the action, use a small number of
representative documents. Also keep in mind that the Maximum number of hits
setting in enaio® enterprise-manager limits the number of documents which can be
processed. If more than 50000 documents are to be signed, this setting must be
changed.
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If you want to sign hash values, you will need a password and a signature code for
this action. Both have a limited period of validity.

These data will be provided by our consulting department at your request. We
require your current license file to create this data.

Before configuring the automatic action 'Sign’, switch to enaio® enterprise-
manager and enter the signature code and the period of validity:

Refresh ™ refresh at connection

Categary: |Integrit_l,l j
Parameters W alue D ezcription
Signatures and has...
Hash check before archi... Check Specifies whether to check the documents' hash values before archivir
Signature check before ... Check Specifies whether ta check the documents' signatures befare archiving
Hash check before docu.. Check Specifies whether ta check the hazh value before a document iz dispal
Signature check before ... Donot check  Specifies whether to check the signature befare a document iz dizpatel

Automatic signature crea.. Donot create  Specifies whether to automatically create signatures at the server whar
Signature erors treated a... Do not cancel  Specifies whether zaving and archiving will be canceled if an eror oco
Signature module oxzighoz.dll Indicates the signature module for zsigning and wverification of document:
Parameters of the signat...  algo=1
Signature code

Perind of walidity of the si...

< >
Edit

In the Server Properties > Category: Integrity you will find the parameters
Signature code and Period of validity. Enter the appropriate values there.

After the period of validity has expired, the 'Sign' action can no longer be carried
out.

Add the automatic action 'Sign' axacsign.dl 1, in enaio® administrator using the
Entire system > Additions tab (see "Additions'). You can then create configurations
for the actions and execute them using enaio® administrator or periodically using
enaio® start (see 'Setting Up Automatic Actions').

Configuring the 'Sign’ Action
Signature code and period of validity for the 'Sign’ action are specified in enaio®
enterprise-manager; the required password must be typed in a configuration dialog.

If you want only new hash values to be generated, no password and signature code
is required.
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Sign (Signature) H

Password:
Adapt document types:

Document type Cahinet 2

[T E-mail Buziness partner

[ [ bwlmage Cabiret

O W/ Container docur... Company

O 5 Diocument Company

I E mail Company

I Invaice Company

1l Mavie Cormpany

1Mo A e ' e s w7

Only process documents that were created [ YMMTT)

from urtil

[ Ao sign document

[ Extended logaing

Hash values will be generated for all documents of the document types you have
selected here. As an additional criterion, you can specify a timeframe of creation.

If you want to sign the hash values, select the option Also sign documents.

The action logs according to the settings in the configuration file oxrpt.cfg in the
application directory. Additionally, a log file named axacsign_date_time.xml is
created in the configured log directory. Therein, errors are logged. Activate the
Extended logging option to have detailed information written to this file.

This action always creates new hash values, even if there are previously generated
hash values. A comparison of these hash values does not take place. For security
purposes, carry out a hash check when generating documents for which hash values
already exist.

Automatic Actions 'Hash Check’
Two automatic actions for hash value and signature check are available:
§ the 'Hash check' action — axachash.dl1
Select either archiving media or the WORK area for checking.
§ the 'Hash check at object level’ action — axachashd.dl1

You must create a query file into which you can enter exact criteria for the hash
check.

The automatic actions are integrated in enaio® administrator on the Entire system
> Additions tab (see "Additions'). You can then create configurations for the
actions and execute them manually using enaio® administrator or periodically
using enaio® start (see 'Setting Up Automatic Actions’).
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Also keep in mind that the Maximum number of hits setting in enaio® enterprise-
manager limits the number of documents which can be processed. If more than
50000 documents are to be checked, this setting must be changed.

Hash check

For the "Hash check' action, specify the archive medium to be tested or the WORK
area of the connected server. In the case of archive media, mirrored media for a
main medium are also checked.

Configuration E

®) &l media
() Only free media

() Only locked media

tedia Statuz Set

[ dokugln free mzeing

[] Balnfa free mseing

1 tmp free Setl
[ Check WORE, area

[ Extended logaing

Cancel

The action logs according to the settings in the configuration file oxrpt.cfg in the
application directory. Additionally, a file named axachash_date_time.xml is
created in the configured log directory. Therein, errors are logged. Activate the
Extended logging option to have detailed information written to this file.

You can specify an e-mail address for a message to be sent to in the event of an
error.

Hash check on object level

You must create a query file for the '"Hash check on object level' action. Specify this
query file during configuration.

Configuration “

Query file: C:hguenyxml

[ Extended logaing

Cancel

The action logs according to the settings in the configuration file oxrpt.cfg in the
application directory. Additionally, a log file named axachashd_date_time.xml is
created in the configured log directory. Therein, errors are logged. Activate the
Extended logging option to have detailed information written to this file.
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You can specify an e-mail address for a message to be sent to in the event of an
error.

Query file

You can create the query file with any arbitrary text editor. It has the following
structure:

[ANFRAGE] The file begins with the 'query’
section.

SCHRANK=Ffolder type name Enter the name of the folder type
that the objects originate from into
the first line.

REGISTER=register name Optionally enter the name of the
register that the objects come from.

DOKUMENT=document type name Enter the document type that
objects come from.

KLAUSEL1=Objekt@Feld=Wert Optional logical expressions allow

.- you to limit the selection to those

KLAUSELNn=0bjekt@Feld=Wert objects that fulfill these conditions.

Logical expressions must be
numbered consecutively.

Ausdruckl=Object@Field"Operator~value Optional logic expressions allow you
to limit the selection to those objects

Ausdruckn=0bject@Field~Operator~value thatcorrespond to these
expressions.

Logic expressions must be
numbered consecutively.

If you use internal names, enclose the name between percent signs.
Clauses

Optional logic expressions allow you to limit the selection to those objects that are
indexed with the indicated value in the indicated field.

Example:
Klausel1l=Kunde@Status=abgeschlossen

Documents of the specified document type are checked using the document query
only if the index data of the DMS object type '‘Customer’, e.g. a folder, contains the
value '‘completed' in the field 'Status'.

Expressions

Expressions allow you to limit the selection to objects by indicating technical
parameters, e.g. basic parameters containing values.

Example:

Ausdruckl=Contract@1102/2/8
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Only documents of the document type 'Contract’ which do not contain value '8' in
the field for the archiving status '1102" will be checked.

Documents without pages have archiving status '8'.

The "Hash check at object level' action logs errors when checking documents
without pages. Thus, using an expression to prevent checking of such documents is
recommended.

Expressions offer extensive possibilities to specify the selection of objects.
Information on expressions and logic expressions can be found in the 'OS_Client-
Programming-Reference' handbook.

Continual Hash Check

You may only turn on continual hash check if you have ensured that a hash value is
present for every document file, whereas continual signature check additionally
requires that all hash values have been signed and that automatic signing has been
activated.

You can configure enaio® server to check the hash value every time a document is
retrieved. If the newly-generated hash value fails to match the saved value, the user
is notified in enaio® client and the document is not opened.

Only users with the system role 'DMS: Supervisor' are enabled to open such
documents in read-only mode, provided that they are legible at all. The file can be
saved externally, for example, but the document cannot be recovered.

You can determine whether hash values match or not, but if they do not match, you
cannot determine the reason.

Continual hash check can be activated in enaio® enterprise-manager:

Refresh ™ refresh at connection

Categary: |Integrit_l,l j
Parameters Walue D escription
Signatures and has...
Hash check before archi... Check Specifies whether to check the documents' hash values before archivir
Signature check before ... Check Specifies whether to check the docurents' signatures befare archiving

Hash check before docu... Sp wihether to check the hash value before a document iz dispal
Signature check before ... Donotcheck  Specifies whether to check the signature before a document i dizpatel
Automatic gignature crea.. Donot create Specifies whether to automatically create signatures at the server wher
Signature erors treated a... Do not cancel  Specifies whether zaving and archiving will be canceled if an eror oco

Sighature madule oxzighoz.dll Indicates the signature madule for signing and verification of document:

Parameters of the signat...  algo=1 Indicates the parameters to be pazzed to the signature module. Change

Signature code The licensze which allows to create document signatures [to be created

Period of walidity of the si... Specifies until when (2 date in the form DDMMYYY™Y) the signature coc

£ >
Edit

In the Server Properties > Category: Integrity change the value of the parameter
Hash value check before document request to Check.

If the hash values are signed, you can additionally activate the Signature check
before document request.
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The parameter Signature errors treated as fatal specifies whether or not to cancel
the currently performed action in case of errors while signatures are checked or
created.

Such errors are, for example, a failed communication with a signature module or a
trust center and errors caused by expired certificates.

Do not cancel is preset.

Hash value check before archiving

You may only turn on hash check before archiving if you have ensured that a hash
value exists for every relevant document file, whereas continual signature check
additionally requires all hash values to be signed.

enaio® server can execute a hash check before documents are archived. If the
newly-generated hash value fails to match the saved value, the document will not be
archived.

Hash check before archiving is activated in enaio® enterprise-manager:

Refresh ™ refresh at connection

Category: | Integrity j

Parameters Walue D escription
Signatures and has...

Hash check before archi... Sp hether to check the documents' hash ¢ before archivi

Sighature check before ... Check Specifies whether to check the documents' signatures befare archiving
Hash check before docu..  Check Specifies whether ta check the hazh value before a document is dispal
Sighature check before ... Donot check  Specifies whether to check the signature befare a document iz dizpatel

Automatic signature crea... Donot create Specifies whether to automatically create signatures at the server wher
Signature emorg treated a.. Do not cancel  Specifies whether zaving and archiving will be canceled if an eror oce

Signature module oxsignas.dll Indicates the signature madule for signing and venfication af document:

Parameters of the signat...  algo=1 Indicates the parameters to be pazzed to the signature module. Change

Signature code The license which allows to create document signatures [to be created

Period of walidity of the =i... Specifies until when (a date in the form DDMBYYYY] the signature coc

£ >
Edit

In the Server Properties > Category: Integrity change the value of the parameter
Hash value check before archiving to Check.

If the hash values are signed, you can additionally activate Signature check before
archiving.

The parameter Signature errors treated as fatal specifies whether or not to cancel
the currently performed action in case of errors while signatures are checked or
created. Such errors are, for example, a failed communication with a signature
module or a trust center and errors caused by expired certificates.

Do not cancel is preset.

Checking for identical documents

When creating documents, enaio® server can perform a check for identical
documents.
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The server checks whether any other document with the same hash value is stored.
If s0, enaio® client provides a respective notification.

Identical document found ﬂ

A document exists in the system which is identical to the one you want to save. The system
automatically checks for identical documents to prevent the waste of disk space by saving
identical files multiple times. You can save this document as a reference document. Please
note that in this case the reference document will point to the original document file. If you
change this file the original document and all of its reference documents will be affected.

How do you want to proceed?
§ Save document anyway
() show list of identical documents

() Create as reference document (green arrow) for the existing document

Start bit checking... not successful Cancel

The user can start a bit check to eliminate any doubts.

The user can choose to either file the current document, thereby merging the
documents which are considered to be identical in a portfolio and open this
portfolio, or to save the document as a reference document of the already existing
document.

This check is activated by inserting the following entry into the \etc\as. cfg file of
the data directory:

[SYSTEM]
CHECKFORIDENTDOCS=1

If more than one server is in use, this entry has to be added to the configuration file
of each server.

Hash values must be saved for all documents (see ‘Hash Value and Hash Value
Signature").

Limitations

In some cases, it may be impossible to dependably determine whether an identical
copy is present:

8§ if client-side encryption for the document type is active,

8 if a handover involves document conversion, for example, when storing
an image document which is converted into PDF format,

§ e-mail transfer.
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SQL Queries
SQL queries are queries that allow users to access data in the database by using
enaio® client:

§ regardless of the access rights defined for the archive objects and

§ regardless of the system according to which the archive objects are
organized.

You can, for example, query all registers where a specific document type is not yet
present. You can query the number of pages scanned at a workstation within a
certain time period in order to optimize the use of scanners. Access to precisely
determined index data can be granted to users.

The results of a query can be passed to a VB script macro which is executed
automatically or by the user.

The Consulting Team at OPTIMAL SYSTEMS will help you to set up SQL queries if
you wish.

In the profile administration area, you can give users access to SQL queries or send
them to users from the archive area. SQL queries are sent in an encrypted form.

SQL queries can be used to modify and delete SQL statements and VB script data in
the database. If you want to prevent this, change the write-permissions in

enaio® enterprise-manager in the Server properties > Category: Data > ADO
database access.

SQL queries can only be set up by users who have the system role 'Editor: Start' in
the security system and the 'OSE' and 'OSM' module licenses installed at their
workstation.

Users who have the 'OSE' module licensed at their workstation and who have the
system role 'Client: execute SQL queries' can execute SQL queries. You can assign
SQL queries to these users in the profile administration area.

The automatic action 'Execute SQL command' also allows you to execute SQL
statements and to send the results as record sets to VB scripts. In contrast to SQL
gueries, this action can be used to modify data in the database (see ‘Automatic
Action 'Executing SQL Command").

Setting up SQL Queries

SQL queries can only be set up by users who have the system role 'Editor: Start' and
the 'OSE" and 'OSM' module licenses installed at their workstation.

enaio® client is used to set up extended queries.
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In the Object search area, find the Desktop folder and the entry SQL query in the
folder context menu.

Use this entry to open the SQL query window.

SQL-Anfrage H
MName: w
Ergebnigliste als ...
®)...5QL Treffer (... DMS Objekte

[] Aktions-Button fiir gesamte Trefferliste einfiigen
Trefferliste nicht ffnen {nur Aktion 1 ausfiihren)

[ Mehrfachauswahl von Treffern erlauben

[] Aktions-Button fiir einzelne Treffer einfiigen

[] Aktion bei Doppelklick auf Treffer ausfiihren

SQL-Befehl

Kopfzeile

Enter a Name for the extended query.

You can choose whether the result of the query should be an SQL hit list or a list of
DMS obijects.

Result List as DMS Objects

Unlike the result list with SQL hits, a result list with DMS objects is a hit list that
offers all standard functions for editing and organizing hits in enaio® client. Actions
are not configured, nor are headers. The columns of the hit list depend on the
settings for hit lists in enaio® client.

As an SQL command, only a statement in the format 'select id from object’ is
allowed. As with queries with result lists as SQL hits, the queries can contain
variables, which are queried via a dialog. The variables can be set as defaults (cf.
'Variables").

Example:

The query determines all documents of a type, which are shared with a user who is
specified via a preset variable with the user name.

select d.id from object28 d, osdoccollaboration c, user b where
d.id=c.doc_id and b.id=c.to_user and b.user like "$user,C30@#USER#$"
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Result List as SQL Hit
Enter the SQL command in the SQL command area (see 'SQL Command").

In the Header area, you can optionally enter names to be used in the hit list instead
of the database's internal names in the header of the table (see 'Header")

The checkboxes can be used to add VB scripts, which can be called up from the hit
list (see 'VBScripts').

After clicking the Save button, the SQL query will be displayed with the given name
in the Desktop folder.

SQL Command

SQL queries enable users to query data from the database by using SQL commands.

To do so, the SQL command must be inserted into the respective area of the SQL
query.
Follow these rules:
8 The SQL command must begin with the SELECT clause.
Consequently, data cannot be deleted or modified.

8 Tables and columns must be referred to using their internal database
names.

8 You can use variables.
The user is presented with a dialog to enter variable values to use for the query.

You can determine the table and column names by viewing the database area of
enaio® editor.

In the title bar menu of a hit list in enaio® client, you will find the entry SQL
statement. This entry opens a window with the SQL statement used to create the
results list. This SQL statement also provides needed table and column names.

In expert mode, you can also view the SQL syntax of queries.

Only users who can create SQL queries are allowed to access the SQL statements.

Variables

You can use variables within the SQL command. The user is presented with a dialog
to assign values to the variables for the query.

The syntax of a variable looks as follows:

$Name,C30%$

Variable declarations are surrounded by $ signs. Name is the variable name you
have chosen to use in the user dialog. A comma follows the name, and then a data
type is specified.

The following types are available:

C String with '%" at the end, wildcards will be replaced
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S String, wildcards will be replaced
N String without replacements
D Date

An integer is added, specifying the length of the variable’s text field in the user
dialog.

Subject to the data type and the database you are using, it may be necessary to
parenthesize the variable with single quotes.

Variables may be preset. To this effect, the respective value must be previously
inserted into the dialog. The user can either confirm or modify the value.

Syntax example of a variable with preset value:

| $Name,C30@Hel Imer$

The preset value is specified with a leading @. It is also possible to use the variable
#USER# as the value for the current user or #DATE# for the current date. In addition,
the variables #COMPUTER- IP#, #COMPUTER-GUID#, and #COMPUTER-NAME# are
available.

If you do not want to preset a variable, do not use the '@’ sign.

Conditions are created with '="and "'=". Placeholders are not appended for

execution. If the user leaves a string empty, an empty, thus not indexed, field will be
searched for.

Example:

The SQL query creates a hit list with anonymized patient data for statistical
evaluations. Instead of displaying all index data from the patient folder, only the
content of three index data fields is shown: date of birth, gender and place of
residence. The user can specify the gender with a preset variable. If the field is left
empty, all patients will be listed.

select datel,field5,field7 from root6 where field5 LIKE
"$gender,C1$"

The internal database names of the table and the three required columns can be
determined by viewing the properties in enaio® editor.

In enaio® client, a results list without gender restriction looks like this:

date1 fields field7
4/18/1947 [M__ [Brauning |
B6/15/1967 M Insbruck
11/30/1955 F Weimar

1/1/2000 M Berlin
7/4/1963 M Berlin
8/30/1982 F Oranienburg

The header contains the internal database names of the columns if no alternative
name has been entered in the Header area.
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Header

The hit list of an extended query contains the internal database names of the
columns in the header as column names. In the SQL queries window you can enter
names for the columns in the Header area.

It is also possible to assign values for column formatting to the names.

The syntax is as follows:

name,value;

You can enter the following values:

-1 The column is as wide as the longest entry.
This is the default setting, which means that it can be ignored.
0 The column is not displayed.

VB scripts may require data that is to be queried but not displayed, for
example, the ID of an archive object.

Widthin  Enter a value for the width of the columns in pixels.
pixel Example: Place of residence,50;

Example:

In the example above, three columns are requested. Names are assigned to these
columns in the Header field.

DOB,50;Gender ,50;City,-1;

In enaio® client the results list will appear as follows:

DOB Gen.. City

4/18.[M__[Brauning__|

6/15.. M Insbruck
11/3.. F Weimar
/1. M Berlin
7/4/.. M Berlin
8/30.. F Oranienburg

Instead of the internal database names, the header contains the entered names in
the specified column format.

VBScripts

You can assign VB scripts to the data from the hit list of an extended query.

Select the required checkboxes in the SQL query window, click on the respective
action button, and enter the VB script into the open script editor.

[] Add action button for the entire hit list Action 1
Do not open the hit list (run action 1 only)

[ Allow multiple selection of hits

[] add action button to every hit Action

c
(8]

[JRun action by double-dicking a hit Action 3
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Add action button for entire hit list

Activate this option if you want all data from the hit list to be sent to a VB script.
Enter a name for the button in the following field through which the script will be
executed. Click on the Action 1 button to insert the VB script into the window.

Do not open hit list (run actionl only)
Activate this option to run the selected VB script instantly.
Allow multi-selection of hits

Activate this option if you want to send the data of all hits that were selected by the
user to a VB script. The script of action 1 is assigned. It will be executed via the
button named there.

Add action button for individual hits

Activate this option if all data of a selected hit to be handed over to a VB script.
Enter a name for the button in the following field through which the script will be
executed. Click on the Action 2 button to insert the VB script into the window.

Run action by double-clicking a hit

Activate this option in order to send all data of a hit to a VB script by double-
clicking the hit. Click on the Action 3 button to insert the VB script into the
window. If you do not enter any script there, the Action 2 script will be run.

Examples:
The following script transfers all data from the hit list into an Excel table:

sub ExportToExcel ()

dim excel '‘Object variable
for Excel
dim row, col ‘Control
variables
if recordset.recordcount = 0 then 'Query whether
the hit list is
empty
msgbox "Empty Recordset,' vbCritical, optimal_AS®"
else
recordset.movefirst ‘Cursor to the
start of the
record set
set excel = CreateObject(excel.application™) 'Create Excel
object
excel .workbooks. add ‘Create new
workbook
for col = 0 to recordset.fields.count - 1 'Process all
fields of the
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recordset
excel.activesheet.cells(l, col + 1").value = 'and the field
recordset. fields(col ") .Name names in the
first row
next 'next Field
excel.activesheet.cells(2,1").copyfromrecordset '‘Copy whole
recordset recordset from
2nd line
excel .visible = true ‘Show Excel
set excel = nothing ‘Make the
object variable
invalid
end IFf
end sub
ExportToExcel

To enable multiple selection, the variable selrecords provides the Action 1 script
with a list of comma separated indices for the selected entries in the record set. The
transferred index for the first line of the hit list is '0." If no hits are selected,
selrecords is empty.

if recordset.recordcount > 0 then msgbox "Following entries were
selected: " & selrecords

The following script opens as Action 2 or Action 3 a single selected hit from the hit
list via the 'ID."' Make sure that the cursor is at the respective position and must not
be moved to the beginning by recordset.movefirst. The variable selrecords is
not initialized before the Action 2 or Action 3 is run.

set a = CreateObject( "optimal_AS.Application'™)
objecttype = a.FindObjectType( RecordSet.Fields. ltem(*id"").Value)
a.OpenObjectID RecordSet.Fields.ltem("id"").Value, objecttype,0

Automatic Action 'Executing SQL Command’

enaio®

The automatic action 'Execute SQL command' axacolfr.dI1 enables you to
directly execute SQL commands and transfer the results to VB scripts in the form of
recordsets.

Similar to the integration of other actions, use the Additions tab to add the
automatic action 'Execute SQL command' and create a configuration.

In the configuration dialog you can specify an SQL statement and a script file.
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Script file:

SOL:

[] Parze statement before execution

You can then execute the action from either enaio® administrator or schedule it
with enaio® start, in the same way as the other automatic actions.
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enalo® mediamanagement

About enaio® mediamanagement

enaio®

enaio® mediamanagement is an optional component of enaio® and incorporates
media import, media export, and catalog printing.

Media Import enables importing image, audio and video files and applies contained
metadata automatically at import. For this purpose the object type 'media content’
can be used which contains fields for all common metadata of image, audio and
video files.

With Media Export you can export image files and use configurations to define the
format and resolution and make them available to all users.

Katalogdruck creates image files that are formatted for printing and also enables
HTML output of pages. The output is formatted by use of XSL transformations.
Configurations for catalog printing can be provided to all users.

enaio® mediamanagement data are part of the installation data and are installed
with the ‘'mediamanagement’ setup option. The components are integrated into
enaio® client as an external application.

The following licenses are required:
8 DPI for the media import
One license must be permanently assigned to enaio® server as a seat license.
§ DPE for Media Export
§ DPK for Katalogdruck

The following system requirements must be met in order to install, configure, and
use enaio® mediamanagement:

8  Windows XP or higher

.NET Framework 4.0 or higher

Windows Media Player Version 11 or higher

Installed feature: desktop display for Windows Server systems

enaio® client with logged-in user account

enaio® mediamanagement-import

With enaio® mediamanagement-import, you import media files from a medium,
e.g. a camera, or from a file system, into the enaio® system. The index data of the
imported objects are automatically filled with the data from the media files.

enaio® mediamanagement-import supports the following file types:

Page 308



enaio® Administration About enaio® mediamanagement

enaio®

Image JPG, GIF, PNG, TIF, BMP, PSD, EPS, Al, CDR, PCT, TGA, PCX, WMF,
SVG, CGM, DCM, PDF, ICO

Audio WAV, MP3, WMA, MID, OGG, MOD, M4P, AAC, DTS, AC3, FLA

Video AVI, MPG, WMV, MOV, MP4, RM, VOB, MPV, MKV, M2TS, TS, FLV,
SWF, GIF

enaio® mediamanagement-import automatically detects connected devices. If
enaio® mediamanagement-import is started and you connect a device, such as a
digital camera, a notification appears in the notification area; click on the
notification to start an import with the selected directory or device.

The user manual for enaio® mediamanagement-import can be found in the
‘enaio® client’ manual.

Installation and configuration

enaio® mediamanagement-import is automatically installed as part of

enaio® mediamanagement by the setup if you select the 'mediamanagement’
component from the setup options. The axmediaimport.exe application is then
installed in the client32 directory.

To configure enaio® mediamanagement-import, run the axmediaimport.exe
application with the command line parameter '-config." Once you have finished the
configuration, the axmedienimport.xml configuration file is saved to the etc
directory of the data directory. If users use enaio® mediamanagement-import, the
application always accesses this global configuration file.

You need the 'Editor: Start' system role to configure enaio® mediamanagement-
import. All users with this system role can then edit the enaio® mediamanagement-
import. This always overwrites the existing configuration.

The program can only be started in the configuration or work mode, if enaio®
client runs at the workstation.

Users who use enaio® mediamanagement-import require access rights to the object
types and the 'DPI' license.

You can, for example, integrate enaio® mediamanagement-import into enaio®
client as an external application for users (see the ‘enaio® client' manual).

The "Media Content’ Object Type

On request, OPTIMAL SYSTEMS can provide you with the ‘Media content' object
type for use with enaio® mediamanagement. This already contains the established
fields for the metadata of the individual media types.

How to adjust the object type according to your requirements and integrate it in
the object definition can be found in the 'enaio® editor' handbook.

If you then select the 'Media content' object type for the configuration,

enaio® mediamanagement-import recognizes it using the internal names and
configures it automatically. The object type fields are automatically assigned to the
corresponding import functions.
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Import Functions

About enaio® mediamanagement

enaio® mediamanagement-import provides basic and dynamic functions for
importing. The basic functions are the same for all media types. The dynamic
functions always relate to a certain media type. The functions are assigned to object
type fields. During an import, the data in the media files are read out by these
functions and entered in the index data fields of the object types.

Basic functions:

w W W W W W W W W W W W W W

Dynamic functions for image files:

w W W W W W W W W W W W W W

Current time
Current user

Current date

Current format (image, audio or video)

Modification date
File size in byte/KB/MB

File name with/without file extension

Directory path
Creation date:
Fixed text

Free text

Complete file path with file name

Only file extension

Full user name

Date taken (creation date)
Alignment

Authors

Image format

Bit depth

Width in pixels/cm
Latitude

Copyright

DPI horizontal/vertical
Color mode

Geo data

Height in pixels/cm
Camera maker/camera model

Longitude
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§ Mime type

§ Lens maker/lens model

8  Aspect ratio

Dynamic functions for audio files:

Codec

Genre

Artists
Year

w W W W W W W W W W W W W W W W W W W

Title

Dynamic functions for video files:
Audio Bit rate

Genre

w W W W W W W W W W W

Artists

enaio®

Copyright

Publisher

Channels
Comments
Composers
Length

Number

Copyright

Data rate

Sample size in Bits
Sample rate in kHz
Album

Album artist
Audio format
Authors

Bit rate

Audio codec
Authors

Image width
Images per second
Image height

Total Bit rate
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Year

Length
Aspect ratio
Title

Video codec

w W w W W W

Video format

Configure enaio® mediamanagement-import

You need the 'Editor: Start' system role to configure enaio® mediamanagement-
import. All users with this system role can edit the configuration if they start enaio®
mediamanagement in configuration mode. This always overwrites the existing
configuration.

Once you have finished the configuration, the axmedienimport.xml configuration
file is saved to the etc directory of the data directory. If users use

enaio® mediamanagement-import, the application always accesses the configuration
file in the global etc directory of the data directory.

Perform the following steps to configure enaio® mediamanagement-import:

1. Start enaio® client, because enaio® mediamanagement can only be
started if enaio® client is running on the workstation.

2. Start enaio® mediamanagement, axmediaimport.exe, from the
client32 directory with the ‘config' command line parameter.

The enaio® mediamanagement wizard will open and guide you through the
entire configuration.

3. Inthe Object type — Assignments dialog, select a cabinet and an object
type from the selection lists in the enaio® area.

The available media types which you can assign to the selected object types are
shown in the Media types area. By default, all media types are selected.

OSIECM Medientypen
Schrank 7] =i Bild 7] J9 fudio ] # Video
2 Kunde -

Objekttyp
[ Medieninhalt -

™ Bilder als w-Dokumente impartieren

If you select the 'media content’ object type, it will automatically be recognized
on the basis of the internal names and automatically configured. The object
type fields are then automatically assigned to the corresponding import
functions.

You can specify for every object type that images are imported as W-
Documents so that these images can afterwards be edited in a Windows
standard program. Enable the option Import images as W-Documents.

4. To create the assignment, click the =% Link button. You can assign every
media type (image, audio and video) to only one object type per cabinet,
however, you can assign more than one media type to an object type.

In the Assigned object types area, all created links are listed for each cabinet.
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Verkniipfte Objekitypen

Objektyp Medientypien)
Exchange Storage

Arhang Bid
Kunde

Medieninhaft Bid Audio Video
WF-Protokall

Protokall_Farbe Bild

The links cannot be subsequently edited. To change an assignment, you have to
delete it and create it again. In order to delete an assignment, select it and click

the#> Remove assignment button.
Click Next.

Then assign the desired import functions, free or fixed texts to the object
type fields in the Object type — function assignments dialog. The
functions read data from the media files and, during import, fill the
index data fields with these media file data. Fixed texts are texts which
are configured once, free texts are entered only when the user imports
the files.

There are two types of import functions that you can assign to the object types:
basic functions and dynamic functions (see 'Import Functions'). Basic
functions transfer data which do not refer to import files. With dynamic
functions which depend on the selected media type, data are determined by the
media files during import and are entered into the index data fields of the
object type.

Objekttypen Medientypen und Funktionen

Schrark Mediertyp
(il Kunde - o4 Audio -
4 [ Wedieninhatt - Funidion A

= AbtastgroBe (Bt)

= Abtastrate (cHz) Audio-Funktionen

= Agentur/Portal AbtastgroBe (Bit)

= Abum Abtastrate kHz

= Archivformat Album

= Audio-Birate KEit/s) Abuminterpret

= Audio-Codec - Andinformat -

Select the desired import function for every object type and click the &
Assign function to the field button. In order to assign several import
functions to an object type field, press and hold CTRL or Shift when
selecting the import function.

All assignments for each cabinet and object type are listed in the Assignments
undertaken for the object type.

‘Vorgenommene Zuweisungen fur den Objekttyp
DHRJ P v []me
Feld Funidionen Wert it
Bild
Ereite (Pixel} [Breite in Pixel] {0y =
Héhe (Poxel) [Hhe in Pocel] {0}
Aufnahme-/Erstelldatum [Aufnahmedatum (Erstelldatum)] Fotografiert am: {0}
Audio
Dateformat [Dateiname mit Endung] {0y -

You can also individually design the content of index data fields by creating an
assignment with the# Assign formatted function to the field button.
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8.

The Function format dialog is opened. In the Format dialog field, you can then
enter any text which will additionally be written into the index data field. The
maximum length and whether you can enter letters, numbers and/or special
characters depends on the settings made for the corresponding object type field
in enaio® editor. The placeholders, e.g. {0} and {1} specify where the text of the
import value is entered. If the placeholder is used to insert a date, you can
specify the date style. To do so, use the format specifiers: y (year), M (month), d
(day), h (hour), m (minute), and s (second), e.g. {0:dd-MM-yyyy} for the date
format '08-11-2010."

Further format specifiers can be found on the following web page:
http://www.csharp-examples.net/string-format-datetime/

The lower area of the dialog shows which placeholder is assigned to which
import function. You must use all placeholders listed here in the Format area;
otherwise you will get a message box.

“e= Funktionsformat @

Bitte geben Sie das Format an, in der
die Funktionen in die Objekt-Felder
Ubernommen werden sollen.

Format

Albumtitel: {1}, erschienen: {0:dd-rmm-yyyy}

Platzhalter der Funktionen

{0} = Jahr
{13 = Titel

[ ok | [ Abbrechen |

Confirm your entry with OK.

Media data are always imported with enaio® mediamanagement-import, regardless
of whether key fields are unique, all mandatory fields are filled in, or catalog entries
are included in the original catalog. Media data are not imported however, if a text

is too long for a selected object type field.

10.

Use the @ Edit field functions button to subsequently edit an assignment.

To delete an assignment, select it and click the @ Remove assignment
button.

You can establish the maximum file size for each object type. Media files will
not be imported if they are bigger than the specified file size. In the progress bar
of the import and in the log you will see a message stating that the concerned
files have not been imported due to their sizes.

Once you have created all the assignments, click Next.

All configuration settings will be summarized per cabinet in the next dialog.
Click Finish to save the configuration.

As soon as the configuration is completed, the axmedienimport.xml
configuration file is saved to the etc directory in the data directory.
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To edit the existing configuration, restart enaio® mediamanagement in
configuration mode and adjust the configuration as required.

enaio® mediamanagement-export

With enaio® mediamanagement, you export image files of the "Media content’
object type or any image file types. Configurations are created for the export in
which the image format and resolution are specified.

The user manual for enaio® mediamanagement-export can be found in the
‘enaio® client' manual.

Installation and configuration

enaio® mediamanagement-export is automatically installed as part of

enaio® mediamanagement by the setup if you select the ‘Media Management'
component from the setup options. The axmediamanagement.exe application is
then installed in the client32 directory.

To configure enaio® mediamanagement-export, run the axmediamanagement.exe
application with the command line parameter '-config.'

With this program you can configure the media export and catalog printing.

Configuration data are saved in the configuration file axmediamanagement .xml.
Users having the system role 'Editor: Start' can save configurations as system-wide
profiles. These profiles are saved in the etc directory of the data directory and can
be accessed by any user. Every user can create configurations as local profiles. They
are saved in the directory .\etc\user\<username> of the data directory.

Existing configuration files are overwritten.
The configuration file also contains the profiles for catalog printing.

Users who use enaio® mediamanagement-export require access rights to the object
types and the 'DPE' license. The 'DPK" license is required for enaio®
mediamanagement-catalog.

You can, for example, integrate enaio® mediamanagement-export into enaio® client
as an external application for users (see the 'enaio® client’ manual).

Configure enaio® mediamanagement-export

Only users having the system role 'Editor: Start' can create configurations for all
users.

Perform the following steps to configure enaio® mediamanagement-export:
1. Start enaio® client.

2. Integrate axmediamanagement.exe from the client32 directory as an
external application with the -config parameter.

3. Start the external program.
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*= 05 | ECM_Mediamanagement: Konfiguration
Datei &

=10 ]

o, Konfiguration

Bitte wahlen Sie einen Konfigurationsmodus

Korfiguration

Medienexpaort
Katalogdruck

Allgemein

Willkommen bei der Konfiguration fur die Medienverwaltung.
Bitte wahlen Sie aus dem nebenstehenden Menu den gewlnschten
Konfigurationsmodus aus.

Export and catalog printing configurations are created with enaio® Media
Management configuration.

4. Click Media Export in the navigation area.
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Click New configuration and enter the required properties.
Click Save to save the configuration.

Exit enaio® media management using the File menu, Alt+F4, or the close
button.

Media Export Configuration Properties

Media export configurations have the following properties:

§

Name
Enter the name for a configuration. The name must be unique.
System-wide configuration

Users having the system role 'Editor: Start' can save configurations that can be
applied to the entire system. These configurations are available to all users.

Export audio / video

Apart from image files, audio and video files can be exported as well. These are
not changed during export.

Export format
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Images can be converted to the formats 'PNG," 'TIFF," 'JPEG," or 'GIF' or
exported in the original format. If you select Original, the resolution cannot be
modified; the images are exported in the way they are managed in enaio®. If
you select Edited, the original format is retained, but the resolution can be
changed.

For the "JPEG' format, the compression can be specified.
§ Export EXIF data

Image files can be exported with or without contained EXIF data.
§ Resolution

You can maintain the resolution or enter other data.

If you activate the Maintain ratio option, you only need to specify either the
width or height and enter 1" as the other value.

§ Export annotations

Annotations on layers can be burnt into the exported file. If users don't have
the right to edit annotations on the image files, they are burnt in by default.

§ Export path settings

The path for the export of all files is optional. If you specify a path, please
consider the notation.

A '"MediaExport' directory containing the export data is always created in the
path. If this directory already exists, a counter is appended.

If you activate Export path not modifiable, users cannot change the path. In
this case, a path must be specified.

§ Compress export

If you activate this option, the export option Export as compressed file is
preselected. All files can be saved in a ZIP archive.

When Only exportable as compressed file is selected, the user cannot deactivate
the export option Export as compressed field.

Thus, the files are always saved in a ZIP archive.

Preinstalled Media Export Configurations

During installation, three system-wide configurations are created. System-wide
configurations can be modified and deleted by users with the system role 'Editor:
Start.'

With two configurations the "JPEG' format is specified, the only difference is in the
resolution. Path and compression are not predefined. The 'DTP/Print'
configuration exports the image files in their original format.

§ Internet
250 pixels wide, 72 DPI
§  Office tools
1000 pixels wide, 150 DPI
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§ DTP/Print
2000 pixels wide, 300 DPI

Edit Media Export Configurations

Every user can edit and delete own local configurations. System-wide
configurations can only be modified and deleted by users having the system role
'Editor: Start'.

When enaio® Media Management is started, both the user's local configurations
and the configurations for the entire system are loaded. System-wide profiles are
identified by the additional text 'system-wide.'

The settings can be opened from the configuration list.

If you have modified the properties, click Save to save the configurations.

enaio® mediamanagement-catalog

With enaio® mediamanagement-catalog, image files of the ‘Media content’ object
type or any other image file type can be printed in a structured manner or saved as
an HTML page. The pages are formatted using an XSL transformation.

For catalog printing, configurations are created in which the number of files per
page and further formatting options can be specified.

The user manual for enaio® mediamanagement-catalog can be found in the
‘enaio® client’ manual.

Installation and configuration

enaio® mediamanagement-catalog is automatically installed as part of

enaio® mediamanagement by the setup if you select the ‘Media Management'
component from the setup options. The axmediamanagement.exe application is
then installed in the client32 directory.

To configure enaio® mediamanagement-catalog, run the axmediamanagement.exe
application with the command line parameter '-config.'

With this program you can configure the catalog printing and media export.

Configuration data are saved in the configuration file axmediamanagement.xml.
Users with the system role 'Editor: Start' can save system-wide configurations.
These profiles are saved in the etc directory of the data directory and can be
accessed by any user. Local configurations can be created by any user. They are
saved in the directory .\etc\user\<username> oOf the data directory.

Existing configuration files are overwritten.
The configuration file also contains the configurations for media export.

Users who use enaio® mediamanagement-catalog require access rights to the object
types and the 'DPK' license. The 'DPE' license is required for enaio®
mediamanagement-export.
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You can, for example, integrate enaio® mediamanagement-catalog into enaio®
client as an external application for users (see the 'enaio® client' manual).

Configure enaio® mediamanagement-catalog

Only users having the system role 'Editor: Start' can create configurations for all
users.

Perform the following steps to configure enaio® mediamanagement-catalog:

1. Start enaio® client.

2. Integrate axmediamanagement.exe from the client32 directory as an
external application with the -config parameter.

3. Start the external program.

+= 05 | ECM_Mediamanagement: Konfiguration i [ |
Datei ?
I l.? _ 131 Konfiguration
Bitte wahlen Sie sinen Konfigurationsmodus
Korfiguration
Medienexport
Katalogdruck
Allgemein

Willkommen bei der Konfiguration fur die Medienverwaltung.
Bitte wahlen Sie aus dem nebenstehenden Menu den gewlnschten
Konfigurationsmodus aus.

You can create catalog printing and export configurations with
enaio® mediamanagement.

4. Click Catalog printing in the navigation area.
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5. Click New configuration and enter the intended properties.

6. Click Save to save the configuration.

7. Exit enaio® mediamanagement using the File menu, Alt+F4, or the close

button.

Katalogdruck Configuration Properties

Media export configurations have the following properties:

§ Name

Enter the name for a configuration. The name must be unique.

§ System-wide configuration

Users having the system role 'Editor: Start' can save configurations that can be
applied to the entire system. These configurations are available to all users.

§ Export EXIF data

Image files can be exported with or without EXIF data.

§ JPEG compression

For catalog printing, image files are always created in the 'JPEG' format with

the specified compression.
§ Resolution

You can maintain the resolution or enter other data.
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If you activate the Maintain ratio option, you only need to specify either the
width or height and enter '1' as the other value.

The specified width and height must match the XSLT formatting.
§ XSLT

Catalog printing contains four XSLT-based configurations. You can use them
to create own configurations or customize the existing ones. The XSLT
transformations are saved in the configuration file.

When customizing, in particular the resolution-print range ratio must be
considered.

Preinstalled Media Export Configurations

During installation, four system-wide configurations are created. System-wide
configurations can be modified and deleted by users with the system role 'Editor:
Start.'

The only difference of the configurations is in the number of images that are output
per page.
§ 2images/ page, index data

Two pages are output on top of each other on one page.
§ 4images/ page, index data

Four images are output on one page in two lines with two images each.
§ 16 images / page, index data

16 images are output on one page in four lines with four images each.
§ 64 images/ page, index data

64 images are output on one page in eight lines with eight images each.
The entries in the XSLT area can be validated.

If you wish, the OPTIMAL SYSTEMS consulting team would be pleased to assist
you in the XSLT creation.

Edit Katalogdruck Configurations

Every user can edit and delete own local configurations. System-wide
configurations can only be modified and deleted by users having the system role
‘Editor: Start'.

When enaio® Media Management is started, both the user's local configurations
and the configurations for the entire system are loaded. System-wide configurations
are identified by the additional 'system-wide' text.

The settings can be opened from the configuration list.

If you have modified the properties, click Save to save the configurations.
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Integrating a PDF Conversion

The PDF file format is supported in numerous ways in enaio®; some functions
require configuration of a PDF conversion.

8 PDF can be selected as the output format when documents are exported
by use of the automatic action 'Data/document export'.

§ PDF conversion can be included into file import which is carried out by
the automatic action 'Data/document import'.

§ Documents can be converted to PDF for sending purposes to external
recipients.

Image files are automatically converted into a PDF file. A PDF header is added to
these files which can thus be viewed in a PDF viewer. Further configuration is not
required.

Other file types must be opened with external applications which allow for saving
files as PDF's. This process is controlled using a batch file.

This solution was developed and tested to work with enaio® printer and Microsoft
Office. Because there are differences between versions, all control possibilities for
these and other applications must be tested individually.

Not only can you convert documents created with OpenOffice or LibreOffice, but
also simply formatted Microsoft Office documents. To do this, you require the
enaio® component enaio® documentviewer (see 'enaio® documentviewer"). This
component provides extensive options for consistent conversion and OCR. If the
appropriate configuration is used, the converted PDF documents comply with the
PDF/A-1a standard.

enaio® documentviewer can be installed on a separate workstation. This will
significantly ease the load on enaio® server.

Conversion of Microsoft Office Documents

Word, Excel and PowerPoint documents can be converted using the respective
Office applications. The conversion is performed using a printer driver or a
Microsoft add-in.

Printer Driver
The following printer drivers are used:

§ the enaio® printer
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enaio® printer creates image files to which a PDF header is added in order that
they can be viewed in a PDF viewer. As a result, direct access to the text is not
possible.

enaio® printer is installed on the workstation with the SETUP.
8 The printer driver ‘Adobe PDF'

The Adobe PDF printer driver, which is subject to license, allows for the
creation of PDF text files in which the text can still be accessed directly. This
software's applicability must be tested for each individual case.

In addition to the Adobe PDF printer, there are numerous PDF printer drivers
available. However, the applicability of each printer driver must be tested for each
individual case.

To enable conversion, you must create a batch file for each file type. Save these files
to the \server directory. The name must correspond to the syntax
fileextension2pdf._bat:

doc2pdf.bat for Microsoft Word documents (.doc)

docx2pdf.bat for Microsoft Word documents (.docx)

xIs2pdf.bat for Microsoft Excel documents (.xls)

xIsx2pdf.bat for Microsoft Excel documents (.xIsx)

ppt2pdf.bat for Microsoft PowerPoint documents (.ppt)

pptx2pdf.bat for Microsoft PowerPoint documents (.pptx)

The batch files have the following content:

axprint2file_exe -in="%~1" -out="%~2" -app=application
-format=pdf -timeout="%~3" -printer="AS-printer"

Replace 'Anwendung’ as follows:

word for Microsoft Word

Excel for Microsoft Excel

Powerpoint for Microsoft PowerPoint

If you do not specify a printer driver, the system will first search for the ‘Adobe

PDF' printer driver and then for enaio® printer. If no driver is found, the user will
be presented with an error message.

The registry provides the timeout parameter. To change the value, use enaio®
enterprise-manager. You can also specify a value in milliseconds directly in the
batch file.

In order to prevent access conflicts, it may be useful to choose the Print directly to
the printer option for enaio® printer under Properties/Advanced.

The 'Save as PDF' Add-In by Microsoft

The Microsoft add-in 'Save as PDF' for 2007 Microsoft Office adds the entry 'PDF'
to the 'Save as' menu of Microsoft Office applications. This add-in is offered free of
charge in the Microsoft Download Center.
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You can use the add-in together with enaio® components for the conversion of
documents into the formats 'doc’, 'xIs' and 'ppt’. Microsoft Word and PowerPoint
documents are converted into the PDF/A format; whereas for Excel documents you
must first activate the '1SO 19005-1 compliant (PDF/A)' option to have them
converted into PDF/A.

When installing enaio®, the application office2pdfa.exe will be copied to the
\server\ directory. Once a corresponding function in enaio® client is launched,
the add-in enables the batch files doc2pdf.bat, x1s2pdf.bat, and ppt2pdf.bat to
start this application for conversion of these file types. office2pdfa.exe in turn
starts Microsoft Office, which must be installed on enaio® server.

Please note the Microsoft license terms.

If Office 2007 formats are used, you must create the respective batch file. For
example, to do so for the '.docx' format, copy and paste the doc2pdf.bat and
rename it docx2pdf.bat.

In case you do not want to create PDF/A documents from Word or PowerPoint
documents, the batch files can be supplemented with the -nopdfa parameter:

office2pdfa.exe %1;%2;-nopdfa

The printhiddenslides parameter is used to include hidden slides of PowerPoint
presentations.

Concerning Excel documents, the entire workbook will always be printed.

If you have installed neither the add-in nor 2007 Microsoft Office, you must
rename or remove these batch files.

Printing PDF Documents

PDF/A

enaio®

Printing multiple W-Documents that are managed as PDFs at the same time may
cause problems when using enaio® printer.

Documents may not be printed out in the correct order or may be incomplete.

If you are confronted with this problem, add the following line to the area [system]
in the file \etc\as.cfg of the data directory: PDFDDEPRINT=1

Due to this entry, the OS_printer uses Adobe functions for printing.

Beforehand, the Adobe Reader or Adobe Acrobat must be installed at the
workstation.

The following documents created by enaio® components conform to the 'PDF/A-
1b' standard:

§ Image documents created with an image module.
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Documents must not be edited. Once a page is added or deleted, the respective
document no longer conforms to the 'PDF/A-1b' standard.

8 PDF documents that are created by enaio® printer.
8 Documents created with the enaio® office-utilities.

If PDF printer drivers are installed at a workstation, enaio® office-utilities will
offer them for selection under their corresponding names. Documents created
this way may not conform to the 'PDF/A-1b' standard. For more information

on this subject, contact the manufacturers of these printer drivers.

§ Documents created with the 'Save as PDF' add-in by Microsoft for 2007
Microsoft Office, provided that the -nopdfa parameter has not been
inserted into the batch file. For Excel documents, the user must activate
the 'ISO 19005-1 compliant (PDF/A)' option.

Check whether the converted PDF documents correspond to the ‘PDF/A-1b'
standard after installation.

If you use enaio® documentviewer for internal image conversion, the created PDF
documents comply with the PDF/A-1a standard, provided the relevant
configuration is used.

Use enaio® enterprise-manager to disable internal image conversion:

Refresh [T refresh at connection é Server properlie-s “

Categony: | General

Dizables internal image conwversion, g
Parameters v “Yes ~
Werify Windows version " No

Signature check of modules when loading Diescription

Handling of password encryption Specifies whether images [e.g. to POF) are
Workflow canverted internally or externally or by an
E-mail notification for process steps external program.

Support of deadlines
Praceszing sequence
Conversion

FOF path Cancel
FOP tirmeout
Openlffice application S T TS T TS SRR
OpenQffice timeout 120000 ms Defines after how mary milliseconds the F
Dizables internal image conversion. Yes Specifies whether images [e.g. ta PDF] ar
Fit quicklook s ez Specifies whether the height and width of +
£ >

Edit
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Introduction

Viewing services are core services of enaio® for the flexible display of documents, as
well as document and index data. Other core services are the communication
interface enaio® gateway, the REST interface enaio® appconnector, enaio® fulltext
for full text indexing, enaio® service manager for collaboration with FineReader,
and enaio® webservice for connecting external applications to enaio®. The core
services are default components of enaio® and are required for operating the enaio®
platform and the proper functioning of the individual enaio® components.

The following sections provide information about viewer services. The other core
services are documented in the respective handbooks.

The viewing services can be integrated into enaio® webclient, enaio® dynamic-nav,
enaio® mobile or external applications such as Microsoft Outlook.

Viewer services are:

& enaio® documentviewer
§ enaio® detailsviewer

§ enaio® contentviewer

enaio® detailsviewer is implemented with enaio® appconnector, a REST interface
that can be operated as enaio® detailsviewer when configured as described in the
following sections. You can find more information about enaio® appconnector in
the component handbook.

The core service enaio® gateway is important for operating the viewer services.

enaio® gateway

enaio®

enaio® gateway is a proxy that is deployed as a communications interface between
the core services.

enaio® gateway facilitates the display of content and the detail preview in
enaio® client, the communication and authentication of core services, and the
operation of enaio® webclient.

Installation
The following installation requirements must be met:

§ enaio® server is running and makes the IP port 80 available.

§ The core services and enaio® webclient if required have been installed.
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enaio® gateway is automatically installed with the setup if you select the 'Gateway’
component in the setup options.

In disparate environments, enaio® gateway must always be installed after all core
services and enaio® webclient, so that enaio® gateway can read the URLS of the
other core services from the server registry.

When installing enaio® gateway together with other core services on a computer,
setup ensures that enaio® gateway is installed as the last core service.

The runtime environment (JDK and application server) is also automatically
installed.

The installed runtime environment should be used only for this core service,
because when updating the core service the runtime environment is updated as
well. If other enaio® or third-party components are run in the runtime
environment, update errors may occur or the components may not be run after an
update anymore.

Setup automatically registers the service on enaio® server with its URLs and service
endpoints. You can view and modify these URLS in enaio® enterprise-manager
under Server properties > Category: Services > Gateway (see 'Category: Services').

In multi-server systems, the core services should only be registered on a server; in
other cases the URL end points of all core services should be unified manually.

Login takes place using the enaio® gateway and requires the following settings in
enaio® enterprise-manager under Settings -> Server properties -> General ->
Login:

§ User name for LoginPipe exceptions: *

§ IP addresses for LoginPipe exceptions: IP address of the Webclient
installation

8 Alternative LoginPipe: IU

Configuration

enaio® gateway must be configured to set up the encrypted data transfer (HTTPS),
the authentication method, or operation of enaio® webclient.

The authentication method of enaio® webclient is configured via enaio® gateway.

HTTPS
Set up the data transfer via HTTPS in the following way:

1. Create a key and a (self-signed) certificate in the keystore of the
application server. You can find instructions under:

http://tomcat.apache.org/tomcat-7._.0-doc/ssl-howto._html

2. Set the standard port of the application server to the HTTPS standard
port.
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To do so, start the application manager enaio blue gatewayw.exe in the
directory .\services\0S_Gateway\bin and set the —server.port=443 on the

Startup tab.
% enaio blue gateway Properties -
| General | Log On | Logging | Java | Startup | shutdown |
Class:
| org.springframework. boot.loader. JarLauncher
Image:
Working Path:
|C:'\OSECM1'»,services'\OS_Gahewa\,r'»apps'nps _gateway | III
Method: | |
Arguments: —spring.profiles.active =prod ~
—-server.port=443
W
Timeout: sec,
Mode: |j\rm v|
| oK | | Abbrechen | |Ut_:ernehmen|

3. Enable data transfer by HTTPS in the configuration file application-
prod.yml, which is located in the directory .\
services\0S_Gateway\apps\os_gateway\config. It can be edited with

any editor.

4. Add the following section to it:

https: {

enabled: true,

keyAlias: tomcat,

keystorePass: optimal,
keystoreFile: "config/gw_keystore*

}
The parameters mean the following:

Parameters Description

enabled Enables data transfer by HTTPS.
keyAlias: User name for the keystore
keystorePass Password for the keystore user
keystoreFile Directory which contains the keystore file.

Values with special characters require single quotation marks.

5. Save and close the file.

The data transfer by HTTPS is set up.

Authentication

It is possible to activate multiple login filters. If login fails with one filter, logging in
with the next filter is tried. The following order applies:

§ Session GUID
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Simple
Form-based
NTLM

Basic

w w w w

A login to enaio® webclient via a URL is only possible via the login filter 'Basic.'
The parameter 'urlEncryption.urlAuthentication’ and a CryptoProvider must
also be enabled.

Aside from the 'simple’ login filter, which should only be used for a purely technical
application, all login fields are enabled by default.

Enable or disable the login filter in the configuration file application-prod.yml,
which is in the directory . \services\0S_Gateway\apps\os_gateway\config. It
can be edited with any editor.

With NTLM as login filter, it is recommended to set up the technical user through
login using the alternative LoginPipe. Depending on the login configuration,
certain protective measures (tar pits) could otherwise delay or prevent the login of
the technical user.

For NTLM authentication, the URL address to enaio® gateway must be recognized
as a local intranet.

For all clients that support NTLM, the following applies:
If NTLM fails, Basic will not be executed, even if enabled.

Distributing Dashlets

A web application server or enaio® gateway can be used to distribute dashlets (see
'‘Dashlets in enaio® client").

To distribute with enaio® gateway, file the pages for dashlets in the directory
.\services\0S_Gateway\apps\os_gateway\publ ic. Make sure that you give the
dashlets individual names so that no existing application with the same name is
overwritten.

URL Encryption

Administratively, URLs can be provided for calling up core services and enaio®
webclient. Sensitive data can be encrypted in URLs such as this.

User name and password can only be encrypted in a URL if ‘Basic’ is enabled as a
login filter.

So that enaio® gateway can process call ups with encrypted data sections, the
configuration file application-prod.yml must be adapted.

The configuration file is in the following directory:
\services\0S_Gateway\apps\os_gateway\config

The file contains the following section:
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urlEncryption.osCryptoProvider.enabled: false
urlEncryption.vigenereCryptoProvider.enabled: false
urlEncryption.vigenereCryptoProvider._key:
"~secret_~secret_~secret_~secret_"
urlEncryption._tokenPrefix: “((°
urlEncryption.tokenSuffix: "))*
urlEncryption.urlAuthentication: false

To enable, set the required values to 'true.’

§ urlEncryption.urlAuthentication
Enables encryption.

§ urlEncryption.osCryptoProvider.enabled

Encryption according to the Rijndael procedure. This procedure is also used in
earlier versions of enaio®. A data section must contain more than 128
characters.

§ urlEncryption.vigenereCryptoProvider.enabled

Encryption according to the Vigenere procedure — not compatible with earlier
versions of enaio®.

A data section must contain more than 32 characters. The key must be specified
(urlEncryption.vigenereCryptoProvider.key) and be precisely 32 characters
long.

§ urlEncryption.tokenPrefix/ urlEncryption.tokenSuffix
Encrypted sections must be enclosed between a prefix and a suffix.

Data section can be encrypted by calling up the application url-cipher-tool .jar
. Itis located in the directory .\components\ of the installation data.

The data section for encryption is transferred to the application via the following
console call up. Example:

java -jar url-cipher-tool.jar -0 -e -i data section
The encrypted data section is output through the console.
The Java Runtime Environment is needed for the operation.

Encrypted data sections must be enclosed in the URL according to the specified
values for prefix and suffix.

Parameters for the url-cipher-tool . jar call

Parameters Function

-d (--decrypt) Mode for decryption

-e (--encrypt) Mode for encryption

-0 (--oscrypto) Rijndael procedure with fixed key
-v (--vigenere) Vigenere procedure

-k <arg> (--key<arg>) Key to be applied (only with -v)
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-i <arg> (--input <arg>) | Data section to be processed

Technical Users — Encrypted Passwords

If the passwords for the technical user in the configuration file application-
prod.yml exceeds 20 characters, enaio® gateway automatically interprets this as an
encrypted password.

The password can be specified in the configuration file as encrypted. It must be set
in simple quotation marks.

The password can be encrypted via a call up of the application url-cipher-
tool _jar (see above).

The Rijndael procedure must be used as encryption.

CORS Access

Cross-Origin Resource Sharing (CORS) is a mechanism enabling cross origin
requests for web browsers or other web clients. This kind of access is normally
forbidden by the same origin policy. CORS is a compromise in favor of greater
flexibility in the Internet while taking into account the highest possible security
measures.

So that asynchronous JavaScript queries (Ajax) of a website, e.g.
http://kunde.beispiel.de, can be successfully carried out on enaio® gateway with a
different domain, e.g. http://<gateway_server>:80, the property cors.enabled:
true must be added to the configuration file application-prod-yml. This will
authorize all website hosts for CORS accesses.

The configuration file is in the following directory:

\services\0S_Gateway\apps\os_gateway\config

enaio® documentviewer

enaio®

enaio® documentviewer integrates the preview of a selected enaio® document as a
document preview in enaio® client. The content of a selected folder or register and
the preview of a selected object can also be displayed in enaio® webclient.

enaio® documentviewer offers simple functions for viewing, navigating, and
searching.

Due to the integrated components enaio® renditionplus and Rendition Cache,
enaio® documentviewer also enables the conversion of files into other file formats
and text recognition in image files.

enaio® documentviewer consists of the following components:
§ Web application

With the Web application, displaying document previews in enaio® client is
organized.

§ Conversion component enaio® renditionplus
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enaio® renditionplus generates renditions from documents (images, PDFs,
TIFF, text, thumbnails, etc.).

§ Storage component Rendition Cache

Rendition Cache is a cache for administering generated renditions centrally.
Only one preview is generated per document. If one and the same document is
sent multiple times or a reference document is created, enaio® documentviewer
reuses the preview in the rendition cache.

When you send a document to an internal recipient, enaio® documentviewer
allows you to include a reference to the preview file in the e-mail and activate the
preview in enaio® webclient. In addition, a thumbnail of the first page of a
document can be inserted into the e-mail body (see 'Documentviewer").

The user guide for enaio® documentviewer as a document preview can be found in
the enaio® client handbook.

enaio® documentviewer is installed with the login as a local system account, but
must run on an account with administrative rights.

PDF preview

enaio® documentviewer can be converted to display previews in PDF format.
The PDF preview can be enabled via enaio® enterprise-manager.

To do so, enter the following home URL for enaio® documentviewer:

http://<gateway-1P address>
/dashlets/pdfview/viewer . . html?0sid={OBJECTIDENT}
&pagecount={pagecount}&sessionguid={sessionguid}
&servername={servername}&serverport={serverport}
&objecttype={objecttype}&q={searchterm}

The IP address of enaio® gateway is entered.

Installation Requirements

For better load balancing, it is recommended that enaio® documentviewer is
operated separately from the enaio® server computer.

enaio® server must be installed and started, and provide an IP port.

enaio® gateway must be installed. The installation of enaio® gateway must be
carried out after the installation of enaio® documentviewer.

The installation requires .Net Framework, which is installed through the enaio®
setup, if it is not already on the computer.

Rapid distribution of data is only guaranteed if the computer on which
enaio® documentviewer runs has fast I/O communication (hard disk, memory,
etc.)

High-quality display of Office documents with enaio® documentviewer is only
guaranteed if Microsoft Office 2010 (32 bit) is installed on the computer with
enaio® renditionplus. When Microsoft Office 2010 is run for the first time, a dialog
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for setting automatic updates is displayed. Before installing

enaio® documentviewer, you must start Microsoft Office once and set the update
options. Otherwise the dialog when attempting to generate the previews will open
and ultimately prevent generation.

In principle, enaio® documentviewer can also be used without Microsoft Office
2010. However, the quality of the Office documents displayed is lower.

Ghostscript Version 8.6 or higher (32 bit) must be installed to generate TIFF files
from the PDF format. Due to license requirements, Ghostscript has to be installed
separately.

Users can view previews only if they have the appropriate access rights. When
calling up the document previews, an entry is created in the history both for the
technical user and, for example, the user logged in to the enaio® client.

Note that access rights are not automatically assigned to new document types and,
if required, you must grant read rights for the technical user subsequently (see
'Introduction to the Security System").

It is recommended to publish the home URL and the URL for thumbnails under
intranet.kundendomain.de in enaio® enterprise-manager in order to ensure
long-time stability of the address and facilitate future server migrations of the
viewing service.

Preview Generation
These options are available to generate document previews:

8 Onrequest: As soon as a user clicks on the desired document, the
preview, if not automatically created already, is created and shown in the
document preview.

8 Atcreation: Previews will be generated automatically when a document
is created.

This function can be specified for any object type in enaio® editor using the
property ‘Create preview automatically.’

The preview generation on request takes the most time.

Installation

enaio® documentviewer is an enaio® component that you install as a service with
the enaio® setup.

Copy the enaio® installation data on the computer on which enaio® document
viewer is to be installed, as running the enaio® setup from a network can lead to
errors.

The runtime environment (JDK and application server) and the conversion
components enaio® renditionplus and Rendition Cache are also automatically
installed.
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The installed runtime environment should be used only for this core service,
because when updating the core service the runtime environment is updated as
well. If other enaio® or third-party components are run in the runtime
environment, update errors may occur or the components may not be run after an
update anymore.

Setup automatically registers the service with the respective home URL and service
endpoint on the enaio® server. You can view and modify these URLs in

enaio® enterprise-manager under Server properties > Category: Services >
Documentviewer (see 'Category: Services'). The registry keys are transferred to the
client registry file during enaio® client installation and can be read by other
components.

Changes to service endpoints are not automatically transferred to the client registry
file. To synchronize the client registry file with the values of the server registry file,
perform an update of the client installation either with the enaio® setup, or
synchronize both registry files with the tool
0S.UpdatelLocalServiceRegistry.vbs from the directory
.\clients\client32\samples. In systems with multiple servers the registry
entries are transferred by the server with the highest probability of connection, or, if
the probability of connection is less than 50% for all servers, they are transferred by
the server in the last line of the [SERVERS] section in the asinit.cfg file of the
client.

If several servers are in use and all need to access one enaio® documentviewer
installation, you will need to manually adjust the URL addresses for all servers in
enaio® enterprise-manager after the installation (see 'Documentviewer").

The process monitoring that is integrated in enaio® documentviewer and run
automatically stops all processes that are not used for a certain amount of time. For
that reason, the service must not be executed by the default system user. Open
Windows services administration after the installation and configure the service so
that it is executed in a local system administrator account.

After installation, access to the Rendition Cache must be limited to prevent
unauthorized external access. To do this, open the administration page of

enaio® documentviewer (see ‘enaio® renditioncache') and navigate to the enaio®
renditioncache area. Select Server settings > IP filter to specify the servers from
which the Rendition Cache can be accessed, i.e. the IP address of the enaio® server
on which the Rendition Cache (.\server\___ren.bat) is installed. This setting is
specified as a regular expression. It is possible to specify more than one server.

Check whether there are hotfixes (Sp directory) or patches for
enaio® documentviewer available in the installation data. If yes, you must install
them (see 'Installing a Hotfix or Patch').

The installation and configuration of enaio® documentviewer is then completed.
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In enaio® client, users can show or hide the document preview in the ribbon using
the VIEW tab.

Content preview rx

Cos

OPTIMAL SYSTEMS

OPTIMAL SYSTEMS
Five Forces Analysis
Gestaltungsvorlagen

If users receive a message that a document preview cannot be displayed due to
missing rights although they have document access rights, it may be necessary to
activate the session cookies in the default Internet browser used on the
workstations.

The viewer service is uninstalled through the enaio® setup. Deinstallation via the
control panel is not possible.

Configuration

Content Processing Bus

Core service coordination, particularly with regard to data and control flows when
creating and modifying documents and index data, is controlled by a central
content processing bus (CPB).

Saving messages about changes made to documents, links, variants, and index data
in queues designed specifically for this purpose is the task of the CPB. Controlling
and monitoring of the queues will be performed in enaio® enterprise-manager.

Batches integrated in the queues generate these messages and are also responsible
for their deletion from the CPB when a core service requested the message and
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executed the corresponding job successfully. If a core service does not work
properly anymore, it notifies the CPB to move the requested messages back to the
queues, so that they can be requested again.

After the installation of enaio®, the CPB is set up for the use on an enaio® server.
Queues and batches are provided with default values and a configuration is not
required.

The CPB may only be deactivated when authorized by the support or consulting
team.

The following queues are set up for the CPB:

RENDITION Queue for rendition generation. It is read out by
enaio® documentviewer.

FULLTEXTIDX Queue for full text indexing of index data. It is read out by the
component set up for full text indexing, i.e. enaio® fulltext or
MS SQL Server.

FULLTEXTDOC Queue for full text indexing of documents. It is read out by the
component set up for full text indexing, i.e. enaio® fulltext or
MS SQL Server.

SLIDE Queue for generating rendition in the SLIDE cache. It is read out
by the SLIDE cache. Provided that the SLIDE cache has not been
disabled in enaio® enterprise-manager, renditions generated by
enaio® documentviewer will be saved here (see 'Conversion").

PAGECOUNT  Queues for determining the number of pages in documents. It is
read out by the document preview and the object information.

Multiple instances of each queue can be configured, but it is not possible to create
additional queue types for the CPB.

Queues and queue instances are configured in enaio® enterprise-manager in the

Server properties > Category: Services > Content processing bus area (see

'Category: Services').

The following batches are set up by default for the queues:

ProcessSlideCPMessages Processing of messages concerning rendition
generation in the SLIDE cache

ProcessPageCountCPMessages Processing of messages for generating page
numbers

Batches can be configured in enaio® enterprise-manager in the Server properties >
Category: Periodic jobs area (see 'Category: Periodic Jobs'). Optionally, you can
define for all batches whether it is allowed to execute one or more batches in
parallel and in which server queue they will be executed.

In systems with multiple enaio® servers, batches for CPB queues can be outsourced
to one server for an increased performance.

Aside from the basic configuration, core services do not have to be configured
specifically for the CPB.
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Full text indexing of documents and index data as well as the generation of
thumbnails can be activated for object types in enaio® editor.

The CPB offers extensive capabilities for the intelligent control of the data
processing load. For example, batches can be distributed among several enaio®
servers for performance optimization. Alternatively, multiple core services of the
same type, e.g. multiple enaio® documentviewer instances, can be used for job
processing. A prerequisite for this is that the components involved must be
configured accordingly and each core service instance must have an individual
instance name. Our consulting team would be pleased to assist you with the
configuration of customized deployment scenarios.

To check the interaction between CPB and core services after the installation or an
update, you can monitor jobs in the Extended administration > Monitoring > CP
queues area of enaio® enterprise-manager (see 'CP Queues'). Here, you can verify
whether messages could be processed or not.

Updating the Content Preview

enaio® documentviewer creates just one preview per document, which is saved in
the Rendition Cache and reused. Once a document has been changed, a new
preview is created, but the view is not automatically updated in the preview of
enaio® client. The updated preview is only displayed when users click the Update
button in the content preview footer.

Alternatively you can set up the automatic generation and display of a document
preview when document content has been modified and checked in.

To do so, the area [System] in the .\etc\as. cfg file of the data directory must be
extended with the following line: RELOADAFTERDOCCHANGE=1

This entry enables the automatic generation and display of a document preview as
soon as document content has been modified and checked in.

Content Preview of Client-Encrypted Documents

Content previews of document files encrypted by enaio® client (see 'Client
Encryption") can only be created if the document files to create the preview are
decrypted by enaio® documentviewer.

The following configuration file must be adapted:

.\services\0OS_DocumentViewer\webapps\osrenditioncache\WEB-
INF\classes\config\config.properties

Change the value of the parameter sec.decrypt.cc from 'false’ to 'true.’

If required, adjust the value of the parameter sec.decrypt.cc.timespan. The
parameter specifies the timespan after which the decrypted document files and
previews are deleted again. 7200000 seconds are preset, i.e. 2 hours.

Configuration on the Administration Page

enaio® documentviewer, enaio® renditionplus, Rendition Cache, and the use of an
OCR engine can be configured centrally on the administration page:

http://localhost:8070/0sdocumentviewer/admin
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The administration page can be opened on any Internet browser (excluding
Microsoft Internet Explorer).

The login to the administration page of enaio® documentviewer is done by Basic
Authentication.

The default user name for the technical user is ‘'root' and the password ‘optimal’;
these must be changed during the initial configuration of enaio® documentviewer.
The user name specified here is independent of the login name for the enaio®
system.

A technical user must be set up for enaio® documentviewer. The technical user
needs read access to document types from which renditions are to be generated.
Without read rights, renditions will not be created from documents of that type. By
assigning read rights, it is also possible to control the document types from which
no previews will be generated, e.g. because it is not generally desirable or because an
adequate rendition quality cannot be achieved for certain document types due to
the format. Users can view previews only if they have the appropriate access rights.
Note that access rights are not automatically assigned to new document types and,
if required, you must grant read rights for the technical user subsequently (see
'Introduction to the Security System").

What is more, the 'Server: Switch job context' system role is required for the
technical user. Without this system role, the user is not authorized to display
content in the preview of enaio® client.

The administration page is divided into the areas enaio® documentviewer,
enaio® renditionplus, and Rendition Cache. When you click in an area, the options
related to the respective component are displayed.

The settings specified on the administration page will be saved in the files
config.properties and route.properties in the directory
.\services\0S_DocumentViewer\webapps\osrenditioncache\WEB-
INF\classes\config.

If changes were made, you have to restart the core service.

The following settings can be changed on the administration page:

enaio® documentviewer

General Settings

Timeout (ms) | Specify after how long (in ms) preview generation is canceled.
Default: 300000

Temp- Path to the conversion working directory.

Verzeichnis The temp directory contains temporary files for rendition
(Temp generation and is automatically cleaned up by

directory) enaio® documentviewer on a regular basis. The directory should

be on a local data carrier where rapid data access is possible.

Default: Path that was specified at installation, e.g.
C:/enaio/services/0S_documentviewer/data/temp
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Administrator
name

Login name for the administration page of
enaio® documentviewer.

Standard: root

Administrator
password

Password for the administration page of enaio® documentviewer.

A change of password applies to this administration page only and
will not change the enaio® user's password.

Default: optimal

enaio® renditionplus

Processing route configuration

Use MS Office

If MS Office is used for document conversion, MS Office 2010
must be installed on the computer that enaio® renditionplus runs
on.

If enaio® renditionplus runs on Windows Server version 2008 or
later, you must check if a desktop folder named systemprofile
exists in C:\Windows\SysWowe4\config (64 bit) orin
C:\Windows\System32\config (32 bit). If not, you need to create
the folder.

Please note that Microsoft Office must have been started once on
the computer that enaio® renditionplus is used on, and ensure that
the privacy options were set when configuring the processing
routes. Otherwise the dialog with the privacy options will be
opened when you attempt to generate the previews and will prevent
generation.

Default; Activated

Use Aspose Aspose is an alternative that is used if neither MS Office nor
OpenOffice exists on the computer. Aspose is installed
automatically with enaio® documentviewer.

Default: Activated
Use OpenOffice is used for conversion of documents that were created
OpenOffice | with OpenOffice or LibreOffice and if other converters are

deactivated or if conversion with other converters failed.
Default; Activated

Create PDF/A
files

Specify whether files are generated in PDF/A format via the
enaio® client function Send e-mail > Content (PDF).

Default: disabled

Use CPE

Specify whether enaio® documentviewer should retrieve messages
from the CPB.

If the CPB has not been set up yet or is currently unavailable, it is
advisable to deactivate this option. Otherwise
enaio® documentviewer will generate an error message every time
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it tries to retrieve messages from the CPB, which may impair
performance.

Default; Activated

Cache options

Maximum Specify the maximum size of the cache directory. Specify the unit
cache size using MB, GB or TB.
Default: 500 GB
Recommendation for the minimum size: 100 GB
Cache high- | Upper limit for automatic cache cleanup
water mark

(in percent)

When the high-water mark is reached, renditions are deleted from
the cache until the low-water mark is reached. The oldest
unmaodified renditions are deleted first. Text renditions, i.e. OCR
results, are never deleted.

Default: 80

Cache low-
water mark
(in percent)

Lower limit for automatic cache cleanup

When the high-water mark is reached, renditions are deleted from
the cache until the low-water mark is reached. The oldest
unmodified renditions are deleted first. Text renditions, i.e. OCR
results, are never deleted.

Default; 60

Instead of a cache cleanup across cache size, upper and lower limit, you can set a
single cleanup depending on age in the following file:

.\webapps\osrenditioncache\WEB-INF\classes\config\config.properties

Change the value of cache .activelndex to 'L
Adjust the value of cache.olderThanInSeconds. 15811200 seconds are preset (183

days).

Restart the service.

Text renditions,

i.e. OCR results, are not deleted here either.

Additional options

Update MS
Office form
fields

Establish whether form fields in MS Office documents are updated
during conversion.

Using the custom settings, you can define which form fields are
updated. The selection comprises: date fields, fields with formulas
and calculations, fields with page numbers, and fields with file
names, and file paths.

If you activate update with Yes, only those fields with page
numbers and fields with formulas and calculations are updated.

Default: No
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enaio® renditioncache

Server settings

Server Name or IP address of the server and its port are followed by the

connection |addressing probability. Data must be separated by a colon.
Default: server and port that were specified at installation, e.g.
localhost:4000:100
Multiple servers (separated by '#') can be specified.

Instance Name of the instance under which the documentviewer instance is

name executed. The instance name must be unique to avoid conflicts with
other core services.

Default: RenditionPlus

Name of Server login name of the technical user.

the _ Preview generation is performed entirely with the technical user

technical | account. The technical user must therefore be granted read

user permissions for all document types for which a preview can be
created. The technical user requires the 'Server: Switch job context'
system role for the display in enaio® documentviewer.

Standard: root

Password | Server login password of the technical user.

of the. Preview generation is performed entirely with the technical user

technical | 3ccount. The technical user must therefore be granted read

user permissions for all document types for which a preview can be
created. The technical user requires the 'Server: Switch job context'
system role for the display in enaio® documentviewer.

Default: optimal

Object When a preview is retrieved with enaio® documentviewer, a

history corresponding entry is written to the object history. Specify the text

entry for this entry here.
Default: document was not displayed for preview.

IP filter Access to the Rendition Cache must be limited to avoid unauthorized
external access. Specify the IP address(es) of the enaio® server(s) that
are allowed to access the Rendition Cache, as a regular expression.
This setting is specified as a regular expression.

Default: .*

OCR Establish whether text recognition is enabled with FineReader.

engine OCR with enaio® documentviewer requires integration of the file
axrenocr .exewith enaio® enterprise-manager in the Server
properties > Category: General > OCR area (see'OCR?).

Parallel Specify for how many documents text recognition is run

OCR simultaneously.

Working directories

Cache Path to the cache directory of the Rendition Cache.
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directory ||t contains already generated preview documents and should be on a
data carrier which offers enough space.

Detailed information on data carrier dimension can be found in the
document 'System Requirements'.

Default: path that was specified at installation, e.g.
C:/0SECM/Services/enaio documentviewer/data/cache

Database Path to database directory

directory ||t contains databases for preview generation and should be on a local
data carrier where fast data access is possible.

Default: path that was specified at installation, e.g.
C:/0SECM/Services/enaio documentviewer/data/db

Job Path to the internal job directory.

directory |t contains jobs for preview generation and should be on a local data
carrier where fast data access is possible.

Default: path that was specified at installation, e.g.
C:/0SECM/Services/enaio documentviewer/data/jobs

Session configuration

User Specify after how much time (in ms) an inactive user session is closed.
session Default: 1200000

timeout

(ms)

Check user | An extra job checks whether the current user session is still active.
595?"_’” When the option is activated, enaio® documentviewer is better able to
activity respond to network disruptions, however the volume of network

traffic also increases due to the higher levels of communication.
Default: Activated

LoginPipe exceptions are configured in enaio® enterprise-manager in the Server
properties > Category: General > Login area (see'Login’).

You must specify the user name and the IP address of the computer on which
enaio® documentviewer is run. The user must also be assigned the 'Server: Switch
job context' system role.

enaio® renditionplus and Rendition Cache

With enaio® renditionplus, a rendition service is provided for converting files into
different file formats and text recognition in image files. The conversion process for
numerous source and target formats can be controlled in great detail and
customized to individual requirements.

The Rendition Cache is the storage component of enaio® documentviewer; it
centrally manages the generated renditions and contains the conversion logic.

The batch file ___ ren_bat is copied to the server directory when
enaio® documentviewer is installed .
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This file controls communication with the Rendition Cache through the REST
client curl _exe, which is also installed, and ensures that all conversions to the PDF
or TIF format that have not been configured yet using a batch file are forwarded to
the Rendition Cache for processing.

If you manage exclusively single-sided image documents in PDF format in the
image modules, you can use enaio® renditionplus to convert them by disabling the
internal image conversion in enaio® enterprise-manager via Server properties >
Category: General > Conversion .

For multiple-page image documents that are managed in PDF format,

enaio® renditionplus would only convert the first page of each document. All other
pages would be lost. enaio® renditionplus is generally unsuitable for these
conversions.

enaio® renditionplus enables W-Documents in enaio® client to be converted to a
PDF format via the Send email > Content (PDF) and then sent. If the
administration page of enaio® documentviewer has been configured accordingly,
the converted files comply with the PDF/A-1a standard.

enaio® renditionplus provides renditions automatically with the object ID of the
document belonging to the rendition. In this way, a rendition can be read directly
from the Rendition Cache using the object ID when it is sent using the enaio® client
function Send email > Content (PDF) without the document first having to be
transferred from enaio® server to enaio® renditionplus. This speeds up conversion
and reduces the data quantity to be transmitted across the network.

You configure the setting in enaio® enterprise-manager in the Server settings >
Category: General > Conversion > Call renditions using object ID area. Calling
renditions using the object ID is activated by default.

Which source formats are converted to which target formats by
enaio® renditionplus is provided in the following table.

Source formats: Extension Target PDF TIFF PDF/A

formats:

Preview

image
Bitmap Graphic bmp X X X |X
Comma-separated values csv X X X |X
Device-Independent Bitmap dib X X X X
Graphic
Word document doc X X [x X
MS Word document with macros | docm X X [x X
MS Word XML document docx X X [x X
MS Word document template dot X X X X
MS Word XML document template | dotm X X X |X
with macros
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MS Word XML document template | dotx X X X |x
AutoCAD drawing dwg Xt X4 xt|x
Drawing Interchange File Format | dxf Xt Xt Ixto|Ix
Extended (Enhanced) Windows emf X2 X2 [xz o |x
Metafile Format

Outlook E-mail eml X2 X2 Xz |x
Encapsulated Portable Document | epdf X2 X2 X2 |x?
Format

EclipsePackager Invoice epi X X x|
Encapsulated PostScript eps® X X x|
Encapsulated PostScript epsfs X X X |x
Encapsulated PostScript epsi® X X X |x
OpenEXR Bitmap exr X X X |x
Graphics Interchange Format gif X X X |x
Windows Icons ico X X X X
Joint Photographic Experts Group | jpg X X X |x
MS Project mpp Xt xto|xto|xt
Multipage TIFF Bitmap mpt Xt xto|xto|xt
Microsoft Exchange mail document | msg? X X X |X
OpenDocument (Ver 2) Graphics | odg X X X |x
Document

OpenDocument (Ver 2) odp X X X |x
Presentation

OpenDocument (Ver 2) ods X X X |x
Spreadsheet

OpenDocument (Ver 2) Text odt X X x|
Document

Portable Bitmap Graphic pbm X X x|
Picture Exchange pcx X X X |x
Portable Document Format pdf X X X |x
Portable Network Graphics png X X X |x
Portable Anymap pnm X X X |x
PowerPoint Templates pot X X X |x
MS Presentation template with potm X X X |x
macros

MS Presentation template potx X X X |x
MS PowerPoint slideshow pps X X X |x
MS PowerPoint slideshow with ppsm X X X |x
macros
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MS PowerPoint XML slideshow ppsx X X x|
MS PowerPoint presentation ppt X X X |x
MS PowerPoint presentation with | pptm X X X |x
macros

MS PowerPoint XML presentation | pptx X X [x X
Post Script ps® X X [x X
Post Script Level 2 ps2s X X [x X
Post Script Level 3 ps3° X X [x X
Photoshop Document psd X X [x X
Pyramid Encoded TIFF ptif X X X [X
Rich Text Format rtf X X X X
Scalable Vector Graphics svg Xt Xt [xt o |x
Compressed Scalable Vector svgz Xt Xt [xt o |x
Graphics

OpenOffice Spreadsheet SXC X X X |x
OpenOffice Presentation sxi X X X |x
OpenOffice Text SXW X X X |x
MS Visio Drawing vsd X X X |x
MS Visio Smartshape VSS X X X |X
MS Visio Template vst X X X |x
Wireless Bitmap File Format wbmp X X x|
Windows Metafile wmf X X X X
MS Works Word Processor wps X X X |x
X Bitmap Graphic xbm X X X |x
Gimp eXperimental Computing xcf X X X |x
Facility

MS Excel Binary File Format xls X X x|
MS Excel Binary Workbook with xlsb X X X |x
macros

MS Excel template with macros xlsm X X X |X
MS Excel Workbook Xxlsx X X x|
MS Excel Template xlt X X X |x
MS Excel workbook with macros xltm X X X |x
MS Excel Template xltx X X X |x
Extensible Markup Language xml X X x|

! Requires Microsoft Office 2010 to be installed on the enaio® renditionplus
computer. For vsd files, Microsoft Visio must be installed and already have been
started once from the enaio® renditionplus user account.
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2 0nly the body is converted for these file formats.
3 E-mails in MSG format can also be converted to EML.

# MS Visio can only convert a few DWG files to PDF. If a DWG file can be opened
with MS Visio, it can be converted.

® These documents can only be displayed with limited quality. Additional
converters are required to generate better quality renditions.

The list of supported formats contains the formats that can usually be rendered
using the converters included in the scope of supply. Because Microsoft Office
documents may contain all kinds of embedded objects, rendering may not produce
100% accurate results.

In addition to the listed formats, other formats can be rendered for specific projects
with support from the Professional Services Team at OPTIMAL SYSTEMS, as well
as additional converters. If other converters are used, these must be able to be
invoked from the command line and generate a PDF as the output format.
Converters must not open dialogs that require input.

OCR Using AXFROCR

Together with the text recognition software ABBYY FineReader, the OCR
component AXFROCR converts image documents into text documents for full text
indexing. AXFROCR, axfrocr.exe is installed by enaio®-setup into the .\server
directory. enaio® server starts AXFROCR if a document is created for which full-
text indexing is enabled in the object definition and is assigned to neither a W nor
an e-mail document type. The same applies to the automatic action 'Full text
indexing' and neither W- nor E-mail document types have been selected.

AXFROCR checks the directory to which enaio® server writes the job files required
by AXFROCR to process documents together with FineReader.

The connection between AXFROCR and FineReader must be configured in enaio®
enterprise-manager; configurations must be synchronized with the configuration
file axfrocr.ini.

Use a single OCR job directory to coordinate multiple enaio® servers with
individual text recognitions. Indicate the job directory for each enaio® server in
enaio® enterprise-manager as well as in the OCR configuration files using identical
directory names in UNC notation. The 'ErrorPath' must also be specified
identically in the OCR configuration files using UNC notation.

enaio® supports FineReader Version 11 which is installed with the setup via enaio®

service manager and for which you receive a license key. Other FineReader versions

are not supported. OPTIMAL SYSTEMS cannot therefore guarantee the function of
these versions.

OCR configuration in enaio® enterprise-manager

Perform the settings for full-text indexing of image documents with ABBYY
FineReader in enaio® enterprise-manager in the Server properties > Category:
General area:
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@ osecm_entmgr - [Console Root\Enterprise Manager\OSECM - System\Server groups\dokuteam610\Application server\Server 3 (DOKU... — =
G File Action View Favorites Window Help = |[& ]
= | 5E 0 HE e
(23 Console Root
m [ refresh at connection
4 |3 Enterprise Manager
4 @ OSECM - System Category. [General =1
4 _Se“:’lfm”“m Farameters Value Deserption -
4 Ly dokuteam Call renditions wsing object 10 Ves Specify whether to call renditions using the 10 of objects.
4 Py Application server
4 t;% Server 3 (DOKUTEAM-TESTSE/doky OCR pragram Dhosecmba, Path and name to the OCR pragram
4 0 Settings Moritoring fle D\asecmio... Path and name of the file for checking if OCR program is stl unning
- Start OCR program Yes Checks whether OCR pragram is running and starts it if required
i Server information 0CR encoding diecor C:\Program...  Ditecton into which files for DCF, are stored in an unenciypted form.
@ Registry entries OCR job directory C:\Program ... Directory into which OCR jobs will be filed.
& Server properties Zonal OCR Application Evecute 2onal OCR from within OSICLIENT with the OCR executor o
_'. Recoanition speed Standard re...  Increase recognition speed for FineReader,
¥ Periodic jobs P
X Subscription/Follow-up
> 40 Extended administration Send e-mail messages Serd Defings whether e-mails wil be sent when rotifying a subscription or f
> [#] Logging Send e-mails individually Collective e- Defines whether e-mails will be sent individually when notitying a subs
43 Management ltachindey dale No Defines whethe indes deta wil aso b sent when noljing a subser
-mai
. &b Administration < >
< > 4

8 OCR program
Enter the path to the application axfrocr.exe to enable enaio® server to start
the OCR application AXFROCR. Enter No_ocR if you do not use OCR but full-
text indexing for text documents.

§ Monitoring file
A file created and frequently updated by the program checks whether or not the
OCR program is running. Enter name and path of the file.

§ Start OCR application

When entering Yes, the monitoring file is used to check whether or not the
OCR application is running. If the OCR program is not running, it will be
started. Enter No to write job files without check to the job directory.

§ OCR decryption directory

Image documents encrypted by the server must be decrypted to enable text
recognition. Specify the directory in which image files are filed in an
unencrypted manner. Image documents are instantly deleted after processing.

The entry is only required with enabled server encryption. Full-text indexing is
not available with enabled client encryption.

§ OCR job directory

The directory to which enaio® server writes job files. The OCR application
monitors this directory. Please check access rights to this directory.

§ Zonal OCR

The entry is used to specify how zonal OCR is performed in enaio® client.
When being performed by the executor, an additional FineReader license is
required. When being performed by the application, full text indexing uses the
application's license.

The entry is exclusively required with zonal OCR being performed by the
executor in enaio® client. When being performed by the application,
parameters and entries must be written to the file axfrocr. ini as known from
full-text indexing.

§ Recognition speed

enaio® Page 348



enaio® Administration

enaio®

enaio® documentviewer

Set the recognition speed to Fast recognition for high quality documents.
Increased recognition speed for documents of less quality will cause errors.

The Configuration File

The OCR component AXFROCR reads set configurations from the file
axfrocr. ini on start. If the file is not located together with AXFROCR in one
directory, the program will create the file axfrocr.ini with default values.

You can edit the entries within the file with any editor.

Parameters Function Default value
JobPath Path to the directory to be Directory in
monitored. It must which
correspond to the parameter AXFROCR has
OCR job directory in enaio® been started.
enterprise-manager.
If the path was changed in
enaio® enterprise-manager,
it must be manually adapted
here, too.
ErrorPath Path to the directory to Directory in
which job files are written in which
case they cannot be AXFROCR has
processed. been started.
Alive AXFROCR can create and 0=donotcreate |1
frequently update an alive alive file
file. The file's editing date 1 = create alive file
allows applications to
determine whether
AXFROCR is currently in
operation and if not, to start
AXFROCR.
It must correspond to the
parameter Start OCR
application in enaio®
enterprise-manager.
AliveFile Path to and name of the 'Directory in
alive file. which
It must correspond to the AXFROCR has
parameter Monitoring file in been started’
enaio® enterprise-manager. \axfrocr.run
Alivetime Interval in ms during which 2000
AXFROCR updates the alive
file.
StartOnce Specifies whether AXFROCR | 0 = multiple times |1

can be started multiple
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times.

1=once
PollTime Interval in ms after which 2000
AXFROCR checks the
monitored directory for new
job files.
JobDelete Specifies whether to delete | 1 = delete 0
job files or to add the 0 = rename
extension 'bak’.
TextFormat | Text format for text file All text formats ASCII Standard
output. supported by for Windows
FineReader can be
selected.
Zonal Settings for zonal OCR in 1=1zonal OCR by |0
enaio® client. the application
When being performed by | 0 = zonal OCR by
the executor, an additional | the executor
FineReader license is
required. When being
performed by the
application, full text
indexing uses the
application's license.
It must correspond to the
parameter Zonal OCR in
enaio® enterprise-manager.
TextLanguage | Language settings of text all languages German
recognition supported by
FineReader
MinlmageXY | OCR processing threshold | x = images that 20

value.

Specifies the minimum
image size that starts OCR
processing.

vertically and
horizontally are
smaller than x
pixels are not
processed.

-1 = disables the
behavior

Since access rights to the AXFROCR directory are usually limited at the server, it is
recommended to modify the default values of 'JobPath,' ‘ErrorPath," and 'AliveFile.'

If multiple source files are passed with an OCR job, it is filed in the directory
containing jobs that cannot be processed (ErrorPath) as soon as an OCR error
occurs caused by one of the source files.
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enaio® renditionplus and Quicklooks

If the property Document type without slide creation is disabled for document types in
enaio® editor, enaio® renditionplus automatically creates quicklooks. If the property is
enabled, no quicklooks are created.

E-Mails in enaio® documentviewer

The e-mail display in enaio® documentviewer is formatted using the
header .properties configuration file in the
.\0S_DocumentViewer\renditionplus\bin\apps\OsMai I directory.

The file can be adapted.

Subject= The subject is displayed
Subject.ValueFontFace=Calibri Font for the subject
Subject.ValueFontColor=#000000 Color for the subject

Subject.ValueFontSize=5pt Font size for the subject
From= The sender is displayed
From.ValueFontFace=Calibri Font for the sender

From.ValueFontColor=#000000 Color for the sender

From.ValueFontSize=3pt Font size for the sender
To=To: Recipients are displayed.
Preset 'To:'
To.KeyFontFace=Calibri Font for the prefix
To.KeyFontColor=#8888ff Color for the prefix
To.KeyFontSize=2pt Font size for the prefix
To.ValueFontFace=Calibri Font for the recipients
To.ValueFontColor=#000000 Color for the recipients
To.ValueFontSize=2pt Font size for the recipients
Date=Date: The date is displayed.
'Date:" is preset
Date.KeyFontFace=Calibri Font for the prefix
Date.KeyFontColor=#8888ff Color for the prefix
Date.KeyFontSize=2pt Font size for the prefix
Date.ValueFontFace=Cal ibri Font for the date

Date.ValueFontColor=#000000 Color for the date
Date.ValueFontSize=2pt Font size for the date

FfixHeader=true

The file can be expanded according to this model. For example, a formatting
section for carbon-copied recipients can be added:
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Cc=Cc:
Cc.KeyFontFace=Calibri
Cc.KeyFontColor=#8888ff
Cc.KeyFontSize=2pt
Cc.ValueFontFace=Calibri
Cc.ValueFontColor=#000000

Cc.ValueFontSize=2pt

Configurations in enaio® enterprise-manager

Enter the URL address for enaio® documentviewer in the Server properties >
Category: Services > Documentviewer area in enaio® enterprise-manager (see
‘Documentviewer").

Integrating enaio® documentviewer into a dashlet allows you to add the following
additional information for the URL address:

URL Description

parameter

{objectident} | Object ID

{objecttype} Object type

UserlD User ID

{userguid} User GUID

{sessionguid} | Session-GUID

{servername} | Server name

{serverport} Server port

{pagecount} Number of the page which you want to display.

g={searchterm} | Transfer a search term. The references are highlighted in color in
enaio® documentviewer.

annotations=0 | Disables the annotation function in enaio® documentviewer.

The parameters are propended by a question mark and separated by the &
character.

Example:

http://localhost:8070/documentviewer/app/viewer/{objectident}/?serve
rname={servername}&serverport={serverport}&sessionGuid={sessionguid}

becomes

http://localhost:8070/documentviewer/app/viewer/213/?servername=loca
lhost&serverport=40000&sessionGuid=AB617AF75F464568B502F7700F1C10F4

The parameters sessionguid, servername,, and serverport are required for
session GUID authentication. If one of these parameters is missing, the subsequent
authentication method will be tried (NTLM, Basic Authentication).
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enaio® detailsviewer provides flexible HTTP access to index and document data.
enaio® detailsviewer will show, for example, index data of selected enaio® objects in
the detail preview of enaio® client.

The enaio® detailsviewer service is implemented using both enaio® components,
enaio® gateway and enaio® appconnector.

enaio® gateway is a proxy that is used as a communications interface between the
Ccore services.

enaio® appconnector is a REST interface that can be operated as

enaio® detailsviewer with the configuration described in the following sections.
Alternatively, enaio® appconnector can serve as an interface with mobile
applications and provide structured access to enaio® server as a communication
component. In the latter scenario, enaio® appconnector must be purchased.

You can find more information about enaio® appconnector in the component
handbook.

The user guide for the details preview can be found in the enaio® client handbook.

Installation Requirements

For better load balancing, it is strongly recommended that enaio® gateway and
enaio® appconnector are operated separately from the enaio® server computer.

enaio® server is installed, started, and provides an IP port.

The installation requires .NET 4.0 framework which is installed through the enaio®
setup, if it is not on the computer.

It is recommended to publish the viewing service address under
intranet._kundendomain.de in enaio® enterprise-manager in order to ensure
long-time stability of the address and facilitate future server migrations of the
viewer service.

Installation

enaio® detailsviewer is an enaio® component that you install as a service using the
enaio® setup.

Save the enaio® setup locally on the computer on which enaio® detailsviewer is to
be installed, as running the enaio® setup from a network can result in errors.

Select the enaio® appconnector component in the setup.

The runtime environment (JDK and application server) is also automatically
installed.

The installed runtime environment should be used only for this core service,
because when updating the core service the runtime environment is updated as
well. If other enaio® or third-party components are run in the runtime
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environment, update errors may occur or the components may not be run after an
update anymore.

Setup automatically registers the service with the respective home URL and service
endpoint on the enaio® server. You can view and modify these URLs in

enaio® enterprise-manager under Server properties > Category: Services >
Appconnector (see 'Category: Services'). The registry keys are transferred to the
client registry file during enaio® client installation and can be read by other
components.

Changes to service endpoints are not automatically transferred to the client registry
file. To synchronize the client registry file with the values of the server registry file,
perform an update of the client installation either with the enaio® setup, or
synchronize both registry files with the tool
0S.UpdatelLocalServiceRegistry.vbs from the directory
.\clients\client32\samples. In systems with multiple servers the registry
entries are transferred by the server with the highest probability of connection, or, if
the probability of connection is less than 50% for all servers, they are transferred by
the server in the last line of the [SERVERS] section in the asinit.cfg file of the
client.

If several servers are used and all need to access one enaio® detailsviewer
installation, you must manually adjust the addresses for all servers in
enaio® enterprise-manager after the installation (see Appconnector").

Refresh [~ refresh at connection

Categony: | Services j
Parameters Yalue Description -
Document¥iewer
Home URL http:/A101.... Complete URL address including the directary that D ocumentyiewer
Service endpaint http:/A10.1....  The URL specifies the server that the service iz running on. The URL
Service endpoint for direct access http:/A101.... The APl which can be uged to directly access the Docurmentyiewer o
Home URL for thumbnailz http:/4101....  URL for Documentiewer document previews, e.g. when uzsing the ¢
Job directory Chenaiohser.. ML path that Documentviewer job files are filed to.

AppConnector

Home URL hitpe /A0 Basic URL that 05_AppConnector can be acceszed with.

Service endpaint hitp: /0. The URL specifies the server that the service is running on. The URL
Service endpaint for direct access http:/A101....  The APl which can be used to directly access the AppCornector witl
OSwWS

Service endpaint hitp /M0 The URL specifies the server that the service iz running on. The URL

Check whether hotfixes (Sp directory) or patches for enaio® appconnector are
available in the installation data. If yes, you must install them (see 'Installing a
Hotfix or Patch’).

The installation and configuration of enaio® detailsviewer is then completed and
you need to install the core service enaio® gateway. Otherwise enaio® detailsviewer
cannot be used.

The viewer service is uninstalled through the enaio® setup. Deinstallation via the
control panel is not possible.

Page 354




enaio® Administration enaio® contentviewer

enaio® contentviewer

enaio®

enaio® contentviewer is a framework application that combines
enaio® documentviewer and enaio® detailsviewer, enabling a combined view of the
two services in enaio® client or enaio® webclient, for example.

For interface projects, enaio® contentviewer can also be integrated differently.
Please contact the OPTIMAL SYSTEMS consulting team for information about
this.

Installation

enaio® contentviewer is a service that is available once the core services
enaio® documentviewer, enaio® detailsviewer, and enaio® gateway are available.

The setup automatically registers the service at enaio® server and enters its home
URL into the Server properties > Services area in enaio® enterprise-manager.

You can view and modify these URLSs in enaio® enterprise-manager under Server
properties > Category: Services > Contentviewer > Home URL (see 'Category:
Services').

If several servers are used and all need to access one enaio® contentviewer
installation, you must manually adjust the URL address of enaio® contentviewer for
all servers in enaio® enterprise-manager after the installation (see 'Contentviewer").

It is recommended to publish the viewing service address under
intranet.kundendomain.de in enaio® enterprise-manager in order to ensure
long-time stability of the address and facilitate future server migrations of the
viewer service.

Configuration

By default, enaio® contentviewer displays the index data and basic parameters from
enaio® detailsviewer first upon opening. To see the content preview from

enaio® documentviewer in the display, add the parameter ?pagecount=1 to the
URL for enaio® contentviewer.

Example:
http://localhost/oscontentviewer/viewer/{objectident}/?pagecount=1

The URL address for enaio® contentviewer is specified in the Server properties >
Category: Services > Contentviewer area in enaio® enterprise-manager (see
‘Contentviewer").

Integration in Microsoft Outlook

In MS Outlook, preview files can be shown in e-mails with enaio® contentviewer.
The components required are copied to the directory \clients\client32\ during
the enaio® installation:

§ axoutlookpreview.bat

Run this component to register axoutlookpreview.exe Which is located in the
same directory of the workstation.
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Alternatively, this component can be entered in the asinit.cfg file as a
module in the 'Registration’ section.

In order to register under Microsoft Windows Vista, the logged in user needs
administrative rights. In addition, the User Account Control must be disabled.

§ AxOutlookPreview.reg Or AxOutlookPreview64.reg

Enter the URL address of enaio® documentviewer in this file and register this
data by running the file on the workstation. This information can also be
deployed using administrative tools.

Afterward, the preview function is also available in Microsoft Outlook.

Note that the user has to log in every time an e-mail is opened if the NTLM
authentication filter is not enabled.

The component AxOoutlookPreview.exe also serves as a display module enabling
you to specify which applications are used to show documents managed in enaio®
(see 'Display of OS Files").

Thumbnails in E-Mails

When sending e-mails with Microsoft Outlook to internal recipients, a thumbnail
of the first page of an attached enaio® object can be inserted into the e-mail body.

To...

T
- Cc..
Send
Subject:
Attached: = technisches Brainstorming - RR - 475150731 - Favoritenaktionen.os (149 Bl;
= Sonstiges - RR - 475157497 - Impressionen Movember.os (149 B
_ &
Dear Mrs Smith: -

Click here to see a preview of the attached objects:

To do so, add the URL address for thumbnail previews in enaio® enterprise-
manager.

The URL address for thumbnail views is:

http://<server>/osrenditioncache/app/api/document/{objectident}
/rendition/thumbnail
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Refresh ™ refresh at connection

Categary: | Services j
Parameters W alue Dezcription ~
Service endpoint for dire..  http:/A10.1....  The APl which can be uzed to directly access the Contentyfiewer i
DocumentYiewer
Home URL http:/410.1....  Complete URL address including the directory that Documentyiewe:
Service endpaint http:##410.1....  The URL specifizs the zerver that the service is running on. The UF
Service endpoint for dire.. hitp: /4101, The APl which can be used ta directly ac: the D ocumentyiewe

Hormne URL for thumbhail: — kitpe41001... URL for Documentiewer document previ g. when using the

Job directaony Chenaichzer..  LIMC path that Documentyiewer job files a

AppConnector

Home URL hittp:#8M0... Basic URL that O5_AppConnector can be acceszed with,

Service endpoint http:£AM0... The URL specifies the server that the service is running on. The LR

Service endpoint for dire.. hitp: /4107, The APl which can be used to directly access the AppConnector w

05wS

Service endpoint hittp: /M0, The URL specifies the server that the service is running on. The UF ¥

£ >
Edit

The 'target formats' section provides an overview of all document formats that can
be converted to thumbnails.

Installing a Hotfix or Patch

When installing a hotfix or patch, only those files that differ from the current
version are replaced. Updating your installation to a newer version is not possible
using a hotfix or a patch.

Installing a hotfix or patch replaces only a few system files so the core service
installation may not need to be configured again.

A hotfix does not back up the existing core service installation.

Before replacing files, it is checked whether adequate file versions are available at
hotfix or patch installation. If this is not the case or a newer hotfix or patch was
already installed, no files will be replaced. The hotfix and patch installations will be
canceled reporting a message that the version of the installed service is wrong.

Hotfixes are located in the sp directory of the installation data.

Patches can be downloaded from the OPTIMAL SYSTEMS partner portal, the
service portal for partners and customers of the OPTIMAL SYSTEMS group.

Updating Viewing Services
A viewer services update can be done from the enaio® setup.

A backup of the current configuration file versions is performed automatically.
After an update, the backed up configuration files can be found in the application
subdirectory backup-(timestamp) of the viewing service and are automatically
imported into the updated version.

Dashlets in enaio® client

Dashlets are customizable, context-sensitive areas which can be integrated with
enaio® client.
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Dashlets allow you to integrate information sources, e.g. Internet pages like
Wikipedia or Google Maps, and Web applications like enaio® detailsviewer (see
‘enaio® detailsviewer") using what are known as dashlet services.

Dashlet services must be created. Respective information will be supplied by the
OPTIMAL SYSTEMS professional services team upon request.

Dashlets do not require an installation to run, their display in enaio® client just
need to be configured.

The content of dashlets is predefined by the administrator and cannot be changed
by users.

A web application server or the core service enaio® gateway can be used for
distributing dashlets (see 'enaio® gateway"). To distribute with enaio® gateway, file
the pages for dashlets in the directory
.\services\0S_Gateway\apps\os_gateway\publ ic. Make sure that you give the
dashlets individual names so that no existing application with the same name is
overwritten.

Up to ten additional context-sensitive areas can be integrated with enaio® client.
Several dashlets can be stacked.

For every integrated dashlet, an additional button will be added in the ribbon on
the VIEW tab in enaio® client.

|= - R TR enaio - [Folder - press archives(Relation - Qualitatssichersng -} - £
“ p— ] Open [ Object = # #Mate (i Signature 3]

A | .-( . EfSean = 3 Delete

& [F

Lecation  Index Comtent (& dditicnal i Create copy Change relesse status for archiving = Send Location Expent Team Browse
. data~ - o= 4 - Work =

Chery - XMLZ 3 [0 Hat bt - 212 ¢ [T et e L

5 regutereng “ ALl Retation - Quaitatssicher [ g3 2 [ @ Object Crested  Edited
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Register?
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1 E-Maileng

5 E-Mail-Anhangeng [ 4
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They are controlled through a scheme where information of the currently selected
object is passed and an URL address is called. If required, simple Web applications
can be used to extend, change or forward the URL address.

Dashlet content can be loaded and displayed when starting a client, and can
therefore be used to present a unique welcome page, for example. In addition, these
dashlets are not informed of changed contexts by URL parameters, but instead
receive these via a JScript callback, without reloading the page. So that dashlets are
shown when a client is started up, set the parameter Load at start to Yes in enaio®
enterprise manager under Service properties > Services > Dashlet. The parameter
can be individually adapted for each dashlet.
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Before users are able to show/hide a set up dashlet by clicking the respective button,
they have to reset the window layout of enaio® client (View > Settings >
Workspace).

Configuration

In the Server Properties > Category: Services area in enaio® enterprise-manager,
enter the URL address for the dashlets and the title, which will be shown in enaio®
client (see 'Dashlet 1-10") and optionally an icon. All icons which were integrated
by use of enaio® editor can be indicated using the icon ID.

When integrating viewer services in a dashlet you can add further information to
the URL address:

URL parameter‘ Description
{objectident} | Object ID
{objecttype} Object type
UserlD User ID
{userguid} User GUID
{sessionguid} |Session-GUID

{servername} | Server name

{serverport} Server port

{pagecount} Number of the page which you want to display.

The parameters are propended by a question mark and separated by the &
character.

Example:

http://localhost:8070/documentviewer/app/viewer/{objectident}/?serve
rname={servername}&serverport={serverport}&sessionGuid={sessionguid}

becomes

http://localhost:8070/documentviewer/app/viewer/213/?servername=loca
lThost&serverport=40000&sessionGuid=AB617AF75F464568B502F7700F1C10F4

The parameters sessionguid, servername,, and serverport are required for
session GUID authentication. If one of these parameters is missing, the subsequent
authentication method will be tried (NTLM, Basic Authentication).

Using the parameter ?g={searchterm}, a search term can also be passed. The
references are then highlighted in color in enaio® documentviewer:

With the following URL, for example, the index data and basic parameters of
documents selected in hit lists, folder or register lists will be displayed in a dashlet:

http://localhost:8060/0srest/api/documents/raw/{OBJECTIDENT}/?format
=html&sessionguid={sessionguid}&servername={servername}&serverport={
serverport}
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enalo® feedreader and
contentfeeder

Introduction to Feeds

enaio® contentfeeder allows you to access RSS feeds with user-specific subscription,
follow-up, and workflow data from enaio® using an RSS reader.

If enaio® webclient is integrated into enaio®, the user can open an object directly or
start the workflow step using the RSS feed.

enaio® feedreader can regularly query the RSS feeds of any channel, save them as
electronic mail files, and generate an XML file that is used to transfer these
electronic mail files into enaio® as e-mail objects with an automatic import action.

Both feed components are installed from the Web archive os_feed.war and
configured using the collective configuration file config.properties.

In addition, the license key 'FRD' is needed for both feed components.

Feeds — Installation

enaio® contentfeeder and enaio® feedreader are components of a Web application.
The Web application requires the installation of the Apache Tomcat Web server
since version 5.5.x in the Windows server environment. The installation program
for the Web server is available free of charge and, if required, we would be happy to
provide it to you.

To install the feed components, load the os_feed.war Web archive as a local WAR
file using the Tomcat Web Application Manager. After installation, the Web
application will start automatically.

The Web archive os_feed.war is located on the installation media under directory
\components\0S_Tfeed.

The installation file MhtActiveX.msi is also found in this directory. Run this file to
install on the Web server the components that enaio® feedreader needs to convert
RSS feeds in HTML format into EML files.

Configuration — enaio® contentfeeder

enaio®

enaio® contentfeeder is configured using the config.properties configuration
file from the os_feed/web-inf/ directory of the Web server. Here, you specify
how the enaio® server can be addressed.

Provided that enaio® web-client is integrated, you can also configure the
connection to enaio® web-client in this file.

Page 360



enaio® Administration Configuration — enaio® contentfeeder

enaio®

To use enaio® contentfeeder, first enable the following function in the
configuration file:

contentfeeder-using=true on/off

enaio® server

For the connection to the enaio® server, enter the IP and port in the following
format:

osecm.server = 127.0.0.1 |P address of enaio® server
osecm.port = 4550 port of enaio® server

Update Interval

RSS feed data are cached. If a user updates the RSS reader data, they will be again
queried from enaio® server only after the expiration of a specified period. The data
are submitted from the cache until the period expires.

cache-interval 1=60 interval in seconds

enaio® webclient

For the connection to enaio® webclient, enter the address and the port of the Web
server, as well as the root directory:

osweb.server = localhost address/IP

osweb.port = 80 Port

osweb.root = osweb root directory

If you are not using enaio® webclient, the following entry is necessary:

Osweb.using = no switch 'yes/no’

This entry prevents the data concerning subscriptions, follow-ups and workflow
from being supplemented with a link to the respective page in enaio® web-client.

The other entries in the configuration file config.properties must not be
modified.

RSS Reader

You can integrate any arbitrary RSS reader. For access to the subscription and
workflow data from enaio®, specify the root folder of the Web application of the
Web server.

Example:
http://localhost:8080/feedreader/

Depending on the selected RSS reader and the configured authentication (see
below) you either have to enter the user name and the password right away or these
data are entered when the program is called or login is performed automatically.
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OPTIMAL-SYSTEMS GmbH RSS Feeds Mumen?an 515
Der aktuelle Feed enthalt Inhalte, die haufig angezeigt:

aktualisiert werden. Wenn Sie einen Feed abonnieren, wird l—
dieser zu der gemeinsamen Feedliste hinzugefiigt.
Aktualisierte Inhalte des Feeds werden automatisch auf den o Alls 5
Computer heruntergeladen und kénnen in Intermet Explorer
und anderen Programmen angezeigt werden_ eitere —
Informationen Giber Feeds :
= Datum
r Feed abonnieren Titel

Autor

Abonnement Eingangskorb
05_FeedReader fesder@optimal-systems de <
infotext: Anderung Film-Ordner

Workflow Eingangskorb

05_FeedReader feeder@optimal-systems.de ¥

Prozessname: Material-Bestellung 1 Aktivitatsname: Bestellen

Workflow Eingangskorb

0S_FeedReader feeder@optimal-systems.de =

Prozessname: Material-Bestellung 2 Aktiitatsname: Bestellen _

Wiedervorlage Eingangskorb

05_FeedReader feeder@optimalsystems.de =
infotext: bitte bearbeiten

Authentication

Authentication is necessary for access to the data. The type of authentication is set
in the configuration file ..os_feed/web-inf/web.xml.

By default, simple HTTP authentication (HTTP Basic Authentication) is used. The
browser opens a login dialog into which the user enters the enaio® user name and
the enaio® password.

The following entry sets this type of authentication:

<filter>

<filter-name>AuthenticationFilter</filter-name>
<filter-class>com.os.http.BasicHttpFilter</filter-class>
</filter>

Alternatively, an NTLM authentication can be set. Thus, the user is automatically
logged on provided that the current Windows user name is also an enaio® user
name.

The following entry sets this type of authentication:

<filter>
<filter-name>AuthenticationFilter</filter-name>
<filter-class>com.os.http.NTLMHttpFilter</filter-class>
</filter>

Other authentication types are possible. You can find information about this in the
above section on enaio® documentviewer and in the documentation on configuring
enaio® webclient.
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Configuration of enaio® feedreader
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If you want to save RSS feeds of any providers as electronic mail files (EML) and
import them, install the components which convert RSS feeds in HTML format
into EML files.

During the installation of the Web archive, the application
oxvbcreateHtml_EML_exe is copied into the directory ..os_feed/web-inf/. This
application requires components which can be installed to the Web server using the
installation file MhtActiveX._msi from the directory \components\0S_feed\ of
your installation media. Internet access is also required.

The installation of the Web archive creates the following directory structure for
electronic mail files:

= Egiﬁk(cﬂ The EML files are saved to the RSS directory. The DB directory
Bl - | contains a database with information on the feed entries which
j ;bg have already been handed over. Error logs are written to the
B xslt LoG directory. The XSLT directory contains necessary templates

which are used to format the data files for the import.

If you need a different directory structure, change the respective entries in the
configuration file config.properties.

To use the feed import, enable the following function in the configuration file at
first:

feedreader-using=true on/off

Proxy Server
If you are using a proxy server, enter the respective data into the configuration file:

proxy-using=true on/off
http-proxy-host=proxy.optimal-systems.de Address
http-proxy-port=4118 Port

RSS Feed List
In the configuration file, list the RSS feeds that you want to apply:

feedimporter.list=Feedl,Feed2, Feed3 The entries are separated by comma.
Enter the data of each entry in the following format:

Feedl Label
feedimporter.Feedl.url=http://www.os.de/os.rdf Address
feedimporter.Feedl.generate.eml=true conversion on/off

If you turn the conversion off, only the files with the title, link and description data
of the entries will be created.
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Update

Specify in the configuration file how often updated data must be searched for:
import-timer-interval=3600 update interval in seconds

The database in the directory \temp\rss\db checks whether the feed entries are
new or already present.

Templates

In addition to the EML files, a data file is required for the import with an automatic
action. For each entry, this data file contains the assignment of title, link,
description, and EML file. When configuring the import with the import wizard,
assign this data to the data fields of the import object. The data file is created
according to a template. Create a template called Feed.xslt for every entry in the
RSS feed list.

In the directory ..\temp\rss\xslt, you will find the template template.xslt. This
template can be used as a model. For every entry in the RSS feed list, save the
template under the respective name to the directory XSLT.

You can supplement the templates with fixed fields which must be assigned to every
data set of the feed:

<item>
<xsl:copy-of select="node()"/>
<fixedfieldl>contentl</fixedfieldl>
<fixedfield2>content2</fixedfield2>

</item>

EML Import

Due to the templates, data files which are used as import files for XML imports are
created in the . \temp\rss directory.

When configuring the import, assign the data to the fields of an e-mail object. For
transferring electronic mail files, assign the import field eml-file to the object field
Image file name.
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Feldzuordnungen (1/1): Dokumententyp "Bild' aus Schrank ‘Kunde®

Ordnen Sie Feldem von Bild-Objekten Importfelder zu und legen Sie Suchfelder fest.

Chjektfelder Importfelder
Feldname Feldyp  Feldlange || Feldname Feldyp Feldlange Info

W Biddaicina... (
archiviert D 10.0 [ Bilder_usr_..
Datum D 10,0 [ Bider_usr_...
Dezimalzahl N 152

Erfassungsdatum D 100

Feldzuordnungen

Objekifeldinformationen Importfeldinformationen
IE)| Bilddateiname (C [255.00 Bilddateiname (C [255.00)

Weiter = Fertig stellen

Details on configuring import actions can be found in the ‘enaio® import-export'
handbook.
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